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KEYWORD : INTRUSION DECTION, MISUSE DETECTION, ANOMALY
DETECTION AND KDD CUP 1999 DATA SET
SURASIT SONGMA: INTRUSION DETECTION VIA COMBINING MISUSE AND
ANOMALY DETECTION TECHNIQUES: ADVISOR: KIATTISAK MAICHALERNNUKUL,
D.ENG., DISSERTATION CO-ADVISOR: WITCHA CHIMPHLEE, Ph.D. AND ASST. PROF.

PARINYA SANGUANSAT,D.ENG., 127 p.

This dissertation aims at studying and comparing the performancé, of intrusion detection
systems, as well as improving such performance-via combining misuse and anomaly detection
techniques. We use the so-called KDD, Cup, 1999 data set in our experiment, and the results can be
classified into six groups: normal, denial\of service, remote to. local, user to root, probing, and
unknown. We evaluate the performanee of*intrusion detection'systems in terms of the detection rate,

false positive rate, and overall accuragy rate.

By averaging 10wresults of intrusion dete¢tion, we find that the intrusion detection via
combining misuse and anomaly detection techniques outperforms that of other relevant techniques.
Specifically, its'detection rate, false positive)rate, and overall accuracy rate are 87.32%, 0.67%, and
94.80%, fespectively. Also, such intrusion detection can correctly detect data more 610 records

(which is 0.79%) when compared to'the misuse detection.
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Info(S) = —Z p, log,(p,) (2.2)
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Narayan, Singh and Tak~(2012) ladnuimssanauinuiedaiiuddmiusyuy
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A329TUMIYNSN agnand i tasinavesmsdangiwuuinliud saunaiuauensiang

A gAA = . .. . Y 4
LHJUﬁ%“ﬁ%hl&ﬁﬂhWﬂMﬁMﬂMﬂﬂE:fﬂ (Expectation-Maximization ) uaﬂwmayja KDD Cup

Q

1999 Tagguuniiog2,00052108U HaMIIVINBNTIATINTUIIAANIANAIA

2 . 9 0 v an o . .
Hoque,Mukitiand Bikas (2012) "lﬂﬂizqmiwummﬁmqwuﬁﬂiﬁu (Genetic Algorithm)
AUsZDA399UMIYN3N TneldyatiayaKDD Cup 1999 HamsIvenuumaiiniiuauelions

ANULNUE TATNINT I 1NN 11.90.04%

Li and Zhao (201 1)} llauamaiinnsnsadumsyngni 19eaee191e11 (Rough Set)
o @ o 4 4
Mmsaaquanbuzyegadeya KDD Cup 1999  uazlddwnosannmosuundu (Support

Vector Machine) 1W0A3993UMsYngn wamsivenuiunataminauelonsinnuuiud

Tags2u (90%) ganiunadiadnnosannmesuundu (86.1%)
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ARRL a1aU 19900 madianthnane
Narayan, Singh  1Flumsnagen Joyaiilditos 2,000 910 WrdEHudiimmanune
and Tak (2012) szansninves 311,029 52lau) 1l1ﬂ‘ﬁ’s:fﬂ oasudufou
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and Bikas (2012) 131U 5 Agu TuimsuSeueuny ANuLNUE InesIn
3seou 90.04%
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1) My TawAuuudfasmsIfuims (Dos) lums Tau@nuiu liimsildaeuiiunes
' a 1 A A ) Y a A o9y a 7q 9 nm
liansoadaaedesnieldanldauilng wievh Idszunneunuaes Idauli’ls Tasms
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heszuuReuiameias ldmsnensillegodiasinai i liawisaTdusms Tdawina

U N5 LaNALUY Apache2, Back, Land, Neptune, Pod, Smurf 148 Teardrop
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2) ms lawdAnuudrdeszunTaelildsveynia R2L) Wumsnerendteszu

a o Y A " Yo Y =K as J <3 I o A Y
asuuaesithruen lildsveyaalumsidits Taedsmsdudiamna ludunseuihvune
#7151 TATOVY 19U Tmap, Named 4ag Sendmail ¥i5 emasnenenuin a3 oathrunehd

v
MyaammMssneinudasass131aa 1w m13 19UANDT Guess passwod, Ftp write  t1ag
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Buffer Overflow, Loadmodule, Pérl LIai$ Rootkit

3 { A 3
4) M35 Tawdpvuuandvueg (Probing) 1iums Tauan 14355 1amuaz iy

9 ' 1 a J Y A g ] [ "o ' 9
GUE]iJa“]5’8')\1IW’J"Uf]\‘]‘i%‘]J‘]Jﬂf]iJW']m@‘il‘]JWWNWEJ LiJE)E‘!uﬂ‘gﬂﬂﬁWUﬂ%&@Wﬁﬂ‘K@QIW')ﬂQﬂaTJL"UT]_Jﬂ

k)

A = gl.; 1 ]
50130 land lunane 11 15U Ipsweep, Nmap, Portsweep 1182 Satan

A1519% 3.1 1982100Av09YATBY KDD Cup 1999

Uszinndoya " Normal DoS R2L U2R Probing

10% KDD 494,021 97,278 391,458 1,126 52 4,107
(100 %)  (19.69 %) (79.24 %)  (0.23 %) (0.01 %) (0.83 %)

Corrected 311,029 60,593 229,853 16,189 228 4,166
(100%)  (19.48%) (73.90%)  (5.20 %) (0.07 %) (1.34 %)

Whole KDD 4,898,430 972,780 3,883,370 1,126 52 41,102
(100 %) (19.8 %) (79.3 %) (0.02 %) (0.01 %) (0.84 %)
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v Y Yo = 3 ' ' a v
Elhlm/ﬂﬂﬁﬁﬂ‘klvyﬂ"ll@u"a KDD Cup 1999 waznuN uuaagsztouilsznouaie

)3

1Y {

= 1 ~ [ 1 I a o % Y] 4
AuanvuzMiumasnszboudinaraiduiln@niomsyngn $1udu 1 @2 uaznuanbuzduY
BNTIUIU 41 A1 Faueazarazianuruieuanaanuesn i iy szeznarlunmsiFeuao

. a =< a Y a .
(Duration) ¥HAve4lUsInnea (Protocol Type) 321 l)Dexiiaveanis1¥iuTms  (Service)
[ U dyd = 1 4‘ . [ ] d‘ .
AuanyuzvaIlil 2 3uuy Ao 1uUABLie (Continuous) taziuy liaeliloq (Discrete) 1Az
= = % tﬂ'
151002108AAIA15190 3.2 - 3.5

¥

d’ % = d‘ 1 AaAaA
ATNN 3.2 AUANHUSWUTIUUDINTLITONADNEN

fi %aﬂmﬁﬂymz ERLGEIGIT pRl[ISTSY
1 duration Length (number of seconds) of'the connection Giﬂkﬁﬂﬂ
2 protocol type Type of the protocol,.e.g., tcp, udp, etc. IliJ'G]'EJLﬁEN
3 service Network seryice.on'the destination, e.g., http, telnet, etc. lliJ'Giﬁ)Lf'!EN
4 flag Normal or eproristatus of the connection llij@iﬂl,ﬁﬂi
5 src_bytes Number/0fidata bytes from source to,destination GiE]Lf‘!EN
6 dst_bytes Number of data bytes from déstination to source @ E)Lf'!m
7 land L if connection is from/to.the'same host/port; 0 otherwise lsia ’E)Lf'!’f]\i
8 wrong_fragment “Number of "wrong" fragments Gi’f)tﬁm
9 urgent Number of urgentpackets Ao Lf'! N
10 hot Number of "hot", indicators f mﬁm
11 numyfailed logins Number ofitfailed login attempts f ’E]Lﬁ’tN

A @ A A A 0 Y
AT 1NN 3.3 ﬂmaﬂBmSLHfJWTﬂTﬂluﬂ”lﬁlf])'ﬂll@]ﬂ‘ﬂuuzuiiﬂEJﬂ'J']?JgIﬂLlILl

7 G’f"saﬂmﬁ’ﬂymz ERLGEIGIT PRl[ISTSY
12 logged in 1 if successfully logged in; 0 otherwise llij@iﬂl,ﬁﬂi
13 num_compromised Number of "compromised" conditions GiE]Lf‘!EN
14 root_shell 1 if root shell is obtained; 0 otherwise Giﬂkﬁﬂﬂ
15  su_attempted 1 if "su root" command attempted; 0 otherwise Gi’t]!,ﬁ’tlﬂ
16  num_root Number of "root" accesses Giﬂkﬁﬂﬂ
17  num_file creations Number of file creation operations Gimﬁﬂﬂ
18  num_shells Number of shell prompts Gif]!,ﬁEN

19 num_access_files Number of operations on access control files RGN




= o £ A 1A 0 D, '
f1T9N 3.3 ﬂﬂ!aﬂ‘Hﬂ!%Luﬂ‘ﬁWﬂWﬂiuﬂﬁl‘]ff]ll@]f]‘ﬂuuglﬂiﬂEJ‘F]’NZJEI@LNH (919)
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fi Foamuanyue ERUGEIGIT PRIISTRY

20 num_otbound cmds Number of outbound commands in an ftp session Gi’t]!,ﬁ’t]ﬂ

21  is_host login 1 if the login belongs to the "hot" list; 0 otherwise llajssimﬁm

22 is_guest login 1 if the login is a "guest" login; 0 otherwise Ilijﬁ'@!,ﬁﬁlﬁ

M3 3.4 audnvaznsmiiniidaslasldmhanadedini

i Foamdnbwe ERNGEIGRL glun

23 count Number of connections-to the'same host as the current GiE]Lf‘!EN
connection in the past two seconds

24 srv_count Number of connections.to'the same service as the Gi’t]!,ﬁ’t]ﬂ
current connection in the past two seconds

25  serror_rate % of connections that have "SYN" efrors Gimﬁﬂﬂ

26  srv_serror_rate % of connections that have "SYN"errors GiE]Lf‘!EN

27  rerror_rate % of connections that have “REJ" errors Gimﬁﬂﬂ

28  srv_rerror_rate % of-connections that have "REJ" errors GiE]Lf‘!EN

29  same srv_rate % of connection§,to the same service Giﬂkﬁﬂﬂ

30  diff srv_rate % of connections to different services Gi’t]!,ﬁ’t]ﬂ

31 srv_diff host, rate % of connections to different hosts Giﬂkﬁﬂﬂ

d' [ a d‘ o 9J Y a = ()
M13N 3.5 ﬁlmaﬂ’ﬂmg‘iﬂ3W\h/\lﬂ‘l/lﬂﬁl’llmiﬂEJGlGI)"HLlW]NL’JﬁWﬁ@Q’JHWﬁ]”Iﬂ‘]JﬁTEJ'VINf;W]HTIN

fi %@@mﬁﬂymz ERLLEIGIT gun
32 dst_host count Count for destination host Gl"E]L‘leN
33 dst_host_srv_count srv_count for destination host A ?J!,‘ld:!ﬂ N
34  dst host same srv_rate same_srv_rate for destination host Gi’f]tﬁ’f]d
35  dst host diff srv rate dif srv rate for destination host Gl'ﬂl,fllﬁlﬂ
36  dst host same srv_port rate same src_port rate for destination host A mﬁm
37  dst _host srv_diff host rate  diff host rate for destination host Gl"E]L‘leN
38  dst _host serror rate serror_rate for destination host A E]l,ﬁf] 3
39  dst host srv_serror rate srv_serror_rate for destination host Gi’f]tﬁ’f]d
40  dst_host rerror rate rerror_rate for destination host Gl'ﬂl,fllﬁlﬂ
41  dst host srv_rerror rate srv_serror_rate for destination host Gi’f]tﬁ’f]d
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v A o 9 ao X @ Py < s
gadoya KDD Cup 1999 Miwnldluanuiteliamnsonniivaalaniniulaé

[ I o [

http://kdd.ics.uci.edu/databases/kddcup99/ Yoyanioluszifoulianvuziudravnaniy

v W

¥ Y A LY = @ 1 Yo dy
FONHIUASUVUNANAWIIATDINUITUHINNIA G]NEJﬂG]'J@EJNllﬂ JU

) A

- yadoyah 1ilinsToud (Normal) Ysgneudle 0, udp, private, SF, 105, 146, 0, 0, 0,

0,0,0,0,0,0,0,0,0,0,0,0,0,1,1,0,0,0,0, 1,0, 0, 255, 254, 1, 0.01, 0, 0, 0, 0, 0, 0, normal

- M3 TauALUY DoS 1/5¢naUA8 0, tep, http, RSTR, 54540, 8314, 0, 0,0,2, 0,1, 1, 0,

0,0,0,0,0,0,0,0,1,8,0,0,1,0.12, 1, 0, 0.25, 255229, 0.970.01, 0, 0, 0, 0, 0.01, 0, back

- mslawAuuy R2L Useneuaie 0,4dp, private, SF, 105] 14630, 0,0, 0, 0, 0, 0, 0, 0,

0,0,0,0,0,0,0,2,2,0,0,0,0, 1,0, 0, 2550254, 1,0.01, 0, 0, 0, 0, 05:0;snmpgetattack

- M35 TauALDY Probing [ USznouAIY 0,tcp,private,SH,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,
0,0, 1,1,1,1,0,0,1,0,0,4,1,0.25,1,10.1,1,0,0,nmap

- M3 TaNALDY UZR Usenoudie 154, tep, telnet, SF, 1510, 3349, 0, 0,0, 3,0, 1,2, 1,
0, 0,1,0,0,0,0,0,1,1,0,0,0,0, 1,0, 0,255,35,0.14, 0.03, 0, 0, 0, 0, 0, 0, buffer_overflow

d Y [ T [ [

a = Y ~ ~ A~ ? 9 o '
%'lﬂﬂ'li'J!;ﬂi'lZ'Vi"U@iJuaﬂ\? aWﬂIﬂﬂﬁZLﬂﬂﬂ AIVYNUITHISLVIUNNANNE IO UNUDY

3y

o Y o o 1 4 ] o Aa
Tuauwn 39 ldhnmsaaanideuvessziieusonnou e Iiazainaenisautiuaiuly
g}/ J o Y 1 I 1 1 % 1 ] 3’, a
dunouae 11 e ldnanmainindulumsqy Tasguatodanunutissugi (Statified
Y a (%
Sampling) WamsaaaNugouvesszionlugadoyalasusnaurianisyngnudaslana

A1319N 3.6 AL 3.7
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M13190 3.6 BasaNvesIzIdioudoya 10% KDD Adwunamatiansyngn

a  a I ¥
I R FTIYYULAY sTlguUNann NN IFOULAD
N YUANTYNIN . . . . . ,

AIUIU PNI1TIU (%) 1UIU AMI1TIU (%)

1 Normal 97,278 19.69 87,832 60.33
2 Denial of Service (DoS) 391,458 79.24 54,572 37.48
3 Remote to Local (R2L) 1,126 0.23 999 0.69
4  Probing 4,107 0.83 2,131 1.46
5  Userto Root (U2R) 52 0.01 52 0.04
i’gm‘?ﬁ'u 494,021 100 145,586 100

M13190 3.7 Basraauvesszilioudoya Correbted i munAmFianTIYNTN

L. sziloudy szittufiann s Foruda
7 wiamsyngn { L i L
N BANTIU @)l T BANEIU (%)
1 Normal 60,593 19:48 47,913 61.99
2 Denial of Service (DoS) 229,853 73.90 23,568 30.49
3 Remote to Local (R2L) 16,189 5.20 2913 3.77
4  Probing 4,166 1.34 2,682 3.47
5  User toReot (U2R) 228 0.07 215 0.28
'i'J‘JJ'Vg]}JQéIu 314,029 100 77,291 100

[

] I )
fveuesmasondoyasonilu 2 duasu fio nsutlasteyagadeya KDD Cup

(X

1999 Aflusdnusfeglugivesdnay uazmsidoyaliiiluussiagiuTasldmeiganay

=

Y
Agage A931l7 3.2 FaezeTurenvaziveaveaaziuaeu ludauda

U
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KDD Cup 1999

v
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gNYala

mlasdoya

o Y Y o o/
Mdeyaliiluussiiagiu

= = 9
31U 3.2 AszUIUMIkTeNNeya

3.3 nsuilasvoya

9 ~

Z Az o o 3 v o ¥
Tugeuiiilumsiliumgadnyaigvesgadoya KDD Cip 1999 NniiJuaidnys Irneglu

U

o a o 1A o A v W Y
gﬂﬁummmm NNITUATIEHNUATHN, 3 ﬂmaﬂymzmﬂumaﬂm lJlﬂll,ﬂ

1) ﬂméfﬂymz Protocol Type 11U 3 AAD icmp, tcp 4% udp
2) ANy Service 31U 65 A2 19U http, telnet 11AY pop 2
3) QAN Flag 911U 11 42451 REJ, OTH ttag RSTO
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DTR =[TP /(TP + FN )]x100% (3.2)
FPR =[FP /(TN + FP)]x100% (3.3)
OA=[(TP+TN)/(TP+TN + FP + FN)|x100% (3.4)
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M13199 4.1 wamsUTuMANanEuLProtocol Type

1 d' 9 =
AN 19 5189az080
1 icmp

2 tep

3 udp
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mild 510021009
1 IRC
2 739 50
3 auth
4 bgp
5 courier
6 csnet ns
7 ctf
8 daytime
9 discard
10 domain
11 domain_u
12 echo
13 eco_i
14 ecr i
15 efs
16 exec
17 finger
18 ftp
19 ftp_data
20 gopher
21 hostnames
22 http
23 http 443
24 imap4
25 iso_tsap
26 klogin
27 kshell
28 Idap
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M3 4.2 wam3dTuanaanEUE Service (D)

Mg 510021900
29 link
30 login
31 mtp
32 name
33 netbios_dgm
34 netbios ns
35 netbios ssn
36 netstat
37 nnsp
38 nntp
39 ntp_u
40 Other
41 pop_2
42 pop 3
43 printer
44 Private
45 remote _job
46 je
47 shell
48 smtp
49 sql_net
50 ssh
51 sunrpc
52 supdup
53 systat
54 telnet
55 time

56 urp i




M3 1N 4.2 wam3dTuamInaanEUE Service (D)

48

Aile FREIGRR
57 uucp
58 uucp_path
59 vmnet
60 whois
61 XI11
62 iemp
63 pm_dump
64 tftp u
65 fim_i
66 red i
67 urh, i

13197 4.3 mamsUSumaadn e Flag
mile PRGOS

1 REJ

2 RSTO
3 RSTOSO
4 RSTR
5 SO

6 S1

7 S2

8 S3

9 SF

10 SH

11 OTH
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== 9 [
Nﬂ@ﬂiﬂ!kﬁ%‘gﬂﬂlﬂyjﬁﬂﬂﬁ@ﬂ N

~ [ 9 2 S 9 A 1 @ KX o & Y o
ANTNWNN 4.4 L1ag 4.5 NUNYAVDYANITDINF NUYDYANNANNUANA NN UNN 3 uduanam

Foyalhiuvssiagiu TasuSulieglusassning o fal

{ a Jd 1 aa . av
A15190 4.4 WaﬂTi’Jmi”ISW?‘I"I‘I/INﬁﬂGIEIJi’JQGIjﬂsﬁ)’E)?;}a 10% KDD ﬁimuﬂﬁ’)ﬁ]ﬂ

Fonudnyus Awnga Ageqa Aunds  damdeunanasg
1. duration (A01ii09) 0 58329 132.025 1,224.157
2. protocol type (liineriioq) 1 3 2.068 0.31
3. service (lidoriing) 1 67 31.632 12.422
4. flag (higeiiloq) 1 1 6.986 2.708
5. Src_bytes (@109 0 693,375,640 7,995,700 1,820,383.255
6. dst_bytes (A1H09) 0 5,155,468\ 2:859.780 60,809.791
7. 1and (liReriieq) 0 1 0.000 0.012
8. wrong_fragment (Gl'E]L‘l'jEN) 0 3 0.020 0.239
9. urgent (A01H1049) 0 3 0.000 0.010
10. hot (A01ii09) 0 30 0.100 1.427
11. num_failed_logihs (Aatiaq) 0 5 0.001 0.029
12. logged_in'lindiiloq) 0 1 0.491 0.500
13. lum_compromised (Gl'ﬂl,f'!ﬂﬂ) 0 884 0.026 3.311
14. root_shell (Ro1i109) 0 1 0.000 0.019
15. su_attempted (#9119 0 2 0.000 0.014
16. num_root (#011194) 0 993 0.039 3.707
17. num_file creations (@imﬁm) 0 28 0.004 0.178
18. num_shells (Gi’t]!,ﬁ’t]ﬂ) 0 2 0.000 0.020
19. num_access_files (A01i104) 0 8 0.003 0.067
20. num_otbound_cmds (Gi’t]!,ﬁ’t]ﬂ) 0 0 0 0
21.1is_host login (“bjm'an‘jm) 0 0 0 0
22.is_guest_login (liaeriioq) 0 1 0.005 0.068
23. count (Re1ii0Y) 0 511 74.386 100.336
24 srv_count (AOI11199) 0 511 13.011 30.736
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{ a Jd aa { ao '
M15190 4.4 HAMIATIZHAMNETDAVDIEATOYA 10% KDD N1F1unmsive (ae)

Foqadnyus Aege Agega  mumde  daudeunasgy
25. serror_rate (A011199) 0 I 0.291 0.453
26. srv_serror_rate (AD111949) 0 1 0.292 0.454
27. rerror rate (A@LHBI) 0 I 0.108 0.309
28. srv_rerror rate (A01104) 0 1 0.108 0.309
29. same_srv_rate (Gl'ﬂl,f'lﬂﬂ) 0 1 0.655 0.447
30. diff srv rate (R01109) 0 1 0.041 0.120
31. srv_diff host rate (#91i109) 0 1 0.093 0.242
32. dst_host_count (#11}99) 0 255 181.468 99.098
33. dst_host_srv_count (GiFJL‘Ld:lFN) 0 255 129.935 114.715
34, dst_host_same sty rate (AB109) 0 1 0.553 0.456
35. dst_host_diff srv rate (#19111049) 0 1 0.061 0.147
36. dst_host same_srv_port _rate (Gl"eJLﬁm) 0 1 0.093 0.241
37.dst_host srv_diff host rate (@imﬁm) 0 1 0.019 0.060
38. dst_host_serror_rate (911183 0 1 0.292 0.452
39. dst_host _srv_serror”rate (Giﬁ]l,ﬁm) 0 1 0.291 0.453
40. dst_host_rerror rate (@01104) 0 1 0.110 0.306
41. dst_host_srv_rerror_rate (¢ ?Jl,f'lﬁlﬂ) 0 1 0.108 0.304

{ a Jd an ! awv
M3197 4.5 Hapts Iz IMIERAYeImTeYa Corrected N 19 1uN15300

Fonudnyus mMga AMgaga Aunds  amdouanasgm

1. duration (A01ii09) 0 57,715 70.762 815.287

2. protocol type ("hjcsimﬁm) 1 3 2.042 0.279

3. dervice (higoiiloq) 1 65 29.714 12.218

4. flag (higeiileq) I 1 7.005 3.195

5. src_bytes (A0109) 0 62,825,648  3,427.815 255,452.832

6. dst_bytes (@'?Jlfllﬂﬂ) 0 5,203,179 2,870.84 32,229.826

7. land (Miigoiiio) 0 1 0.0001 0.011

8. wrong_fragment (Gl'E]L‘l'jEN) 0 3 0.003 0.078

9. urgent (A01H1049) 0 3 0.0002 0.020
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{ a J aa A awv '
M135190 4.5 HAMIUATIZHAMNEDAVDIYATOYA Corrected N9 11N5I98 (A0)

Fonudnyue mmga A1gaga Aunds  audsuunasgiu
10. hot (Re1iioq) 0 101 0.040 0.594
11, num_failed_logins (A04i09) 0 4 0.007 0.084
12. logged_in (Ligeiiloq) 0 1 0.585 0.493
13. num_compromised (Giﬂlﬁ’f)d) 0 796 0.036 3.927
14. root_shell (A01i109) 0 1 0.001 0.028
15. su_attempted (@imﬁm) 0 2 0.00009 0.012
16. num_root (Gl'E]L‘l'jEN) 0 878 0.034 4.343
17. num_file_creations (#911194) 0 100 0.004 0.387
18. num_shells (GiFJL‘Ld:lFN) 0 5 0.0003 0.026
19. num_access _files (Gi@lf’!m) 0 4 0.003 0.059
20. num_otbound_cmds (#91104) 0 0 0.000 0.000
21.is_host login (liAetiiaq) 0 1 0.0002 0.012
22 is_guest_login (liideriinq) 0 | 0.010 0.097
23. count (AI1109) 0 51 68.089 105.097
24 srv_count (ARI1F) 0 511 18.336 53.464
25. serror_rate (A01919) 0 1 0.097 0.290
26. srv_serror_rat¢ (G]'EJ!,‘Ld:lfN) 0 1 0.098 0.293
27. rerror_rate (ABIii0Y) 0 1 0.209 0.402
28. srv_rerror, rate (Gl'ﬂl,f'lﬂﬂ) 0 1 0.209 0.403
29. same srv_rate (#911194) 0 1 0.730 0.423
30. diff srv_rate (RoVad) 0 1 0.047 0.161
31 srv_diff host rate (#91187) 0 1 0.097 0.230
32. dst_host_count (GiFJL‘Ld:lFN) 0 255 178.380 99.731
33. dst_host_srv_count (Gi’t]!,ﬁ’t]ﬂ) 0 255 158.263 112.549
34. dst_host same srv_rate (Giﬂlﬁm) 0 1 0.661 0.438
35. dst_host_diff srv_rate (R@1i{09) 0 1 0.046 0.134
36. dst_host_same sty port rate (A01F1949) 0 1 0.077 0.221
37. dst_host srv_diff host ratc@eriiey) 0 1 0.016 0.053
38. dst_host_serror_rate (GiﬂLﬁEN) 0 1 0.095 0.282
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{ a J aa A awv '
M135190 4.5 HAMIUATIZHAMNEDAVDIYATOYA Corrected N9 11N5I98 (A0)

Foqadnyue Mdga  migega Aunas  @audeuuunasgiy
39. dst_host srv_serror_rate (GiﬂLﬁEN) 0 1 0.096 0.288
40. dst_host_rerror rate (A15194) 0 1 0.208 0.392
41. dst_host srv_rerror rate (Gl'ﬂl,f'lﬂﬂ) 0 1 0.206 0.397
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i Yoyadeiiios Foyalideiiios
1 0-0.99 I1
2 - 199 2
3 2-3.99 I3
4 4- 499 14
5 5-11.99 15
6 12-13.99 16
7 14 -30.99 17
8 31-197.99 18
9 198 - 1,030.99 19
10 1,031 - 4,989.99 110
11 4,990 - 5,024.99 11
12 5,025 - 5,063.99 12

13 5,064 - 5,084.99 113
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~ "9 =8 [ ~ 9 a < A [
M1I1N 4.6 WﬁﬂTﬁLL“lN"UfJZJ”ﬁNﬂfJ‘U‘iiJmWWﬂﬂ!ﬂﬂ‘ngﬂ 1 Taglsnaiiaouaoa (99)

i Toyanetiie Foyalideiies
14 5,085 - 10,038.99 114
15 10,039 - 10,133.99 115
16 10,134 - 12,704.99 116
17 12,705 - 14,681.99 117
18 14,682 - 15,126.99 118
19 15,127 - 15,167.99 119
20 15,168 - 20,939.99 120
21 20,940 - 30,189.99 121
22 30,190 -58,328.99 122
23 58,329:00 123
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HAANT N 4
Normal IF F30="11" AND F5="17" AND F3 ="18"
AND F32="111"
THEN Class_type = "Normal"
DoS IF F30="11" ANDES5 ="17" AND F3 ="18"
THEN Class_type~\"DoS§"
R2L IF F30="11" AND F5="17",AND F3 ="116"
THEN Class type = "R2L"
Probing IF F30 = "II" AND F5 = "I7" AND F3 = "I§"
AND F23 =13"
THEN Class_type = "Probe”
U2R IF £F30 = "I1" AND F5 = "I7" AND F3 = "I8"
AND F32 ="16"
THEN Class_type = "U2R"
Unknown IF F30="11" AND F5="17" AND F3 ="110"
THEN Class_type = "Unknown"
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VoA Normal DoS R2L, | Probing U2R % Correct

1934
Normal 47,454 74 I1 184 1 99.43
Dos 454 22,207 255 47 5 96.69
R2L 2,585 2 19 128 3 0.69
Probing 368 72 1 1,745 21 79.07
U2R 142 0 3 16 32 16.58
% Correct 93.04 99.34 6.57 82.31 51.61
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a

] 0o w Q{ 1 19 o [
thvime ngumsyngnuuuneemihaniugians vaznguhiisn wamsasrnsumsyngn

Yo ~
Llﬁﬂ\?hlﬂ@]ﬂ@ﬂﬂ\‘l‘ﬂ 4.9

{ [ a @ a a a o a 4
M3190 4.9 HamsazIuMsYyngn Iagldmaiinnmsasniuarmuinlng lugUneuiladumes nd

50U7 1-10

niud (souN 1) NaFdnud (50U 1)

Nomal — DoS R2L  Probing U2R % Correct | Normal ~ DoS R2L Probng U2R % Correct

Normal 10 10 20 4 3 21.28 2 3 70 18 95 1.06
Dos 0 5 279 0 187 1.06 296 187 44 3 66 31.38
R2L 123 4 20 0 2 13.42 22 2 122 3 26 69.71
Probe 0 17 1 259 124 64.59 1 121 0 276 63 59.87
U2R 0 1 3 0 1 20.00 1 0 5 2 14 63.64
% Correct 752 1351 6.19 98.48 0.32 0.62 59.74 50162 91.39 53

nud (5oU7 2) Ny@@uud (50U 2)

DoS R2L  Probing W2Ry, %Correct | Normal — DoS R2L Probing U2R % Correct

Normal 3 17 25 2 I 6.25 3 17 53 87 3 1.84
Dos 309 5 65 0 92 1.06 299 7 49 26 187 1.23
ROL 1 4 142 0 2 95.3 23 4 95 19 2 6643
Probe 1 157 0 121 124 30.02 1 162 0 181 124 38.68
U2R 1 2 2 0 0 0.00 1 2 2 9 0 0.00
277 60.68 98.37  0.00 0.92 3.65 47.74 56.21  0.00
Wiud Goud 3) Waaasiug Govui 3)

DoS R2L  Probing ,U2R" ) %Correct | Normal  DoS R2L Probng U2R % Correct

0 o0 14 25.00 5 1 7 9 2 14.71
Dos 101 80 0 N W6 41.67 89 98 308 70 19.52
ROL 0 2 139 4 0 95.86 0 2 23 4 1 76.67
Probe 0 ol o 219 124 69.23 0 106 1 288 19 69.57
U2R 0 0 %o 20 0.00 0 0 1 20 0.00
% Correct 472 9756 100 9178  0.00 532 4734 676 90 0.00

il milud (souft 4) Wadatiud (sevii4)

e Nomal DoS R Probing U2R  %Comect | Nommal DoS  R2L  Probing U2R % Correct
Normal 86 16 16 303 6935 1 19 3 3 3 2821
Dos 65 5 13 0 187 1.85 198 7 287 0 0 142
ROL 17 4 3 0 2 1154 2 4 2 0 2 7333
Probe 1 21 64 254 124 5474 121 285 1 9 0 216
UR 10 2 0 0 0 0.00 0 2 1 0 2 40.00

% Correct 48.04 10.42 3.13 98.83  0.00 3.31 221 7.01 75 28.57
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M13199 4.9 Hamsasdumsyngnlaeldmaiinnmsasniuaruinilng TugUneuiladumes nd

50U7 1-10 (919)

nliud (5007 5)

Na@GdNud (50u0 5)

Normal  DoS R2L  Probing U2R % Correct | Normal — DoS R2L Probing U2R % Correct
3 7 10 5 9 8.82 86 11 ) 340 4971
Dos 9 169 4 149 74 41.73 65 93 0 8 369 17.38
R2L 1 3 80 7 20 72.07 17 3 131 4 17 76.16
Probe 71 135 44 142 36 33.18 2 117 6 339 1 72.9
U2R 1 2 1 1 6 54.55 10 0 3 2 0 0.00
3.53 5348 57.55 46.71 4.14 4778 41.52 7198 87.6 0.00
milud (souf 6) Wdasiud (sevii6)
Nomal DoS  R2L  Probing U2R  %Comect |'Nommal ™ DoS ~ R2L  Probing U2R % Correct
86 17 3 3 0 78.9 86 17 0 3 5 77.48
Dos 65 5 400 0o 0 106 65 9 /381 0 4 1.96
R2L 19 4 2 0 0] 8.00 19 4 23 0 0 50.00
Probe 3 157 125 83 46 20.05 2 162 5 137 38 39.83
U2R 10 2 0 0 0 0.00 10 2 0 0 0 0.00
% Correct 46.99 2.7 0.38 96.51 0.00 4725 4.64 5.62 97.86 0.00
wilud (Felii ) Waaaiiud Gouii 7)
DoS R2L. \ Probing U2R % Correct, | Nommal  DoS R2L Probing U2R % Correct
Normal 15 3 67 19 64 8.93 21 1 50 19 97 11.17
Dos 65 187 64 5 18 55.16 65 187 49 7 72 49.21
R2L 3 2 133 4 16 84.18 3 2 130 4 20 81.76
Probe 0 124 10 275 65 58.02 0 121 8 286 59 60.34
U2R 2 0 17 2 0 0.00 2 0 8 2 9 42.86
% Correct 17.65 59.18 45.7 90.16, 0:00 23.08 60.13 53.06 89.94 3.5
i wilud Foui 8) Waaaiiudg Govi 8)
DoS, 4. RIL__ Probing U2R % Comect | Normal DoS  R2L  Probing U2R % Correct
17 60 2 3 33.87 3 5 28 17 62 2.61
Dos 80 5 3 0 187 1.82 244 9 66 0o 171 1.84
R2L 4 4 16 0 2 61.54 21 3 11 1 70 10.38
Probe 1158 64 119 124 2554 1 42 300253 122 60.10
U2R 10 2 0 0 0 0.00 1 2 5 0 2 20.00
% Correct 30.66 2.69 11.19 98.35 0.00 1.11 1475 9.73 93.36 0.47
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M13199 4.9 Hamsasdumsyngnlaeldmaiinnmsasniuaruinilng TugUneuiladumes nd

50U7 1-10 (919)

il niud (50U7 9) Waaaiiud Govii 9)
e Nomal DoS  R2L Probing U2R % Comect | Nomal DoS  R2L  Probing U2R % Correct
Normal 86 2 1 19 1 78.9 2 1 100 19 2 1.61
Dos 65 178 214 5 9 3779 127 72 68 7 12 2517
ROL 19 2 17 4 0 4048 0 2 20 4 0 7692
Probe 23 0 1 278 124 6526 57 67 64 279 1 59.62
U2R 9 0 1 20 0.00 0 1 9 2 4 2500
%Comect | 4257 978 726 9026 0 1080 5035  7.66 8971 21.05

il mflud (soudi 10) Wadatiud (sevii 10)
s Nomal DoS  RIL Probing U2R  %Comect | Normal® DoS  R2L  Probing U2R % Correct
Normal 1 3 0 9 0 435 1 0 0 19 71 1.10
Dos 214 187 0 5 0 (4606 0 170 229 7155 3030
ROL 1 2 44 3 ) 96y %3014 111 0 (36 4 9 2250
Probe 1 124 0 276 70 %6883 0 61 1 200 55 7139
U2R 1 0 0 2 0 0.00 0 0 0 2 15 8824
% Correct 046 59.18 100 9049 %0 0897359 1353 90.12  4.92

v 2
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newa  Myualiiavymainitinviin (Weighting Egponent) dnsumaialaddiudininy 15
A Y Y ~ Y 1 dy o Yy 1 o a U 9 1 = Y
iosnndldmniegna1fz i 1 liawnsaduiseaun®nlunquldnsunnnqu Feaeandos

AUNANITI98U09 Madhukumara and Santhiyakurhari (2015)
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MINT 4.10 BATINIATINTUMIYNFN BATIMTUIIADURANDIA LB dRTIAMIL UG TneT I

a2 Y Y] T 9 a ~ 4 a A < o
‘1/]]1@iﬂﬂﬂﬁi]ﬂﬂ’sj3Jﬂ’Jﬁlmﬂuﬂ!ﬂhuﬁ!m%mﬂuﬂﬁ%%%ﬂuﬁ IUIU 10 50U

v
A J

=\ 4
U Wy ud

DTR (%)  FPR (%) OA (%) DTR (%) FPR (%) OA (%)

3E)‘U‘ﬁ 1 88.01 78.72 85.09 74.48 98.94 64.91
iE)‘U‘ﬁ 2 69.65 93.75 66.82 72.84 98.16 64.31
3’0‘1J°ﬁ 3 86.39 75.00 84.78 90.62 85.29 88.00
3’E)1Jﬁ 4 87.95 30.65 85.38 65.96 71.79 64.46
i’f)‘Uﬁl 5 91.41 91.18 88.57 92.08 50.29 86.69
ﬁﬂﬂﬁ 6 89.47 21.10 88.35 88.85 22.52 87.55
3@Uﬁ 7 92.94 91.07 80.78 93.23 88183 80.61
3’&]‘1J17; 8 87.80 66.13 80.40 74.00 97.39 66.81
smﬁi 9 87.80 21.10 86.89 76.88 98.39 66.74
S’E]‘U‘ﬁ 10 77.30 95.65 75.59 90.32 98.90 83.76
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nazngu lidn waziimsnageusiuau 10 sou wan1sas1tuMsyngnlugdaouilasu

a 4 9 J 9 = 19 v
LA TNY ﬁmnumuﬂl@y’aﬂ”lugimuﬁm

Tadansnan 4.11

1 J
A5 1N 4.11 Naﬂﬁﬁi’)ﬁ]fﬂﬂﬂﬁ‘ﬂqﬂ?ﬂiﬂﬂﬂﬁi’)llﬂ1.!"1JE]Qmﬂuﬂﬂﬁﬁi'ﬁ]i]‘ﬂﬂﬁsl%}ﬁﬂﬁIﬂEJﬂJGBfJ‘]J

a (% a a a o a J {
HaZmAAMIAsIIUANUAAUNA Glugﬂﬂ@uv\lwummﬂm s0UM 1-10

hisne 18 (50Ul 1)
GRDEN Normal DoS R2L Probing U2R % Correct
Normal 47,454 89 36 188 4 99.34
Dos 454 22212 534 47 192 94.77
R2L 2,708 6 39 128 5 1.35
Probing 368 89 2 2,004 145 76.84
U2R 142 2 6 16 32 16.16
% Correct 92.82 99.17 6.32 84.1 8.47

hive 18 (5012)
GEDEN Normal DoS R2L Probing U2R % Correct
Normal 47,457 91 36 186 2 99.34
Dos 763 22212 320 47 97 94.77
R2L 2,586 6 161 128 5 5.58
Probing 369 229 1 1,866 145 71.49
U2R 143 2 5 16 32 16.16
% Correct 9248 98.54 30.78 83.19 11.39

hiiviuneld Goud 3)
GRDEN Normal DoS R2L Probing U2R % Correct
Normal 47,454 74 11 203 2 99.39
Dos 555 22,287 255 52 11 96.23
R2L 2,585 4 158 132 3 5.48
Probing 368 72 1 2,024 145 77.55
U2R 142 0 3 18 32 16.41
% Correct 92.86 99.33 36.92 83.33 16.58
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1 '
MINN 4.11 Wﬁﬂﬁ@]ﬁ’]ﬂ%ﬂﬂﬁuﬂ'yzﬂIﬂEJﬂTﬁ3’)1Jﬂ1'l"ll’é)\‘lmﬂuﬂfﬂﬁﬁ‘i’)ﬁ]ﬁ]‘Uﬂﬁi%ﬁWﬁIﬂﬂw}Sﬂ‘U

a [ a a a o a2 J A '
HazmAAMIAsIIUANUAAUNA Glugﬂﬂaum%ummﬂm 30UN 1-10 (919)

e 18 (5011 4)
GEDER Normal DoS R2L Probing U2R % Correct
Normal 47,540 90 27 187 4 99.36
Dos 519 22,212 268 47 192 95.58
R2L 2,602 6 22 128 5 0.8
Probing 369 93 65 1,999 145 74.84
U2R 152 2 3 16 32 15.61
% Correct 92.88 99.15 571 84.1 8.47
hiiuneld Goud 5)
GEDEN Normal DoS R2L Probing U2R % Correct
Normal 47,457 81 21 189 10 99.37
Dos 463 . 22,376 259 196 79 95.73
R2L 2,586 5 99 135 23 3.48
Probing 439 207 45 1,887 57 71.61
U2R 143 2 4 17 38 18.63
% Correct 92.89 98.7 23.13 77.85 18.36
(iﬂ‘].l‘ﬁ 6)
A039 Normal DeS R2L Probing U2R % Correct
Normal 47,540 91 14 187 1 99.39
Dos 519 22,212 655 47 5 94.77
R2L 2,604 6 21 128 3 0.76
Probing 371 229 126 1,828 67 69.74
U2R 152 2 3 16 32 15.61
% Correct 92.88 98.54 2.56 82.86 29.63
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1 '
MINN 4.11 Wﬁﬂﬁ@]ﬁ’)ﬂ%ﬂﬂﬁuﬂ'yzﬂIﬂEJﬂTﬁ'ﬁ’JiJﬂU"ll’E)\‘lmﬂuﬂﬂﬁﬁ‘i’)ﬁ]ﬁ]‘Uﬂﬁi%ﬁWﬁIﬂﬂN‘]ﬁ)‘U

a [ a a a o a2 J A '
HazmAAMIAsIIUANUAAUNA Glugﬂﬂau%lwummﬂm 30UN 1-10 (919)

e 18 (50071 7)
GEDER Normal DoS R2L Probing U2R % Correct
Normal 47,469 77 78 203 65 99.12
Dos 519 22,394 319 52 23 96.08
R2L 2,588 4 152 132 19 5.25
Probing 368 196 11 2,020 86 75.35
U2R 144 0 20 18 32 14.95
% Correct 92.92 98.78 2621 83.3 14.22

hiviuneld (Goud 8)
GEDEN Normal DoS R2L Probing U2R % Correct
Normal 47,496 91 71 186 4 99.26
Dos 534 . 22,212 258 47 192 95.56
R2L 2,589 6 35 128 5 1.27
Probing 369 230 65 1,864 145 69.73
U2R 152 2 3 16 32 15.61
% Correct 92.87 98.54 8.1 83.18 8.47

hAvne 18 (501 9)
A039 Normal DeS R2L Probing U2R % Correct
Normal 47,540 76 12 203 2 99.39
Dos 519 22,385 469 52 14 95.5
R2L 2,604 4 36 132 3 1.3
Probing 391 72 2 2,023 145 76.83
U2R 151 0 4 18 32 15.61
% Correct 92.84 99.33 6.88 83.32 16.33
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MINN 4.11 Wﬁﬂﬁﬁﬁ’)ﬂ%ﬂﬂﬁuﬂ'yzﬂIﬂEJﬂTﬁﬁ’JiJﬂU"ll’E)\‘lmﬂuﬂfﬂﬁﬁ‘i’)ﬁ]ﬁ]‘Uﬂﬁi%ﬁWﬁIﬂﬂN%ﬂ‘U

a [ a a a o a2 J A '
HazmAAMIAsIIUANUAAUNA Glugﬂaauﬂwummmn 30UN 1-10 (919)

e 1d (50U 10)

GEDER Normal DoS R2L Probing U2R % Correct
Normal 47,455 77 11 203 1 99.39
Dos 668 22,394 255 52 5 95.81
R2L 2,586 4 63 131 99 2.19
Probing 369 196 1 2,021 21 77.49
U2R 143 0 3 18 32 16.33
%Correct 92.65 98.78 18:92 83.34 20.25
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Abstract
In this paper, we present intrusion detection' by mednswof ruleinduction analysis. Specifically, the
rile induction analysis is used to generate/Signatures from, the Knowledge Discovery Databases
(KDD) Cup 1999 testing data set and find a set of rules that satisfy some predefined eriteria. The
results show that this kind of intrusion detection is-niet only able to achieve extremelinhigh detection
rate (99.99%) but also to yield very low false pasitive rate)(1.65%).

Keywords.- Intrusion Detection, KBD Cup 1999 Data Set, Rule Induction Analysis.

1. Introduction

Intrusion detection is the proces§,of monitoring the events occurring in a computer system or
network and analysing themifor signs of intrusions [1]. An"Intrision“Betection System (IDS) is a
combination of software andhardware that attempt to perform intrusion detection and raise alarm when
possible intrusions are detected. The objective of the IDS is tgfagt like d burglar alarm, which monitors
the network and the connected systems to find evidence of ifitrusion,

Traditionally, imtrusion detection approaches can be, classified into two main categories: misuse
detectiont and anomaly detection [2]. Misuse detéction systems use a prior knowledge on attacks to
look for attackrages. In other words, they detect ntrusions by knowing that the misuse is the signature
(rule) based  system, Since signatures are associated with specific misuse behaviour, it is easy to
determinesthe attack-type. Anomaly detection systems adopt the opposite approach, which is, to know
what i§ normal, and then find the deviations from the normal behaviour. These deviations are
considered as anomalies or possible intrusifns.

In‘this paper, we present misuse detectionyvia rule induction analysis. First, a set of signatures,
describingthe characteristics of possiblemattacks, are generated from the Knowledge Discovery
Databases (KDD) Cup 1999 data set’[3], and/the corresponding rules are stored in the IDS. Then, these
mules are used to detect the incoming hostile traffic passing through the IDS.

The rest of the paper is _orgamized as follows: Section 2 describes the rule induction analysis.
Settion 3 discusses the experimental results. Finally, Section 4 presents the conclusion.

2. Rule induction analysis

A rule-based IDS analyies the traffic data passing through it and differentiates the traffic behaviors
to be intrusive or normal: The rule-based IDS uses the rules stored in its knowledge base to detect and
take actions whenanomaly occurs in the traffic and/or undergoing some unauthorized activities [4].
The discovered rule jare typically expressed in the form IF-THEN.

An example of an IF-THEN rule is shown in Fig. 1. Such a rule can have multiple conditions
joined by conjunction (AND), disjunction (OR) or combination of both. In this figure, A, B, C,
and D are conditions. If A, B, C, and D are true, then the action X is taken. Before proceeding,
we give a brief overview of the traffic data used in this paper.

Advances in information Sciences and Service Sciences(AISS)
Volume5, Numberll, June 2013
doi:10.4156/AISS.vol5.issuell .23






Intrusion Detection through Rule Induction Analysis
Surasit Songma, Witcha Chimphlee, Kiattisak Maichalernnukul, Parinya S anguansat

Table 3. Descriptive statistics of content features within a connection suggested by domain knowledge

Feature name Min Max Mean Standard deviation
10. hot (C) 0 101 0.040 0.594
11. num_failed_logins (C) 0 4 0.007 0.084
12. logged_in (D) 0 1 0.585 0.493
13. num_compromised (C) 0 796 0.036 3.927
14. root_shell (C) 0 1 0.001 0.028
15. su_attempted (C) 0 2 0.00009 0.012
16. num_root (C) 0 878 0.034, 4.343
17. num_file_creations (C) 0 100 0.004 0.387
18. num_shells (C) 0 5 0.0003 0.026
19. num_access_files (C) 0 4 0003 0.059
20. num_otbound_cmds (C) 0 0 0.000 0.000
21. is_host_login (D) 0 1 0.0002 0.012
22.is_guest_login (D) 0 1 0.010 0.097

Table 4. Descriptive statistics of/traffie. features computed using a twé=second time window

Feature name Min Max Mean Standard deviation
23. count (C) 0 511 68.089 105.097
24. srv_count (C) 0 511 18.336 53.464
25. serror_rate (C) 0 1 0.097 0.290
26. srv_serror_rate (@) 0 1 0.098 0.293
27. rerror_rate (Cy 0 1 0.209 0.402
28. sov _r€rror_rate (C) 0 1 0.209 0.403
29. same_srv_rate (€) 0 I 0.730 0.423
30. diffasrv_rate (C) 0 1 0.047 0.161
31. srv_diffhost_rate (C) 0 ! 0.097 0.230

Table 5. Descriptive statistics of traffic features computed using a two-second time window
fromm destination to host

Feature name Min Max Mean Standard deviation
32. dst_host_count (C) 0 255 178.380 99.731
33. dst_host_srv_count(C) 0 255 158.263 112.549

34. dst_host_
35. dst_host

ame_sr rite (€) 0 1 0.661 0.438
T _srv_rate {C) 0 1 0.046 0.134

36. dst_host_same srv_port_rate (C) 0 1 0.077 0.221
37. dst_host_srv_diff2host_rate (C) 0 1 0.016 0.053
38. dst_host_serror_rate (C) 0 1 0.095 0.282
39. dst_host_srv_serror_rate (C) 0 1 0.096 0.288
40. dst_host_rerror_rate (C) 0 1 0.208 0.392

41. dst_host_srv_rerror_rate (C) 0 1 0.206 0.397
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Table 6. Distribution and ratio of the KDD Cup 1999 testing data set

Original Subset

Class Amount of data | Ratio (%) | Amount of data | Ratio (%)
normal 60,593 19.48 47913 61.99
DoS 229853 73.90 23,568 30.49
R2L 16,189 5.20 2913 3.77
U2R 228 0.07 215 0.27
probing 4,166 1.34 2,682 3.47
Total 311,029 100 72,291 100

In this paper, we consider the testing data set only. Its €lass distribution and ratio are shown in
Table 6. Before we could do any experiment, data preprocessing has to be undertaken. We handle
missing and incomplete data by involves mapping s¥mbolic-valued attributes to numeric-valued
attributes. Because the KDD Cup 1999 data sethas a huge number of duplicated instances, wétinstead
use its subset which comprises 77,291 distinét instances=(See Table 6). Based on this,subset, the
corresponding class rules can be generated and exémplified as follows (where variable labéls dre
shown in Table 1):

2.1 Normal Class Rule

IF B = “iemp” OR B = “tcp”|OR B = “udp” AND C = “IRCr] OR € = “auth” OR C =
“domain_u” OR C = “eco_i” OR.C ="*eer i” OR C = “finger” ORC = "fip” OR C = “fip_data”
OR C = “hitp” OR C = “link” OR C = “ntp_u” OR C = “other \OR C = “pop_3" OR C =
“private” OR C = “remote_job” OR C'= “smip” OR C = “felnet” ORC = “time” OR C = “urp_i”
OR C = “XI1" OR C = [tempOR C = “tfip_u" OR C = “timpi” AND D ~= “S50” AND E >= 0
ANDG=0ANDH=00R#H=1TORH=3ANDI/=0ANDK =00ORK=/0ORK=3ANDL=0
ORL=1ANDM>F0ANDM<L=70RM=I/60RM=38/ORM=06/1 ORM=796 ANDN =
OORN=!/AND @=00R0O=/0R0O=2ANDP>=0ANDP<=40RP=60RP=90RP =
401 OR P =684 OR P.= 8780 >= 0ANDQ <=20R Q= /2ZO0RQ =130RQ =300R Q = 100
AND R0 AND. S >=0AND S <=3 ANDT=0ANDU=00RU=1ANDV=00R V=1
ANDY=00RY>=0.02AND Y<=0170RY=020RY=0250RY=0330RY=050RY =
1 AND AA = 0 ORAA = 0.2 OR AA = 0.33 OR AA = 0.5 OR AA = 0.98 OR AA = | AND AH >=0
AND AH <=,/ AND Al ~= 0.34 AND AJ >=0 AND AJ <= [ THEN Class_type = “normal”.

2.2'DoS Class Rule

IFA = 0 AND B = “tcp” ANDC = “finger” OR C = “telnet” AND D = “S0” AND E = 0 AND
E=0ANDG=1ANDH =0AND II=0ANDJ=0ANDK=0ANDL=0ANDM =0 ANDN =
OAND O =0ANDP=0AND 0 =0ANDR=0ANDS=0ANDT=0AND U=0AND V=0
ANDW=I/ANDX=/0ORX=20RX =3ANDY =/ ANDZ =1 AND AA = 0 AND AB =0
AND AC = 1 AND AD = 00AND AE = 0 OR AE = 1 AND AN =0 OR AN = 0.02 AND AO =0
THEN Class_type = “land”.

2.3 R2L Class Rule

IFA=0ANDB= “tcp” AND C = “http” AND D = “REJ” ORD = “SF” AND E=00ORE =
5/ ANDF =00RF =837 ANDG=1AND H=0AND/=0ANDJ=00R J=2ANDK =0
ANDL=0ORL=7JANDM=0ANDN=0ORN=]AND O =0AND P =0 AND Q = 0 AND
R=0ANDS=00RS=/ANDT=0ANDU=0ANDV=0ANDW=/ANDX=/ANDY=0
ANDZ =0 ANDAA =0 OR AA = | ANDAB =0 OR AB = ! ANDAC =1 AND AD = 0 AND AE =
0 AND AF = 17 ORAF = 255 AND AG = /7 OR AG = 227 AND AH = 0.89 OR AH{ = | AND Al =
0 OR Al = 0.02 ANDAJ = 0 ORAJ = 0.06 AND AK = 0 AND AL = 0 AND AM = 0 ANDAN = 0
OR AN = 0.06 AND AO = 0 OR AO = 0.06 THEN Class_type = “phf”.
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4. Conclusion

In this paper, we have proposed a rule-based intrusion detection approach. The experimental results
have shown that the proposed approach is very promising in terms of its DTR, FPR, and OA
performances.
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Table 1. Feature description of the KDD Cup 1999 data sct

Feature name

Description

Variable
label

. duration (C)
protocol type (D)

2

3. service (D)
4. flag (D)

5. sre_bytes (C)

6. dst_bytes (C)

7. land (D)

8. wrong_fragment (C)

9. urgent (C)

10.hot (C)

11. num_failed_logins (C)
12. logged_in (D)

13. num_compromised (C)
14. root_shell (C)

15. su_attempted (C)

16. num_root (C)

17. num_file_creations (C)
18. num_shells (C)

_files (C)
20. num_otbound_cmds (C)
21. is_host_login (D)

19. num_access

22.1s_guest_login (D)
23. count (G)

24. srv_courit (C)

25. serrofirate (C)

26. srv_serror_rate (C)
27, rerror_rate (C)

28. srv_rerror_rate (C)
29, same_srv_rate (C)

30. diff_srv_rate (C)

31. srv_diff_host_rate (C)
. dst_host_count (C)
33, dst_host_srv_count (C)

[
[

34. dst_host_same. srv_rate (C)
. dst_host{diff_srv_rate (C)

w
o

36. dst_host_samg_srv_port_rate (C)
37. dst_host_srv_diff_host_rate (C)
38. dst_host_serror_rate (C)

39. dst_host_srv_serror_rate (C)
40. dst_host_rerror_rate (C)

41. dst_host_s

rv_rerror_rate (C)

length (number of seconds) of the connection

type of the protocol, e.g., tcp, udp, etc.

network service on the destination, e.g., http, telnet, etc.
normal or error status of the connection

number of data bytes from source to destination
number of data bytes from.destination tessotirce

1 if connection is from/tothe same hast/port; 0 otherwise
number of “wrong™ fragments

number of urgent packets

number of “hot” indicators

number of failed login attempts.

1 if successfullylogged in; 0 otherwise

number of ‘comprontised” conditions

1'if rootsshell'is obtainied; 0 otherwise

1if “'su reot” command attempted; 0 otherwise,

nmiimberef “roof” acce
number of file creation operations

numbenof shell prompts

number of operations on accéss contrabfiles

number of outbound commands'tian ftp session

1 if the login belongs to the/hot” list; 0 otherwise

1 if the login is a “ghest” login: 0 otherwise

number of connections te the same host as the current
connection indhe past two seconds

number of connections to the same service as the current
connection in the pasttwé seconds

% of conneetions that have “SYN" errors
% of connectiensthat have “SYN™ errors
% of comnections that have “REJ" errors
% of connections that have “REJ” errors
% of connections to the same service

% of eannections to different services

% of connections to different hosts

count for destination host

srv_count for destination host
same_srv_rate for destination host
dif_srv_rate for destination host
same_src_port_rate for destination host
diff_host_rate for destination host
serror_rate for destination host
srv_serror_rate for destination host
rerror_rate for destination host

srv_serror_rate for destination host

EEZNnx % 2 <020 AOTOZECrAIOTEROAO® >

B = B
rzl’z:mimcn

= 2
Z 2

>
Q
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Abstract— In this paper, a two-phase method for computer network intrusion detection is proposed. In the first
phase, a set of patterns (data) are clustered by the fuzzy csmeans algorithm. In the second phase, outliers are
constructed by a distance-based technique and a class label is assigned to each pattern. The KDD Cup 1999 data set is
used for the experiment. The results show that, for binary, classification (i.e., normal or attack), the proposed method
achieves a higher detection rate and a greater overall acetiracy than the fuzzy c-means algorithm.

Keywords— Clustering, fuzzy c-means, intrusion detection, KDD Cup 1999 data set, outlier detection

L INTRODUCTION
As defined in [1], intrusion detection’is the process of monitoring the events occurring in a computer network and
analyzing them for signs of intrusions. It is also/definedas attempts to compromise the confidentiality, integrity, availability,
or to bypass the security mechanisms_of a Computer network. Anomaly intrusion_detection systems (IDSs) aim at
distinguishing an abnormal activity front an érdinary-one.

The current state of computer networks is vulnerable; they are prone to an increasing number of attacks. These
attacks are seldom previously seen. It is Very hard to detect them before subsequent damage is done. Therefore, securing
such a network from unwanted.malicious traffic is of prime concern.

In this.paper, a‘twe-phase method for intrusion detectionycalled 2PID, is proposed. The Knowledge Discovery in
Databases (KDD) Cup 1999 data set [2]. which has beén utilized\extensively for development of IDSs, is used as a
representative sgamplé of data.

The rest of the paper is organized as follows: Section Il introduces the proposed method. Section III describes the
experimental Setup. Section IV provides the results. and Section V concludes the paper.

II. METHOD DESCRIPTION
In this section, we first review fuzzy c-means (FCM) clustering and distance-based outlier detection. Then, we
present our proposed method.

A. FCM Clustering

Clustering is an unsuperviséd, classification mechanism where a set of patterns (data), usually multidimensional,
are classified into groups (clusters)such that- memibers of one group are similar according to a predefined criterion [3].

FCM is an unsupenvisedifuzzy clustering algorithm that has been applied successfully to a number of problems
involving feature analysis. clustering. and classifier design. It takes unlabeled intrusion data points and tries to group them

according to their similarity: poin{s assigned to the same cluster have high similarity, while the similarity between points
assigned to differént elustersisdow [4].

The FCM algorithm partition a set of N patterns {XL} into ¢ clusters by minimizing the objective function
N ¢ , .
=2 2 ) PKe-m] M
k=1 i=1

where 1 <m’ < o0 is the fuzzifier, m, is the i" cluster center, HE [O,I] is the membership of the Kt pattern to it, and || ||

is the distance norm. The parameters m, and g4, are calculated as

o) X

Z T—I (’u\k )‘“‘
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1
Hy=—" (3

LN
(4
5 [ N
with d, :||Xl - mlll’, subjectto ° a1, =1 and 0< 3" g2, < N. The algorithm proceeds as follows [5]:
i=l k=1

(i) Pick the initial means my, i=1,2,...,c. Choose the values for.the fuzzifier-m"and the threshold £. Set the iteration
counter t=1;
(ii) Compute fz, for c clusters and N data points, by (3):
(iii) Update m, by (2);
(iv) Repeat steps (ii) and (iii), by incrementing t, until “,l.(k(L)ka(Lf 1)" £

B. Dist: Based Outlier Detecti

Outlier is defined as an observation that appears-to béinconsistent with other observations in a data set. Many
data-mining algorithms try to minimize the influence of'Gutliers an the final model, or to eliminate them in'the preprocessing
phases. Qutlier detection and potential removal frond the data set can be described as a processief'the selection of L out of N
samples that are considerably dissimilar, exceptional, of inconsistent with respect to the remaining-data.

Distance-based technique is a class ©f outlier-detection method. The basic. computational complexity of this
technique is the evaluation of distance measures between all samples in a given data sét. Then, a sample in a data set {Xx}

is an outlier if at least a fraction p of the samples in {Xk} lies at a distance greater'than r. Clearly, the criterion for outlier

detection is based on p and r. These two parameters may be given beforghand using knowledge about the data. Further
details are in [6].

C. Proposed Method
The 2PID, congists, of two phases. In the first phase, a‘set of patterns are classified by FCM clustering. In the
second phase./outliers are constructed by a distance-based technique, and a'class label is assigned to each pattern.

Binary classification is the task of classifying the members of a given data set into two groups on the basis of
whether they haye some property or not. The binary classification task in the context of intrusion detection is to differentiate
between nornial coinections and attack situations, In this paper, we focus on such a task.

IIL. EXPERIMENTAL SETUP
A. KDD Cup 1999 Data Set
The data set provided for the 1999'KDD Cup was originally prepared by MIT Lincoln labs for the 1998 Defense
Advanced Research Projects Agency (DARPA) Intrusion Detection Evaluation Program, with the objective of evaluating
research, in intrusion detection, and it has:becomie a benchmark data set for the evaluation of IDSs. Attacks fall into four
main calegories:

Denial of service (DoS) whereian attacker makes some computing or memory resource too busy or too full to handle
legitimate requests, this denying legitimate users access to a machine, e.g., SYN flood;

Remote to localo(R2L), 'where an attacker sends packets to a machine over a network, then exploits machine’s
vulnerability to illegally gain local access as a user, e.g., guessing password;

User to root (2R}, Where an attacker starts out with access to a normal user account on the system and is able to
exploit vulnerability to gain root access to the system, e.g., buffer overflows;

Probing, where an attacker scans a network to gather information or find known vulnerabilities, e.g., port scanning.

The KDD Cup 1999 data set has a huge number of duplicated records as shown in Table I on the next page. This
data set lies with the distribution of its five classes. The DoS attack comprises 79.24% in training and 73.90% in testing,
respectively. Meanwhile, normal connection consists of 19.69% in training and 19.48% in testing, respectively. This
imbalance makes it very difficult to train classifiers on the training set. and results in having extremely poor detection rates.
In this paper. we use a subset of the original data set which consists of distinct records only.
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Table I: Data Distribution and Ratio in the Original Data Set

Class Training Testing
Amount of Data Ratio (%) Amount of Data Ratio (%)

Normal 97,278 19.69 60,593 19.48
DoS 391,458 79.24 229,853 73.90

R2L 1,126 0.23 16,189 5.20

U2R 52 0.01 228 0.07
Probing 4,107 0.83 4,166 1.34
Total 494,021 100 311,029 100

B. Data Preprocessing

Data preprocessing has to be undertaken before we could do.any experiment. Itis carried out in two steps. The first
step involves mapping symbolic-valued attributes to numeric-valued atributes:~The second step implements non-zero
numerical features.

The redundancy in the KDD Cup 1999 data set is surprisingly high. By deleting the repeated data.the size of the
data set is reduced from 311,029 to 77,291 as shown in Table II.

Table II: Data Distribution and Ratio.in.the Reduced Data Set

Class Amount of Data Ratio (%
Normal 47913 61.99
DoS 23,568 30.49
R2L 2913 9.77
U2R 213 0.27
Probing 2,682 3.47
Total 77291 100
IV. RESULTS

Standard measures which ‘were develaped for evaluating IDSs include“detection rate (DTR), false positive rate
(FPR), and overall accuracy (OA)s Thesethree performance metrics may be/defined as follows [7]:

DTR = < 5y 00%; @
TPEN
R = = L1009, )
TN$FP
OA = ﬂx 100%, 6)
TP+TN+FP+FN

where/TPy TN, FP, and FN are the numbers of malicious executables correctly classified as malicious, benign programs
correctly classified as benign, benign progfams falsely classified as malicious, and malicious executables falsely classified as
benignyrespectively. An IDS requires high DTR.Jow FPR, and high OA.

The block diagram of our experiment.is’shown in Fig.1 on the next page. We consider all attacks as a whole, and
all 41 features are shown in Table TITon the next page. We choose ¢ =2, p=230, andr =1.5. The DTRs, FPRs, and OAs

for the FCM and the 2PID are shown in'Table IV. Obviously, the 2PID yields a higher DTR and a greater OA than the FCM,
while the FPRs for bothumethods are equal. This demonstrates the effectiveness of our proposed method.

Table I'V: Result of the Experiment

Method Detection Rate (DTR)  False Positive Rate (FPR) Overall Accuracy (OA)
FCM 81.07% 2.50% 91.26%
2PID 90.35% 2.50% 94.78%

V. CONCLUSION

This paper has proposed a two-phase approach to intrusion detection, where the KDD Cup 1999 data set has been
considered. The experimental results have shown that the proposed method is superior to the FCM. In future work, we plan
to include a feature selection algorithm to help build efficient and practical intrusion detection.
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Table IIT (Continued): Feature Description of the KDD Cup 1999 Data Set

Feature Name Description Type

28. Srv_rerror_rate % of connections that have “RET” errors Continuous
29. Same_srv_rate % of connections to the same service Continuous
30. Diff_srv_rate % of connections to different services Continuous
31. Srv_diff_host_rate % of connections to different hosts Continuous
32. Dst_host_count Count for destination host Continuous
33. Dst_host_siv_count Srv_count for destination host Continuous
34. Dst_host_same_srv_rate Same_srv_rate for destination host Continuous
35. Dst_host_diff_srv_rate Dif_srv_rate for destination host Continuous
36. Dst_host_same_srv_port_rate Same_src_port_rate for destinationshest Continuous
37. Dst_host_siv_diff_host_rate Diff_host_rate for destination host Continuous
38. Dst_host_serror_rate Serror_rate for destination host Continuous
39. Dst_host_srv_serror_rate Srv_serror_rate for destination host Continuous
4). Dst_host_rerror_rate Rerror_rate for destination host Continuous
41. Dst_host_srv_rerror_rate Srv_serror_rate for destination host Continuous
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Abstract—We propose a two-phase classification method.
Specifically, in the first phase, a set of patterns (data) are
clustered by the k-means algorithm. In the second phase, outliers
are constructed by a distance-based technique and a class label is
assigned to each pattern. The Knowledge Discovery Databases
(KDD) Cup 1999 data set, which has been utilized extensively for
development of intrusion detection systems, is used in our
experiment. The results show that the proposed method is
effective in intrusion detection.

Keywords—Classification, k-means,
KDD Cup 1999 data set, outlier detection

intrusion detéction,

1. INTRODUCTION

As defined in [1], intrusion detection, is the process of
monitoring the events occurring in a computer network and
analyzing them for signs of intrusions. Also, it is defined as
attempts to compromise the! confidentiality, integrity,
availability, or to bypass € security, mechanisms of a
computer network./ Afiomaly” intfusion detection system§
(IDSs) aim at distmguishing an abnormal activity from an
ordinary one.

The current statesof computernetworks is vulnerable; they
are prone (o an incréasing number of attacks. These @ttacks are
seldom previously, seen. It is’ very hard to detect them before
subsequent damage, is done. Therefore, securing. suchy.a
network frofn unwanted malicious traffic is of prime eoncern.

In this paper, a two-phase classification, method is
proposed and applied to intrusion detection ) where the
Knowledge Discovery Databases (KDD) Cup 1999ata set [2]
is considered.

The rest of the paper is organized ag follows: Section II
introduces the proposed method./Seetion Il describes the
experimental setup. Section, IV “provides the results, and
Section V concludes the paper.

II. METHOD DESCRIPTION
In this section, we begin with a review of k-means

clustering and distance-based outlier detection. Next, we
present our proposed method.
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Al /k-Means Clustering

k-méans isyone of the simplest unsupervised learning
algorithms, that solve the well known clastering problem. The
procedure follows a simple way to glassify a given data set
through acertain number of clusters (k clusters assumed) fixed
a priori [3]. This algorithm aims at'minimizing an objective
function, or, in our context,”the following squared error
function:

2

(j)
< o m

%k
iy 22

2
(J N .
where ||x,") = L'j” is_achosen distance measure between a

s " [EAN g .
data point x;"“wand the corresponding cluster center ¢ ;. This

function is“an_indicator of the distance of the n data points
from théir respeetive cluster centers.
The k-means algorithm is composed of the following steps:
1) Imitialize k center locations (i.e., ¢i,...,ci);

)

2)\Assign each )ci(J to its nearest cluster center C;.

3) Update each cluster center c; as the mean of all x}”

that have been assigned closest to it.

4) Recalculate the positions of the k centers.

5) Repeat steps 2, 3, and 4 until the centers no longer
move. This produces a separation of the objects into groups
from which the metric to be minimized can be calculated.

B. Distance-Based Outlier Detection

Outlier is defined as an observation that appears to be
inconsistent with other observations in a data set. Many data-
mining algorithms try to minimize the influence of outliers on
the final model, or to eliminate them in the preprocessing
phases. Outlier detection and potential removal from the data
set can be described as a process of the selection of L out of N
samples that are considerably dissimilar, exceptional, or
inconsistent with respect to the remaining data.

Distance-based technique is a class of outlier-detection
method. The basic computational complexity of this technique
is the evaluation of distance measures between all samples in a
given data set, Then, a sample in a data set {X;} is an outlier if
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at least a fraction p of the samples in {X;} lies at a distance
greater than r. Clearly, the criterion for outlier detection is
based on p and r. These two parameters may be given
beforehand using knowledge about the data. Further details are
in [3].

C. Proposed Method

Our classification method consists of two phases. In the
first phase, a set of patterns are classified by k-means
clustering. In the second phase, outliers are constructed by the
distance-based technique, and a class label is assigned to each
pattern.

Binary classification is the task of classifying the
members of a given data set into two groups on the basis of
whether they have some property or not. The binary
classification task in the context of intrusion detection is to
differentiate  between normal connections and attack
situations. In this paper, we focus on such a task.

III. EXPERIMENTAL SETUP

A. KDD Cup 1999 Data Set

The data set provided for the 1999 KDD Cup. was
originally prepared by MIT Lincoln labs for the 1998 Defense
Advanced Research Projects Agency (DARPAJ Tntrusiomn
Detection Evaluation Program, with the objectivey, of
evaluating research in intrusion detection, andyit has‘become a
benchmark data set for the evaluation of IDSs;Attacks fall
into four main categories:

# Denial of service (DoS), where@n attacker makes some
computing or memory resource 60 busy or too full to
handle legitimate requests, thus denying legilimate
users access to a machinege.g.. SYN flood;

Remote to logal (R2L), where an attacker sends packets
to a machine' 6ver network, then exploits maching’s
vulnerability to illegally gdin local access as a user, e.g.,
guessing passwerd;

User to root! (U2R), where an attacker star® out with
access toganormal user account on the systemand 18
able to exploit vulnerability to gain root aceess Lo'the
systefn, e.g., buffer overflows;

Prebing, where an attacker scans a netwerk to_gather
information or find known vulnerabilities, e.g., port
seanning,

The KDD Cup 1999 data set has a huge \number of
duplicated records as shown in Table I. This data set lies with
the distribution of its five classes./The DoS attack comprises
79.24% in training and 73.90%" in festing, respectively.
Meanwhile, normal conneCtion consists’of 19.69% in training
and 19.48% in testing, respectively:sThis imbalance makes it
very difficult to train classifiers on the training set, and results
in having extremely poor detection rates. In this paper, we use
a subset of the original data set which consists of distinct
records only.

TABLE 1
Data DISTRIBUTION AND RATIO IN THE ORIGINAL DATA SET
Class Training Testing
- Amount of Data | Ratio (%) | Amount of Data | Ratio (%)
Normal 97,278 19.69 60,593 19.48
DoS 391458 79.24 229,853 73.90
R2L 1,126 0.23 16,189 520
U2R 52 0.01 228 0.07
Probing 4,107 0.83 4,166 1.34
Total 494021 100 311,029 100
TABLE I1
Data DISTRIBUTION AND RATIO IN THE REDUCED DATA SET
Class Amount of Data | Ratio (%)
Normal 47,913 61.99
Das, 23,568 30.49
R2L 2913 m
2R 215 027
Probing 2,682 347
Total 77.291 100

B. Data Preprocessing

Data preprocessing has to-be undertaken before we could
do any experiment. It is carriedout in two steps. The first step
involves mapping symbolic-valded attributes to numeric-
valued attributes. The second step implements non-zero
numerical features.

The redundancy, inithe KDD Cup 1999 data set is
surprisingly high.\By deleting the repeated data, the size of
data set'is reduced-from 311,029 to 77,291 as shown in Table
1L

IV. RESULTS

Standard measures which were developed for evaluating
IDSs'include detection rate (DTR), false positive rate (FPR),
and overall accuracy (OA). These three performance metrics
may be defined as follows [4]:

DTR = —° 100%, (2)

TP+FN
FP

FPR = 100%, 3)
TN+FP
TP+TN

OA = —— . 100%, )

TP+TN+FP+FN

where TP, TN, FP, and FN are the numbers of malicious
executables correctly classified as malicious, benign programs
correctly classified as benign, benign programs falsely
classified as malicious, and malicious executables falsely
classified as benign, respectively. An IDS requires high DTR,
low FPR, and high OA.
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TABLE I
FeaTURE DESCRIPTION OF THE KDD Cup 1999 Data SET

No. | Feature Name Description Type

1 Duration Length (number of seconds) of the connection Continuous
2 Protocol type Type of the protocol, e.g., tep, udp, etc. Discrete

3 Service Network service on the destination, e.g., htip, telnet, etc. Discrete

4 Flag Normal or error status of the connection Discrete

5 Src_bytes Number of data bytes from source to destination Continuous
6 Dst_bytes Number of data bytes from destination to source Continuous
7 Land 1 if connection is from/to the same host/port; 0 therwise Discrete

8 Wrong_fragment Number of “wrong’ fragments Continuous
9 Urgent Number of urgent packets Continuous
10 Hot Number of “hot” indicators Continuous
11 Num_failed_logins Number of failed login attempis Continuous
12 | Logged in 1 if successfully logged in: 0 officrwise Bistrete

13 Num_compromised Number of “compromised” condifions Continuous
14 | Root_shell 1 if root shell is obtained: ( Otherwise Continuous
15 Su_attempted Lif “swroot” command attempted: 0 otherwise Continuous
16 Num_root Nusfiber of “‘roor” accesses Continuous
17 Num_file_creations Numberoffile creation eperations Continuous
18 | Num_shells Number of shell grompts Continuous
19 Num_access_files Number of @ptrations on access control files Continuous
20 Num_otbound_cmds Numberof outbound commands in an fip session Continuous
21 Is_host_login L if the login belongs to the “hot” list: 0 otherwise Discrete

22 | Is_guest_login 1 if the login is a “guest™ login: 0 otherwise Discrete

23 | count Number of connections to the samehost asthe current connection in the past RS

two seconds
o T Number of connections to the same servig€ as the current connection in the Coniniois
past two seconds

25 SerrOr_raé % of connections that have “SYN" grrors Continuous
26 Stv_serrot_rate %o of connections that have “SYN" errors Continuous
27 Refror_tate % of connections that have “REI” errors Continuous
28 Srv_rerror_rate % of connections that have “RET” erors Continuous
29 Saime_srv_rate % of conngetions thithe same service Continuous
30 Diff_stv_rate % of contigétons to different services Continuous
31 St diff_hosi_rate %/of connections to different hosts Continuous
32 Dst_host_count Countfordestination host Continuous
33 Dst_host_srv_count Stw._count for destination host Continuous
34 Dst_host_same_srv_rate Same_srv_rate for destination host Continuous
35 Dst_host_diff _srv_rale Dif_srv_rate for destination host Continuous
36 Dst_host_séme_srv_port_rate | Same_src_port_rate for destination host Continuous
37 Dst_host_siv_diffshosisrate Diff_host_rate for destination host Continuous
38 Dst_host_serror_rate, Serror_rate for destination host Continuous
39 | Dst_host_srv_serror_rate Srv_serror_rate for destination host Continuous
40 | Dst_host_rerror_rate Rerror_rate for destination host Continuous
41 Dst_host_srv_rerror_rate Srv_serror_rate for destination host Continuous
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Abstract
In this paper, we present intrusion detection' by mednswof ruleinduction analysis. Specifically, the
rile induction analysis is used to generate/Signatures from, the Knowledge Discovery Databases
(KDD) Cup 1999 testing data set and find a set of rules that satisfy some predefined eriteria. The
results show that this kind of intrusion detection is-niet only able to achieve extremelinhigh detection
rate (99.99%) but also to yield very low false pasitive rate)(1.65%).

Keywords.- Intrusion Detection, KBD Cup 1999 Data Set, Rule Induction Analysis.

1. Introduction

Intrusion detection is the proces§,of monitoring the events occurring in a computer system or
network and analysing themifor signs of intrusions [1]. An"Intrision“Betection System (IDS) is a
combination of software andhardware that attempt to perform intrusion detection and raise alarm when
possible intrusions are detected. The objective of the IDS is tgfagt like d burglar alarm, which monitors
the network and the connected systems to find evidence of ifitrusion,

Traditionally, imtrusion detection approaches can be, classified into two main categories: misuse
detectiont and anomaly detection [2]. Misuse detéction systems use a prior knowledge on attacks to
look for attackrages. In other words, they detect ntrusions by knowing that the misuse is the signature
(rule) based  system, Since signatures are associated with specific misuse behaviour, it is easy to
determinesthe attack-type. Anomaly detection systems adopt the opposite approach, which is, to know
what i§ normal, and then find the deviations from the normal behaviour. These deviations are
considered as anomalies or possible intrusifns.

In‘this paper, we present misuse detectionyvia rule induction analysis. First, a set of signatures,
describingthe characteristics of possiblemattacks, are generated from the Knowledge Discovery
Databases (KDD) Cup 1999 data set’[3], and/the corresponding rules are stored in the IDS. Then, these
mules are used to detect the incoming hostile traffic passing through the IDS.

The rest of the paper is _orgamized as follows: Section 2 describes the rule induction analysis.
Settion 3 discusses the experimental results. Finally, Section 4 presents the conclusion.

2. Rule induction analysis

A rule-based IDS analyies the traffic data passing through it and differentiates the traffic behaviors
to be intrusive or normal: The rule-based IDS uses the rules stored in its knowledge base to detect and
take actions whenanomaly occurs in the traffic and/or undergoing some unauthorized activities [4].
The discovered rule jare typically expressed in the form IF-THEN.

An example of an IF-THEN rule is shown in Fig. 1. Such a rule can have multiple conditions
joined by conjunction (AND), disjunction (OR) or combination of both. In this figure, A, B, C,
and D are conditions. If A, B, C, and D are true, then the action X is taken. Before proceeding,
we give a brief overview of the traffic data used in this paper.
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Table 3. Descriptive statistics of content features within a connection suggested by domain knowledge

Feature name Min Max Mean Standard deviation
10. hot (C) 0 101 0.040 0.594
11. num_failed_logins (C) 0 4 0.007 0.084
12. logged_in (D) 0 1 0.585 0.493
13. num_compromised (C) 0 796 0.036 3.927
14. root_shell (C) 0 1 0.001 0.028
15. su_attempted (C) 0 2 0.00009 0.012
16. num_root (C) 0 878 0.034, 4.343
17. num_file_creations (C) 0 100 0.004 0.387
18. num_shells (C) 0 5 0.0003 0.026
19. num_access_files (C) 0 4 0003 0.059
20. num_otbound_cmds (C) 0 0 0.000 0.000
21. is_host_login (D) 0 1 0.0002 0.012
22.is_guest_login (D) 0 1 0.010 0.097

Table 4. Descriptive statistics of/traffie. features computed using a twé=second time window

Feature name Min Max Mean Standard deviation
23. count (C) 0 511 68.089 105.097
24. srv_count (C) 0 511 18.336 53.464
25. serror_rate (C) 0 1 0.097 0.290
26. srv_serror_rate (@) 0 1 0.098 0.293
27. rerror_rate (Cy 0 1 0.209 0.402
28. sov _r€rror_rate (C) 0 1 0.209 0.403
29. same_srv_rate (€) 0 I 0.730 0.423
30. diffasrv_rate (C) 0 1 0.047 0.161
31. srv_diffhost_rate (C) 0 ! 0.097 0.230

Table 5. Descriptive statistics of traffic features computed using a two-second time window
fromm destination to host

Feature name Min Max Mean Standard deviation
32. dst_host_count (C) 0 255 178.380 99.731
33. dst_host_srv_count(C) 0 255 158.263 112.549

34. dst_host_
35. dst_host

ame_sr rite (€) 0 1 0.661 0.438
T _srv_rate {C) 0 1 0.046 0.134

36. dst_host_same srv_port_rate (C) 0 1 0.077 0.221
37. dst_host_srv_diff2host_rate (C) 0 1 0.016 0.053
38. dst_host_serror_rate (C) 0 1 0.095 0.282
39. dst_host_srv_serror_rate (C) 0 1 0.096 0.288
40. dst_host_rerror_rate (C) 0 1 0.208 0.392

41. dst_host_srv_rerror_rate (C) 0 1 0.206 0.397
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Table 6. Distribution and ratio of the KDD Cup 1999 testing data set

Original Subset

Class Amount of data | Ratio (%) | Amount of data | Ratio (%)
normal 60,593 19.48 47913 61.99
DoS 229853 73.90 23,568 30.49
R2L 16,189 5.20 2913 3.77
U2R 228 0.07 215 0.27
probing 4,166 1.34 2,682 3.47
Total 311,029 100 72,291 100

In this paper, we consider the testing data set only. Its €lass distribution and ratio are shown in
Table 6. Before we could do any experiment, data preprocessing has to be undertaken. We handle
missing and incomplete data by involves mapping s¥mbolic-valued attributes to numeric-valued
attributes. Because the KDD Cup 1999 data sethas a huge number of duplicated instances, wétinstead
use its subset which comprises 77,291 distinét instances=(See Table 6). Based on this,subset, the
corresponding class rules can be generated and exémplified as follows (where variable labéls dre
shown in Table 1):

2.1 Normal Class Rule

IF B = “iemp” OR B = “tcp”|OR B = “udp” AND C = “IRCr] OR € = “auth” OR C =
“domain_u” OR C = “eco_i” OR.C ="*eer i” OR C = “finger” ORC = "fip” OR C = “fip_data”
OR C = “hitp” OR C = “link” OR C = “ntp_u” OR C = “other \OR C = “pop_3" OR C =
“private” OR C = “remote_job” OR C'= “smip” OR C = “felnet” ORC = “time” OR C = “urp_i”
OR C = “XI1" OR C = [tempOR C = “tfip_u" OR C = “timpi” AND D ~= “S50” AND E >= 0
ANDG=0ANDH=00R#H=1TORH=3ANDI/=0ANDK =00ORK=/0ORK=3ANDL=0
ORL=1ANDM>F0ANDM<L=70RM=I/60RM=38/ORM=06/1 ORM=796 ANDN =
OORN=!/AND @=00R0O=/0R0O=2ANDP>=0ANDP<=40RP=60RP=90RP =
401 OR P =684 OR P.= 8780 >= 0ANDQ <=20R Q= /2ZO0RQ =130RQ =300R Q = 100
AND R0 AND. S >=0AND S <=3 ANDT=0ANDU=00RU=1ANDV=00R V=1
ANDY=00RY>=0.02AND Y<=0170RY=020RY=0250RY=0330RY=050RY =
1 AND AA = 0 ORAA = 0.2 OR AA = 0.33 OR AA = 0.5 OR AA = 0.98 OR AA = | AND AH >=0
AND AH <=,/ AND Al ~= 0.34 AND AJ >=0 AND AJ <= [ THEN Class_type = “normal”.

2.2'DoS Class Rule

IFA = 0 AND B = “tcp” ANDC = “finger” OR C = “telnet” AND D = “S0” AND E = 0 AND
E=0ANDG=1ANDH =0AND II=0ANDJ=0ANDK=0ANDL=0ANDM =0 ANDN =
OAND O =0ANDP=0AND 0 =0ANDR=0ANDS=0ANDT=0AND U=0AND V=0
ANDW=I/ANDX=/0ORX=20RX =3ANDY =/ ANDZ =1 AND AA = 0 AND AB =0
AND AC = 1 AND AD = 00AND AE = 0 OR AE = 1 AND AN =0 OR AN = 0.02 AND AO =0
THEN Class_type = “land”.

2.3 R2L Class Rule

IFA=0ANDB= “tcp” AND C = “http” AND D = “REJ” ORD = “SF” AND E=00ORE =
5/ ANDF =00RF =837 ANDG=1AND H=0AND/=0ANDJ=00R J=2ANDK =0
ANDL=0ORL=7JANDM=0ANDN=0ORN=]AND O =0AND P =0 AND Q = 0 AND
R=0ANDS=00RS=/ANDT=0ANDU=0ANDV=0ANDW=/ANDX=/ANDY=0
ANDZ =0 ANDAA =0 OR AA = | ANDAB =0 OR AB = ! ANDAC =1 AND AD = 0 AND AE =
0 AND AF = 17 ORAF = 255 AND AG = /7 OR AG = 227 AND AH = 0.89 OR AH{ = | AND Al =
0 OR Al = 0.02 ANDAJ = 0 ORAJ = 0.06 AND AK = 0 AND AL = 0 AND AM = 0 ANDAN = 0
OR AN = 0.06 AND AO = 0 OR AO = 0.06 THEN Class_type = “phf”.
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4. Conclusion

In this paper, we have proposed a rule-based intrusion detection approach. The experimental results
have shown that the proposed approach is very promising in terms of its DTR, FPR, and OA
performances.
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Table 1. Feature description of the KDD Cup 1999 data sct

Feature name

Description

Variable
label

. duration (C)
protocol type (D)

2

3. service (D)
4. flag (D)

5. sre_bytes (C)

6. dst_bytes (C)

7. land (D)

8. wrong_fragment (C)

9. urgent (C)

10.hot (C)

11. num_failed_logins (C)
12. logged_in (D)

13. num_compromised (C)
14. root_shell (C)

15. su_attempted (C)

16. num_root (C)

17. num_file_creations (C)
18. num_shells (C)

_files (C)
20. num_otbound_cmds (C)
21. is_host_login (D)

19. num_access

22.1s_guest_login (D)
23. count (G)

24. srv_courit (C)

25. serrofirate (C)

26. srv_serror_rate (C)
27, rerror_rate (C)

28. srv_rerror_rate (C)
29, same_srv_rate (C)

30. diff_srv_rate (C)

31. srv_diff_host_rate (C)
. dst_host_count (C)
33, dst_host_srv_count (C)

[
[

34. dst_host_same. srv_rate (C)
. dst_host{diff_srv_rate (C)

w
o

36. dst_host_samg_srv_port_rate (C)
37. dst_host_srv_diff_host_rate (C)
38. dst_host_serror_rate (C)

39. dst_host_srv_serror_rate (C)
40. dst_host_rerror_rate (C)

41. dst_host_s

rv_rerror_rate (C)

length (number of seconds) of the connection

type of the protocol, e.g., tcp, udp, etc.

network service on the destination, e.g., http, telnet, etc.
normal or error status of the connection

number of data bytes from source to destination
number of data bytes from.destination tessotirce

1 if connection is from/tothe same hast/port; 0 otherwise
number of “wrong™ fragments

number of urgent packets

number of “hot” indicators

number of failed login attempts.

1 if successfullylogged in; 0 otherwise

number of ‘comprontised” conditions

1'if rootsshell'is obtainied; 0 otherwise

1if “'su reot” command attempted; 0 otherwise,

nmiimberef “roof” acce
number of file creation operations

numbenof shell prompts

number of operations on accéss contrabfiles

number of outbound commands'tian ftp session

1 if the login belongs to the/hot” list; 0 otherwise

1 if the login is a “ghest” login: 0 otherwise

number of connections te the same host as the current
connection indhe past two seconds

number of connections to the same service as the current
connection in the pasttwé seconds

% of conneetions that have “SYN" errors
% of connectiensthat have “SYN™ errors
% of comnections that have “REJ" errors
% of connections that have “REJ” errors
% of connections to the same service

% of eannections to different services

% of connections to different hosts

count for destination host

srv_count for destination host
same_srv_rate for destination host
dif_srv_rate for destination host
same_src_port_rate for destination host
diff_host_rate for destination host
serror_rate for destination host
srv_serror_rate for destination host
rerror_rate for destination host

srv_serror_rate for destination host

EEZNnx % 2 <020 AOTOZECrAIOTEROAO® >

B = B
rzl’z:mimcn

= 2
Z 2

>
Q
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Abstract— In this paper, a two-phase method for computer network intrusion detection is proposed. In the first
phase, a set of patterns (data) are clustered by the fuzzy csmeans algorithm. In the second phase, outliers are
constructed by a distance-based technique and a class label is assigned to each pattern. The KDD Cup 1999 data set is
used for the experiment. The results show that, for binary, classification (i.e., normal or attack), the proposed method
achieves a higher detection rate and a greater overall acetiracy than the fuzzy c-means algorithm.

Keywords— Clustering, fuzzy c-means, intrusion detection, KDD Cup 1999 data set, outlier detection

L INTRODUCTION
As defined in [1], intrusion detection’is the process of monitoring the events occurring in a computer network and
analyzing them for signs of intrusions. It is also/definedas attempts to compromise the confidentiality, integrity, availability,
or to bypass the security mechanisms_of a Computer network. Anomaly intrusion_detection systems (IDSs) aim at
distinguishing an abnormal activity front an érdinary-one.

The current state of computer networks is vulnerable; they are prone to an increasing number of attacks. These
attacks are seldom previously seen. It is Very hard to detect them before subsequent damage is done. Therefore, securing
such a network from unwanted.malicious traffic is of prime concern.

In this.paper, a‘twe-phase method for intrusion detectionycalled 2PID, is proposed. The Knowledge Discovery in
Databases (KDD) Cup 1999 data set [2]. which has beén utilized\extensively for development of IDSs, is used as a
representative sgamplé of data.

The rest of the paper is organized as follows: Section Il introduces the proposed method. Section III describes the
experimental Setup. Section IV provides the results. and Section V concludes the paper.

II. METHOD DESCRIPTION
In this section, we first review fuzzy c-means (FCM) clustering and distance-based outlier detection. Then, we
present our proposed method.

A. FCM Clustering

Clustering is an unsuperviséd, classification mechanism where a set of patterns (data), usually multidimensional,
are classified into groups (clusters)such that- memibers of one group are similar according to a predefined criterion [3].

FCM is an unsupenvisedifuzzy clustering algorithm that has been applied successfully to a number of problems
involving feature analysis. clustering. and classifier design. It takes unlabeled intrusion data points and tries to group them

according to their similarity: poin{s assigned to the same cluster have high similarity, while the similarity between points
assigned to differént elustersisdow [4].

The FCM algorithm partition a set of N patterns {XL} into ¢ clusters by minimizing the objective function
N ¢ , .
=2 2 ) PKe-m] M
k=1 i=1

where 1 <m’ < o0 is the fuzzifier, m, is the i" cluster center, HE [O,I] is the membership of the Kt pattern to it, and || ||

is the distance norm. The parameters m, and g4, are calculated as

o) X

Z T—I (’u\k )‘“‘
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1
Hy=—" (3

LN
(4
5 [ N
with d, :||Xl - mlll’, subjectto ° a1, =1 and 0< 3" g2, < N. The algorithm proceeds as follows [5]:
i=l k=1

(i) Pick the initial means my, i=1,2,...,c. Choose the values for.the fuzzifier-m"and the threshold £. Set the iteration
counter t=1;
(ii) Compute fz, for c clusters and N data points, by (3):
(iii) Update m, by (2);
(iv) Repeat steps (ii) and (iii), by incrementing t, until “,l.(k(L)ka(Lf 1)" £

B. Dist: Based Outlier Detecti

Outlier is defined as an observation that appears-to béinconsistent with other observations in a data set. Many
data-mining algorithms try to minimize the influence of'Gutliers an the final model, or to eliminate them in'the preprocessing
phases. Qutlier detection and potential removal frond the data set can be described as a processief'the selection of L out of N
samples that are considerably dissimilar, exceptional, of inconsistent with respect to the remaining-data.

Distance-based technique is a class ©f outlier-detection method. The basic. computational complexity of this
technique is the evaluation of distance measures between all samples in a given data sét. Then, a sample in a data set {Xx}

is an outlier if at least a fraction p of the samples in {Xk} lies at a distance greater'than r. Clearly, the criterion for outlier

detection is based on p and r. These two parameters may be given beforghand using knowledge about the data. Further
details are in [6].

C. Proposed Method
The 2PID, congists, of two phases. In the first phase, a‘set of patterns are classified by FCM clustering. In the
second phase./outliers are constructed by a distance-based technique, and a'class label is assigned to each pattern.

Binary classification is the task of classifying the members of a given data set into two groups on the basis of
whether they haye some property or not. The binary classification task in the context of intrusion detection is to differentiate
between nornial coinections and attack situations, In this paper, we focus on such a task.

IIL. EXPERIMENTAL SETUP
A. KDD Cup 1999 Data Set
The data set provided for the 1999'KDD Cup was originally prepared by MIT Lincoln labs for the 1998 Defense
Advanced Research Projects Agency (DARPA) Intrusion Detection Evaluation Program, with the objective of evaluating
research, in intrusion detection, and it has:becomie a benchmark data set for the evaluation of IDSs. Attacks fall into four
main calegories:

Denial of service (DoS) whereian attacker makes some computing or memory resource too busy or too full to handle
legitimate requests, this denying legitimate users access to a machine, e.g., SYN flood;

Remote to localo(R2L), 'where an attacker sends packets to a machine over a network, then exploits machine’s
vulnerability to illegally gain local access as a user, e.g., guessing password;

User to root (2R}, Where an attacker starts out with access to a normal user account on the system and is able to
exploit vulnerability to gain root access to the system, e.g., buffer overflows;

Probing, where an attacker scans a network to gather information or find known vulnerabilities, e.g., port scanning.

The KDD Cup 1999 data set has a huge number of duplicated records as shown in Table I on the next page. This
data set lies with the distribution of its five classes. The DoS attack comprises 79.24% in training and 73.90% in testing,
respectively. Meanwhile, normal connection consists of 19.69% in training and 19.48% in testing, respectively. This
imbalance makes it very difficult to train classifiers on the training set. and results in having extremely poor detection rates.
In this paper. we use a subset of the original data set which consists of distinct records only.
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Table I: Data Distribution and Ratio in the Original Data Set

Class Training Testing
Amount of Data Ratio (%) Amount of Data Ratio (%)

Normal 97,278 19.69 60,593 19.48
DoS 391,458 79.24 229,853 73.90

R2L 1,126 0.23 16,189 5.20

U2R 52 0.01 228 0.07
Probing 4,107 0.83 4,166 1.34
Total 494,021 100 311,029 100

B. Data Preprocessing

Data preprocessing has to be undertaken before we could do.any experiment. Itis carried out in two steps. The first
step involves mapping symbolic-valued attributes to numeric-valued atributes:~The second step implements non-zero
numerical features.

The redundancy in the KDD Cup 1999 data set is surprisingly high. By deleting the repeated data.the size of the
data set is reduced from 311,029 to 77,291 as shown in Table II.

Table II: Data Distribution and Ratio.in.the Reduced Data Set

Class Amount of Data Ratio (%
Normal 47913 61.99
DoS 23,568 30.49
R2L 2913 9.77
U2R 213 0.27
Probing 2,682 3.47
Total 77291 100
IV. RESULTS

Standard measures which ‘were develaped for evaluating IDSs include“detection rate (DTR), false positive rate
(FPR), and overall accuracy (OA)s Thesethree performance metrics may be/defined as follows [7]:

DTR = < 5y 00%; @
TPEN
R = = L1009, )
TN$FP
OA = ﬂx 100%, 6)
TP+TN+FP+FN

where/TPy TN, FP, and FN are the numbers of malicious executables correctly classified as malicious, benign programs
correctly classified as benign, benign progfams falsely classified as malicious, and malicious executables falsely classified as
benignyrespectively. An IDS requires high DTR.Jow FPR, and high OA.

The block diagram of our experiment.is’shown in Fig.1 on the next page. We consider all attacks as a whole, and
all 41 features are shown in Table TITon the next page. We choose ¢ =2, p=230, andr =1.5. The DTRs, FPRs, and OAs

for the FCM and the 2PID are shown in'Table IV. Obviously, the 2PID yields a higher DTR and a greater OA than the FCM,
while the FPRs for bothumethods are equal. This demonstrates the effectiveness of our proposed method.

Table I'V: Result of the Experiment

Method Detection Rate (DTR)  False Positive Rate (FPR) Overall Accuracy (OA)
FCM 81.07% 2.50% 91.26%
2PID 90.35% 2.50% 94.78%

V. CONCLUSION

This paper has proposed a two-phase approach to intrusion detection, where the KDD Cup 1999 data set has been
considered. The experimental results have shown that the proposed method is superior to the FCM. In future work, we plan
to include a feature selection algorithm to help build efficient and practical intrusion detection.
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Table IIT (Continued): Feature Description of the KDD Cup 1999 Data Set

Feature Name Description Type

28. Srv_rerror_rate % of connections that have “RET” errors Continuous
29. Same_srv_rate % of connections to the same service Continuous
30. Diff_srv_rate % of connections to different services Continuous
31. Srv_diff_host_rate % of connections to different hosts Continuous
32. Dst_host_count Count for destination host Continuous
33. Dst_host_siv_count Srv_count for destination host Continuous
34. Dst_host_same_srv_rate Same_srv_rate for destination host Continuous
35. Dst_host_diff_srv_rate Dif_srv_rate for destination host Continuous
36. Dst_host_same_srv_port_rate Same_src_port_rate for destinationshest Continuous
37. Dst_host_siv_diff_host_rate Diff_host_rate for destination host Continuous
38. Dst_host_serror_rate Serror_rate for destination host Continuous
39. Dst_host_srv_serror_rate Srv_serror_rate for destination host Continuous
4). Dst_host_rerror_rate Rerror_rate for destination host Continuous
41. Dst_host_srv_rerror_rate Srv_serror_rate for destination host Continuous
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Abstract—We propose a two-phase classification method.
Specifically, in the first phase, a set of patterns (data) are
clustered by the k-means algorithm. In the second phase, outliers
are constructed by a distance-based technique and a class label is
assigned to each pattern. The Knowledge Discovery Databases
(KDD) Cup 1999 data set, which has been utilized extensively for
development of intrusion detection systems, is used in our
experiment. The results show that the proposed method is
effective in intrusion detection.

Keywords—Classification, k-means,
KDD Cup 1999 data set, outlier detection

intrusion detéction,

1. INTRODUCTION

As defined in [1], intrusion detection, is the process of
monitoring the events occurring in a computer network and
analyzing them for signs of intrusions. Also, it is defined as
attempts to compromise the! confidentiality, integrity,
availability, or to bypass € security, mechanisms of a
computer network./ Afiomaly” intfusion detection system§
(IDSs) aim at distmguishing an abnormal activity from an
ordinary one.

The current statesof computernetworks is vulnerable; they
are prone (o an incréasing number of attacks. These @ttacks are
seldom previously, seen. It is’ very hard to detect them before
subsequent damage, is done. Therefore, securing. suchy.a
network frofn unwanted malicious traffic is of prime eoncern.

In this paper, a two-phase classification, method is
proposed and applied to intrusion detection ) where the
Knowledge Discovery Databases (KDD) Cup 1999ata set [2]
is considered.

The rest of the paper is organized ag follows: Section II
introduces the proposed method./Seetion Il describes the
experimental setup. Section, IV “provides the results, and
Section V concludes the paper.

II. METHOD DESCRIPTION
In this section, we begin with a review of k-means

clustering and distance-based outlier detection. Next, we
present our proposed method.
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Al /k-Means Clustering

k-méans isyone of the simplest unsupervised learning
algorithms, that solve the well known clastering problem. The
procedure follows a simple way to glassify a given data set
through acertain number of clusters (k clusters assumed) fixed
a priori [3]. This algorithm aims at'minimizing an objective
function, or, in our context,”the following squared error
function:

2

(j)
< o m

%k
iy 22

2
(J N .
where ||x,") = L'j” is_achosen distance measure between a

s " [EAN g .
data point x;"“wand the corresponding cluster center ¢ ;. This

function is“an_indicator of the distance of the n data points
from théir respeetive cluster centers.
The k-means algorithm is composed of the following steps:
1) Imitialize k center locations (i.e., ¢i,...,ci);

)

2)\Assign each )ci(J to its nearest cluster center C;.

3) Update each cluster center c; as the mean of all x}”

that have been assigned closest to it.

4) Recalculate the positions of the k centers.

5) Repeat steps 2, 3, and 4 until the centers no longer
move. This produces a separation of the objects into groups
from which the metric to be minimized can be calculated.

B. Distance-Based Outlier Detection

Outlier is defined as an observation that appears to be
inconsistent with other observations in a data set. Many data-
mining algorithms try to minimize the influence of outliers on
the final model, or to eliminate them in the preprocessing
phases. Outlier detection and potential removal from the data
set can be described as a process of the selection of L out of N
samples that are considerably dissimilar, exceptional, or
inconsistent with respect to the remaining data.

Distance-based technique is a class of outlier-detection
method. The basic computational complexity of this technique
is the evaluation of distance measures between all samples in a
given data set, Then, a sample in a data set {X;} is an outlier if
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at least a fraction p of the samples in {X;} lies at a distance
greater than r. Clearly, the criterion for outlier detection is
based on p and r. These two parameters may be given
beforehand using knowledge about the data. Further details are
in [3].

C. Proposed Method

Our classification method consists of two phases. In the
first phase, a set of patterns are classified by k-means
clustering. In the second phase, outliers are constructed by the
distance-based technique, and a class label is assigned to each
pattern.

Binary classification is the task of classifying the
members of a given data set into two groups on the basis of
whether they have some property or not. The binary
classification task in the context of intrusion detection is to
differentiate  between normal connections and attack
situations. In this paper, we focus on such a task.

III. EXPERIMENTAL SETUP

A. KDD Cup 1999 Data Set

The data set provided for the 1999 KDD Cup. was
originally prepared by MIT Lincoln labs for the 1998 Defense
Advanced Research Projects Agency (DARPAJ Tntrusiomn
Detection Evaluation Program, with the objectivey, of
evaluating research in intrusion detection, andyit has‘become a
benchmark data set for the evaluation of IDSs;Attacks fall
into four main categories:

# Denial of service (DoS), where@n attacker makes some
computing or memory resource 60 busy or too full to
handle legitimate requests, thus denying legilimate
users access to a machinege.g.. SYN flood;

Remote to logal (R2L), where an attacker sends packets
to a machine' 6ver network, then exploits maching’s
vulnerability to illegally gdin local access as a user, e.g.,
guessing passwerd;

User to root! (U2R), where an attacker star® out with
access toganormal user account on the systemand 18
able to exploit vulnerability to gain root aceess Lo'the
systefn, e.g., buffer overflows;

Prebing, where an attacker scans a netwerk to_gather
information or find known vulnerabilities, e.g., port
seanning,

The KDD Cup 1999 data set has a huge \number of
duplicated records as shown in Table I. This data set lies with
the distribution of its five classes./The DoS attack comprises
79.24% in training and 73.90%" in festing, respectively.
Meanwhile, normal conneCtion consists’of 19.69% in training
and 19.48% in testing, respectively:sThis imbalance makes it
very difficult to train classifiers on the training set, and results
in having extremely poor detection rates. In this paper, we use
a subset of the original data set which consists of distinct
records only.

TABLE 1
Data DISTRIBUTION AND RATIO IN THE ORIGINAL DATA SET
Class Training Testing
- Amount of Data | Ratio (%) | Amount of Data | Ratio (%)
Normal 97,278 19.69 60,593 19.48
DoS 391458 79.24 229,853 73.90
R2L 1,126 0.23 16,189 520
U2R 52 0.01 228 0.07
Probing 4,107 0.83 4,166 1.34
Total 494021 100 311,029 100
TABLE I1
Data DISTRIBUTION AND RATIO IN THE REDUCED DATA SET
Class Amount of Data | Ratio (%)
Normal 47,913 61.99
Das, 23,568 30.49
R2L 2913 m
2R 215 027
Probing 2,682 347
Total 77.291 100

B. Data Preprocessing

Data preprocessing has to-be undertaken before we could
do any experiment. It is carriedout in two steps. The first step
involves mapping symbolic-valded attributes to numeric-
valued attributes. The second step implements non-zero
numerical features.

The redundancy, inithe KDD Cup 1999 data set is
surprisingly high.\By deleting the repeated data, the size of
data set'is reduced-from 311,029 to 77,291 as shown in Table
1L

IV. RESULTS

Standard measures which were developed for evaluating
IDSs'include detection rate (DTR), false positive rate (FPR),
and overall accuracy (OA). These three performance metrics
may be defined as follows [4]:

DTR = —° 100%, (2)

TP+FN
FP

FPR = 100%, 3)
TN+FP
TP+TN

OA = —— . 100%, )

TP+TN+FP+FN

where TP, TN, FP, and FN are the numbers of malicious
executables correctly classified as malicious, benign programs
correctly classified as benign, benign programs falsely
classified as malicious, and malicious executables falsely
classified as benign, respectively. An IDS requires high DTR,
low FPR, and high OA.
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TABLE I
FeaTURE DESCRIPTION OF THE KDD Cup 1999 Data SET

No. | Feature Name Description Type

1 Duration Length (number of seconds) of the connection Continuous
2 Protocol type Type of the protocol, e.g., tep, udp, etc. Discrete

3 Service Network service on the destination, e.g., htip, telnet, etc. Discrete

4 Flag Normal or error status of the connection Discrete

5 Src_bytes Number of data bytes from source to destination Continuous
6 Dst_bytes Number of data bytes from destination to source Continuous
7 Land 1 if connection is from/to the same host/port; 0 therwise Discrete

8 Wrong_fragment Number of “wrong’ fragments Continuous
9 Urgent Number of urgent packets Continuous
10 Hot Number of “hot” indicators Continuous
11 Num_failed_logins Number of failed login attempis Continuous
12 | Logged in 1 if successfully logged in: 0 officrwise Bistrete

13 Num_compromised Number of “compromised” condifions Continuous
14 | Root_shell 1 if root shell is obtained: ( Otherwise Continuous
15 Su_attempted Lif “swroot” command attempted: 0 otherwise Continuous
16 Num_root Nusfiber of “‘roor” accesses Continuous
17 Num_file_creations Numberoffile creation eperations Continuous
18 | Num_shells Number of shell grompts Continuous
19 Num_access_files Number of @ptrations on access control files Continuous
20 Num_otbound_cmds Numberof outbound commands in an fip session Continuous
21 Is_host_login L if the login belongs to the “hot” list: 0 otherwise Discrete

22 | Is_guest_login 1 if the login is a “guest™ login: 0 otherwise Discrete

23 | count Number of connections to the samehost asthe current connection in the past RS

two seconds
o T Number of connections to the same servig€ as the current connection in the Coniniois
past two seconds

25 SerrOr_raé % of connections that have “SYN" grrors Continuous
26 Stv_serrot_rate %o of connections that have “SYN" errors Continuous
27 Refror_tate % of connections that have “REI” errors Continuous
28 Srv_rerror_rate % of connections that have “RET” erors Continuous
29 Saime_srv_rate % of conngetions thithe same service Continuous
30 Diff_stv_rate % of contigétons to different services Continuous
31 St diff_hosi_rate %/of connections to different hosts Continuous
32 Dst_host_count Countfordestination host Continuous
33 Dst_host_srv_count Stw._count for destination host Continuous
34 Dst_host_same_srv_rate Same_srv_rate for destination host Continuous
35 Dst_host_diff _srv_rale Dif_srv_rate for destination host Continuous
36 Dst_host_séme_srv_port_rate | Same_src_port_rate for destination host Continuous
37 Dst_host_siv_diffshosisrate Diff_host_rate for destination host Continuous
38 Dst_host_serror_rate, Serror_rate for destination host Continuous
39 | Dst_host_srv_serror_rate Srv_serror_rate for destination host Continuous
40 | Dst_host_rerror_rate Rerror_rate for destination host Continuous
41 Dst_host_srv_rerror_rate Srv_serror_rate for destination host Continuous
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