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Abstract

Traditional methods of verifying the identity of students based on human proctoring can result in
fraudulent identity verification and inefficient processing time, especially for large groups of students.
Biometric recognition systems enable real-time monitoring and remote system access and deliver more
secure and convenient methods of identifying and validating students during classes and exams in an
educational setting. This research designed and developed a biometric personal verification framework
based on an embedded system for exam takers. The proposed system was evaluated by a biometric quality
metric comparing the efficiency and effectiveness of a multi-protocol facial and fingerprint biometric
recognition system in an actual exam. In addition, the technology adoption of the biometric examination

recognition system was assessed concurrently.

This study employs a quasi-practical design with sample groups to compare traditional methods of
identity verification with biometric recognition techniques. Developing and deploying unimodal and
multimodal biometric recognition methods yielded experimental outcomes. The study presents an
embedded system for the development of flexible multi-protocol biometric recognition systems and a
method for evaluating the quality of biometric systems for educational applications. According to the
findings, multimodal biometric recognition technologies received significantly more positive ratings than
unimodal biometric recognition technologies. This research aids that universities employ biometric
recognition technology, specifically facial recognition. The study also adopts the Theory for Reasoned
Action and the Technology Acceptance Model using questionnaires to examine perception factors such as
perceived ease of use, trust, security, and perceived usefulness, which significantly impact behavioral

intentions to use loT-based biometric recognition systems.

(Total 190 pages)
Keywords: Examinee Personal Verification System, Biometric Technology, Software Analysis and Design,
Technology Acceptance Model.
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2.2.2 szuumalulag i INAUUUNaN (Multimodal Biometric System)
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2.3 P5OUMIIMNHVBNONUTI (OpenCV Framework)
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2.3.1 Eigenfaces
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2.3.3 LBPH - Local Binary Patterns Histograms (LBPH)
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Pre-soldered
-~ 40-pin GPIO PoE (Power over Ethernet)
N Header pins

Raspberry Pi 4 Model B Overview

e Broadcom BCM271,
Quad-Core Cortex-A72,
64-bit, 1.5 GHz, 28nm

e VideoCore VI GPU

e Shielded
® 80211 b/g/n/ac dual band,
2.4GHz & 5GHz WIiFi

True Gigabit

@ Ethernet Port
WQ x USB 3.0 Ports
.. >

e

® Bluetooth 5.0 & BLE .,:‘
PCB Antenna NG g ‘ 2 x USB 2.0 Ports
e A, 5 .
53 ’ Audio + Video
('SIIZI ‘I.)cxs'ge?/ri‘ce) -4 - 5 6“\ ¢ Composite 3.5mm Jack
play . N

MIPI CSI Port, camera interface

HDMI micro HDMI Port
HDMIO micro HDMI Port A
Support Dual
Display

microSD card
socket (bottom)

RUN & Global_LEN pins

Activity Indicator
Green LED

USB Type C, for Power,
upto 3A or 1SW

Power (5V) Indicator
Red LED

2.5mm diameter Mounting Hole

319 2.20 naasdnyuz Az MO U Raspberry Pi version 4 Model B

731: Techmakers Innovation, n.d.
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Useuranavuialan vy ﬂ?ﬁﬁ%lNﬁg‘U‘UﬁaT@ﬂé}@Q CCTV i%ﬂUﬂﬁ’J%%ﬂiUﬁﬁ}'l (Face

Detection) Iagigaidnyaznunaiia naadlunisian 2.2
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(USD)

Raspberry Pi Camera (8mp)

- Sensor: Sony IMX219

- Sensor Resolution: 32480 x 2464 (8 megapixels)

- Sensor Image Area: 3.69 x 2.81 mm

- Pixel Size: 1.12um x 1.12um

- Optical Size: 1/4”

- Video: Dimension: 25mm x 23mm x 9mm / 0.98” x 0.90” x
0.35”: 1920 x 1080 (1080p), 30 fps/1280 x 720 (720p), 60
fps/640 x 480 (480p), 90 fps

- Weight: (Camera board + attached cable): 3.4g

$40

Fingerprint reader Adafruit R305

- Fingerprint Imaging Time: less than 1 second
- Match Mode: Compare Mode 1:1

- Search Mode: 1: N

- Window Area: 14 mm. x 18 mm.

- Signature File Size: 256 bytes

$55
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(USD)

- Template File Size: 512 bytes

- Storage Capacity: 162 templates

- Safety Ratings: 1 (low) to 5 (high)

- False Acceptance Rate: less than 0.001%

- False Reject Rate: less than 1%

- Interface: Serial UART TTL

- Baud Rate: 57600 by default (9600, 19200, 28800, 38400,
57600 configurable)

- Working Temperature Rating: -20 to +50 Degree Celsius
- Working Humidity: 40 to 85 %RH

- Full Dimension: 56 mm. x 20mm x 21.5mm (Hx W x L)

Raspberry Pi 4 Model B
- BCM2711 SoC

- 8GB DDR4 RAM
-USB 3.0

PoE Enabled

$335

$315

Raspberry Pi Black

. LG 50 inches UQ8000PSC UHD 4K Smart TV

- Grey QWERTY (UK) Raspberry Pi Keyboard

$20

256 GB MICRO SD Card

$40

Pair Wires

- GPIO Extender cable male female 40 Pin

- Jumper wire male to female

$10

7131; Rukhiran et al., 2023
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Fingerprint reader Adafruit R305 L‘]Ju’q‘ﬂﬂsf,ummumﬂwuwmﬁaﬁ@ammum
4 @ a O’Qy 4 1
el lumssuiuazasivdeuaenuitaeovesdldau TaegunsaitldmaTuTagmsaunu

a O'Qy a I a 4 o o [
a']fJWllW'Ll'Jﬁf’]ﬁ}?ﬂﬂ%ﬂﬂﬂllﬂﬂlﬂullﬂﬂﬂﬂW@ﬂ (Optical Sensor) Lﬁemmiwﬂuamﬂ%ﬁau

ded' =

a 4 v 3 ]
ATYNUNUINDNDNUUN lli}ﬂugmﬂsfmga Adafruit R305 ﬁﬂjmmaﬂuazimﬂmmq waging

G

k4
a %

] 4 1 o 4 a 14
annauazl¥auldae TasannsayeudenylulasaeuInsmesvsenauiiumes 1a lasly
] d' ] o 4 = 9 o =R A
wielszurananegludiginsel uazliviive LED uaaiwaaniugn1si1au sauddl
[ a O'Qy
maTuTagmstlesnunisgnilaonmlasvesarefiuwiiaiie (Fingerprint Spoofing) A8 N5 1%
o 4 1
41 Fingerprint Reader Adafruit R305 a1%1501 w1 190wl lunaredaiunisal vy
MIAIVAUNTITINITZVY (Access Control) N15ATIVADUAIAUVDIL 19911 (Authentication)

I~ o <
#3019 1unNsnuITUNANAINTIH19U (Time Attendance) 11 1@1

~ o Iq Y F
1N913513% 2.2 naasgaanyazveIglnsanlylunisnaass Usznovaie
Y . . : : =2 g 04 A
N804 Raspberry Pi Camera tia2 Fingerprint Scanner Adafruit R305 &411/uginsal IoT vty
Iy v

o Y A Y o a oA .
auh ll1¥lumsnaasutissninaunsodinu ladnuseuulian15ue Raspberry Pi uaz

517 laigawmin

a ¢
2.5 MIAUANTHIAZONUVUIT VD
a 4 [y o Y Qdd%’ (% Y]
ﬂ']ﬁ3Lﬂ§1$ﬁl!ﬁ$@ﬂﬂL!fUTJ53‘1J1J11!ﬂ%@ﬂ1!ﬁ1ﬂ1§ﬂ1/]'111ﬂﬁﬁ18 TUUDY vANwatialy

NITDDNUVVLUASANNIVT NI TNYDINU
a d a o
2.5.1 NIAUAIITHILAZIDNUVULIYIING

o a o I 1

HanNNII9nNUUULFIING (Object-Oriented Analysis and Design) Lﬂuﬂ’sjll‘ljm

o a 4 S 9 A a A A ]
ﬂaﬂfﬂingLlulﬂﬂﬁluﬂ']ﬁ’ﬁ']’f)ﬂLL‘LIU“K@V\I@LL’J?VIMQLHUiUﬂWSLWNﬂﬁ%ﬁ"VI‘EﬂWW ANEANYU
° o @ . I J @
uazANNamsalumsthgesnm Taelding (Object) tazaana (Class) Wuosdsznounan
= @ Aa o 9 I 1 ‘:9} [ [ 4 4
“lumiaammu «mwaﬂmseammmmmqﬂsxﬂeumﬂwaﬂm"lﬂu (i’)H@]TWi NINYTNYTNU,

2557, U.18-32)



34

o J
2.5.1.1 Encapsulation (N15U559091): Aoawamsalumsad
o : I a d v @ o o 1 @
Faguilumsiniadeyanazfandunielutag 13neluiag Taelimsmmuanvesanls
Y A 9=y 7
HazaIINTRAINDIDIVDY Y
2.5.1.2 Inheritance (N5 @ UN0A): AvAIwdIWIT0 Tunsadwaaa

Vo9

] { ] I ¥ v o { 1
T Tasldnaranfiogudnuiugiu suihldisiawisoldauldantioguda ldediad
Uszansnm
. = Y
2.5.1.3 Polymorphism (n13#a1e31uun): Aeawannsnluns 14

v
Y 9 9

% & o 9 asy dy [ dy
AU 9 ﬂ]ﬂWullﬂﬁaWﬂﬁa']ﬂTﬁ sllu@fJﬂ‘U'JTJ@ﬂuugﬂﬁﬁ’]\ﬁlﬂﬂﬁ]’]ﬂﬂﬁ’]ﬁiﬂ

U Q

i
o S 1

2.5.1.4 Abstraction (ﬂ?ﬁﬂ’ﬁ]ﬂiﬁjﬁ): ﬁ@‘l’iaﬂﬂ?ﬁﬂ%?ﬂiﬁlﬁ?ﬁﬁﬂﬁﬂ"ﬁﬂu
=) A o 9 J v A wa A o @ o [ 9 A Y o
i']ﬂa$!’f]fJﬂ1/]“]11]“]if)uLl,ﬁ$LL@W‘NLﬂWWSﬁQﬂ%UWﬁ@ﬂﬂ!ﬁNU@WﬁW tymmummmmmwwm

U

audu q laii 195 Teanine 11
2.5.2 UML (Unified Modeling Language)

3 a . ~ A 9
UML 1 un 811103110 (Graphic Language) Ngnosnuuvuuie laluns
a J 4 Y
waanazosuiegluvuniseonuuusenands Taglsumuninlunisuaaina UML
o dy = =\ A Y 9
AWMU 1 TAy Object Management Group (OMG) taziitthwuitetiie 14 Tasesad1auasz
a s 4 @ 2
WYANTTUVRITTVUFR AT IANNTAIY uaztiuaANNa 150 luns latazesnuuy
= 9 1o & Y = 9 a 2
sruulasndldau hisuiudeadinnuimanatiamwizinizaslusieazideanisoonuu
UML 15200 U@8tHu a1 (Diagram) 14 9 FauaaztpunIng 19 lunsuaasnatazesune
4 1 o o o a
panlsznoua1e q luszyurenalls sAuDINISUAAINAENEUSNOANTTUVBITEUL LA

v J 1

[ J @ ]
ANUFUNUTTEHINN09AYTENOU A0819UauNUN N ]Y UML ﬂﬁ%ﬂ@ﬂﬁ?ﬂ ﬂigﬂ@‘ﬂi‘?l}’llﬂ
o o o . . 1 Aq Y a
auanyu (Notation) HAZUNUNIN (Diagram) 9114 9 'I/Iel,Glfﬂl,LlﬂWiLLﬁﬂﬁLLE’I%@‘EUWEJQTJLL‘LI‘UﬂWﬁ
14 4 ' = I 1 @ o dy

ponUUUFeNALIS LL@@%LLNUE\T‘WNﬂﬂﬂi%ﬁﬂﬂﬂllﬁﬂﬁ?ﬁﬂu AN

2.5.2.1Use Case Diagram: Llﬁ’ﬂﬂﬂ”l'iﬁ%ﬂu‘ljﬂﬁﬁg‘]_mﬁlugﬂl,mﬂﬂ”li
e 19

@ o 7 J

2.5.2.2 Class Diagram: gaaina 1 lussUULAZANUENNUTTEHI

RGEG)
o w o J
2.5.2.3 Sequence Diagram: HEAIaIAUNINUYeteInlsznoulu

~ 9 ' J
IeUY Iﬂﬂllﬁ'ﬂ\if‘ﬂilﬁﬂﬂﬁlslflll‘ﬁ@ﬂigﬁ'l"lﬂ’ﬂ\iﬂﬂigﬂﬂ‘ﬂ



35

2.5.2.4 Activity Diagram: #@@39n5212UN 15 Iuszuvlugduyy
UAUMNNTZUIUNS (Flow Chart)
2.5.2.5 Component Diagram: (L& @13 gruilsenew (Component) b8 &
[ 4 ' 1
aNnuduRusszrnInadulsznouluszuy
2.5.2.6 Deployment Diagram: Letnadnuaznsnszae 1Usiunsy
A a ¥ P s
nsaMsAAAINNasaIsUoa ldsunsu
1 <3 1
2.5.2.7 Package Diagram: 4@adn15uLsuiandvedldsunsy Taoua
< =) 4 %
azuNAnNIIZUAAALAZ0IAYTENOUVDIA DY

@ o 4 '
2.5.2.8 Object Diagram: Llﬁﬂ\i'mQGh‘lﬁ$UULL§$ﬂ3’]3Jﬁ3JWUﬁ§$ﬂ'NQ

Wﬂi,]

2.5.2.9 State Machine Diagram: meﬁmummi’@guazmﬂﬂﬁt‘Ju
ADULVRIIAY

2.5.2.10 Communication Diagram: !,Lﬁﬂdij@]t}!,mzﬂﬁ?‘f@ﬁﬁﬁzﬁjN
09 luseu

2.5.2.11Timing Diagram: Li@adIamazMsinavgmsaivesinglu
IeUY

Y
U

i1 11 Uszianveswnumndisduiudronsvoanunmluy uML Faily
ey uennd Salurun e 3 M umsuaniranazesuiegduuums
ponuuyly UML 8nu1nuie usazununimesindszaiduazdnyas iuand ety uag
AuautRvewAazIAA A I AN Idi oo Ut nuReInsves Tnsamsiazms

d' 1 o
aammummnmaﬂu”lﬂ

a d
2.5.3 myInszisazeanuuuszuulaaliununnmsivavesdoya (Information

Flow Diagram: IFD)

a L4 9y 9 A A
myansizinazeenuuuszuy Tagldununinms lvavesdoya wieiien
] 1 I a 1
Ta#e931 IFD (Information Flow Diagram) (Humadini 19 lumsuaasmnueanszuiums lu
9 ) = ) Y3 = A
szunTagldumunwnszuadeya Tagnununimnszsuaveyaszuaadlimunanszuiumsn

a 49! I 9 J A Y 1 a s o
Lﬂﬂﬂluﬁluﬁgﬂﬂjﬂﬂl!ﬂﬂ@ﬂﬂlﬂUﬂigllﬁﬂl@y’aLlﬁﬁgﬂﬁglﬂﬂ LW@iﬁQWﬂ@ﬂﬂTﬁ?LﬂiTgﬂLLQZW@JH']



36

[

¥y A A o S A = ] '
szu TaglHnsearuneyon Toauaz dyanyalaig 9 1HeLaAIDINITNIZIBVYATLHIN
oA 9 ~ Yy A v ' o
uviasnazlatgniavesveyaluszuy IFD Ulnsaasanazilszneuale 3 dauman
9 1
Taun
VoA 9 I 1 A = VoA
2.5.3.1 uMaINIVBAUBYA (Sources) (HUTIUNUTAIDINAINNIVDY
£ ' 9 9 A A A Vo
Foya 1w 160 sTUUFIUToYa HIITUUNIFONADNUTZTUUVOUI
) < ' A = v
2.53.2n5zuaveya (Flows) tuadiuiuanidanisnszargdoya
' VoA P} A A A = A
sgrumaIntazatenavesteya lTnsliinsoanuaron Toauaaadansiyon leaund
nIzuavoasTNIIaINY e laten1g
9 . . < [ ~ =2
2.5.3.3 la1emavesvoya (Destinations) 11 uaruiuaadnlarenig

3 ) 9 A D)
slJ’EN‘SlJi’)ll.uifI LU mﬁﬂﬁzmawa 5zuugmﬁuaga Wﬁ@ﬁﬁ%\ﬂu

1 @ a L4 T

Tag TFD 570 1AW T2 DUA 150910512520 UN 5095 2UD TRoeng

o = 9 [ I a o =] o @
s Imsiilviwiduszuy uazaannudanaialumswannszuy IFD Janudidnylu
o A ' Y Yo a 7 o Y 1A
MINAUITZUUIIINFIe ITAWM LISz DUTITa AT Iz Az WSz Taed1edl

E4 Y

Usg@an3nm uenandl m3 1y IFD g3 1dd I lvszuy ldetiu vazenansoii la e

Tumsnlasuulasuazwannizuuluouna ldog1alszansam

#1061914911398U99 Chomngern and Netinant (2017) latinauens 1491

IFD lumseonuuus£uUMaoUNHIBINGHAIY e-Learning Adtaaslugili 2.21



37

Start Program
A Mobile Software Model for Web Based Learning

l 2 Sentence
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2.6.1 Software Design Based on IEEE SDD
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(FAR+FRR)
FER = ~——— (2-2)
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2.7 upudiaeemsgeniumnaluladl (Technology Acceptance Model: TAM)
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o [ ]

Tdanud iy AU (Accuracy), 8a51AWAANAIA (Error Rate) , 138191 19 (Time),

K ' Y % a ua ° ' . . .
uag 511 (Cost) Tagiithviinmuiteonnu Falunl ia n1sdruua1 Biometric Quality

. [ 3’; A da! "o S FY a
Metric mﬂ‘]j%f‘l]fJ‘VNﬁfl]g51]Ll’t’)QﬂﬂﬁﬂWLlﬂﬁﬂ!'i/l“l“lféluﬂﬁwfﬂ”liﬂﬂ

AN 4.2 LaadHamMInaaoUNI Iuvedszuy Iasmsisuaiay

Nl 1. 2. 3, 4. 5. 6. 7. 8.
1521y a5 | luwih ey Tuwih | lowdh | ave lunsh | aneiusiin
o o~ A of ) A of v A Y
WniEeu WUWHa | +ane | 2ndea | Wuwna | uddane | deudd
A ). Wt A P4 )
ie WUWH o2 | wuin | luwh
A A A
ie LEGN ie
Accuracy 68.89 89.76 89.56 96.45 93.10 100.00 96.45 96.45 (4)
(%) ) (1) 4) 3) %) 4)
Error Rate 100.00 52.97 16.39 12.97 32.09 8.55 11.04 9.11 (4)
(%) (1) (2) %) (3)
Time (%) 100.00 19848 33.46 46.67 19.70 70.04 47.76 48.31
Q) 3) ) 4) (D)
System - 91.57 93.37 98.19 96.39 100.00 98.19 98.19
Cost (%) Q) 4) ) 3) (D 2) (2)
Total Score - 12.00 9.00 10.00 10.00 11.00 10.00 10.00
Biometric - 100.00 75 83.33 83.33 91.67 83.33 83.33
Quality
Metric

1: Rukhiran et al., 2023

d‘ 1 z:;d . . . . d‘ 9 1 1 d' = 1 d'
NANTNN 4.2 NQUNY Biometric Quality Metric NWﬂﬂQfﬂ'lﬂuﬂ naun 2 Iﬂﬁmmjlm 6
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4 < { o A 2 o Y
e ldiiumsfFoudoundanuninssulugdununsunssununsiidu
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=10.00

14 1528
\ 4,69 6,54 6.83 S 6.69 6.77

L — S RIS ,*4‘1“ = e T 5 (1]
21

N 249 349 276 1.82 235 194

1. Zero 2. Face 3. Finger 4. Face + Finger 5.Two Faces 6. Two Fingers 7. Face then 8. Finger then

Biometric Finger Face

“@ACE “~ERR “+TIME «-Cost =#=Biometric Quality Metric
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717 4.1 uaraswamsufFeumeuilseansamnazazivY Biometric Quality Metric Y9455UY

110.00
100.00
90.00
80.00
70.00
60.00
50.00
40.00
30.00
20.00
10.00
0.00
-10.00

msasnaeudnaeuluuaazngu

7131: Rukhiran et al., 2023

100.00

86.78
pY <

N(L(v';\

%,
66.67 '\

g /4
\\*' 1,60 4.65, /

. 4 = — R
45 e 56 NA

ACE ERR TIME Cost Biometric Quality
Metric

~#-1. Zero Biometric  —#-2. Face -%-3. Finger

317 4.2 yaasmanmsuSeuiioullssAnTnmaesssuUMIATIVAR U@ VI Unimodal

A1 Zero Biometric

31: Rukhiran et al., 2023

A J a A Y 9 9
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Unimodal 115 @N5A1WiMi10n1UY Zero Biometric 4azn1314n1sasrvaouluniiil
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UszanTMWuINNINS IFa e NUNHIND



83

91.67

83.33

70.00
60.00
50.00
40.00
30.00
20.00
10.00

0.00

-10.00
ACE ERR TIME Cost Biometric Quality
Metric
~#-1. Zero Biometric 4. Face + Finger —4-5. Two Faces -®-6. Two Fingers

=1 = A A Y 9
g‘]J‘VI 43 LLﬁ@NWaﬂ']'ilﬂ_r%EJ‘]JWlﬂﬂﬂigﬁ‘ﬂ‘ﬁﬂ'lwallﬂﬁigﬂﬂﬂ'ﬁ@ﬁ'Jﬁ]ff@ﬂﬁjmﬂﬁ@‘llllﬂll

Multimodal A1) Zero Biometric

31: Rukhiran et al., 2023

10317 4.3 agl 1dlse@niamvesszuumsasiadodiindounuy Multimodal

Aa a 1 % . 9 a de A A EX 9
5LANTNNUINNIMBU Zero Biometric 198N15 1Ha18NUNWLIND 2 1AT0AEATT 1% 1LY

g}

9 Y a oL A o~ a A A T o A Y 9 9y
Wi@llﬂ‘]JflTfJ°W1]Wu'lilﬂilﬂi$ﬁ1’l‘ﬁﬂ11/‘l3ﬂﬂ°l/li:fﬂwnﬂu 5O904UIADNIT 1¥NA04 2 NAOI UM

Yo Gl 9
JUUNUI
110.00
100,00
90.00 2.
$0.00
70.00 = prp=
60.00
50.00
40,00
30.00
20.00
10.00
0.00 35 6.69 & NA
-10.00
ACE ERR TIME Cost Biometric Quality
Metric

~#-1. Zero Biometric ~#~7. Face then Finger ~o—8. Finger then Face

=y = a A 9y 9 .
qij‘]J‘Vl 4.4 Llﬁ'ﬂ\‘maﬂ']i!,‘]_r%fJ‘UL‘VIfJ‘UﬂiZﬁ‘Vl‘ﬁﬂWW"UﬂQ'i%‘]J‘UﬂWi@]i'Ji]ﬁf]‘ﬂﬂlell'lﬁ"f)‘]J!,L‘UiJ Semi-

Multimodal A1) Zero Biometric

31: Rukhiran et al., 2023
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nngli 44 a31 1891 dsz@nEameesszuunisasiadevdiinaeuu Y Semi-
. = a a ' . . 9 Y 1
Multimodal 3£ @NTAINUINAIULUD Zero Biometric 1aen15a529a01 a1y luviinoy

=\ Aa A 1 9 a o’a" A ]
Nlsednsnmunnnms Isarenuniale lumsasivaeunou

110.00
100.00 9333 100,00
90.00 N ~ 91.67
86.789886.67
80.00 \ -
X . 75.00
70.00 \\ /
60.00 A
50.00 \
\
40.00 )
30.00
20.00
11.28 54
10.00 6.5 4.89
349 M " 1.65
0.00 276 =049 4.56
-10.00
ACE ERR TIME Cost Biometric Quality
Metric
=2. Face #-3. Finger 4. Face + Finger

310 4.5 naaanansSemioulses AN MU0 95Z VUNIAT VAR VAT @O DU Unimodal

A1 Multimodal Biometric (Multiple Modalities)

117; Rukhiran et al., 2023

1ngl7 4.5 @31/1821 Uszansnmvesszuumsnsraeudiindo U Unimodal
TaglFlunrhiidse @nTnmuInAdLU Y Multimodal Biometric (Multiple Modalities) 161015 19

a o’ay A A a A Y T 9 a o'ay A v 9 o
aeNuWHINeNUsEansmMnloen1ns IaenuwH e ny lunisaunu

110.00
100.00 ®OG 67 @ 100.00

90.00 0. " » 91.67

R6.78030.67
80.00 N\ /A 8333

/K 75
70.00 /7K 75.00

60.00
50.00
40.00
30.00
20.00
10.00

0.00

-10.00
ACE ERR TIME Cost Biometric Quality
Metric

—o-2. Face 3. Finger -&-5. Two Faces ~#-6. Two Fingers

319 4.6 naaanamsnSeuioulsz@nTnmuessDUNMIATIVAR U@V Unimodal

A1 Multimodal Biometric (Multiple Sensors)

131: Rukhiran et al., 2023
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1ingUd 4.6 a3/ 1871 Usz@nmmvesszuumsasrndeudiiido Uy Unimodal
Tael¥lunihidsz@nEa1mu1nn VY Multimodal Biometric (Multiple Sensors) 461n15 19

a c’to Aa A 1
mﬂwuwmﬁaﬁﬂsgﬁmmwﬁ’aﬂmumu Multimodal Biometric (Multiple Sensors)

110.00
100.00 /é 100.00
933389333 /Bo1.67
%0.00 86.784% '
80.00 86.67 \ ‘
\ ¥ 75.00
70.00 \
/ 66.67
60.00
50.00
40.00
30.00
20.00
11.28 677
10.00 : & 11 6.69 8 :
0.00 349 b Aty T e S4.06!
: 2,35 e 249 ———r 156
-10.00
ACE ERR TIME Cost Biometric Quality
Metric
2. Face -3¢ 3. Finger 7. Face then Finger 8. Finger then Face

37 4.7 vaaamansulSeuiieilssAnTnmuess s UM A3 IVAR VAT @O DU Unimodal

N1 Semi-multimodal Biometric

1: Rukhiran et al., 2023

1ngUn 47 73018791 sg@niamaesszuunisas 9@ U@ VUMDY Unimodal

a¥ & 1 a o’Qy
Tagldluni JseandmnuInn Uy Semi-multimodal Biometric 4azn13 19a1e Nyl

v

=\ a A Y v . b 4 X 9 Y a S A
Hs2aNTNIMU08N 1MUY Semi-niultimodal Biometric npulsluviineualgnuniiIve

9 a O’Qy A 1 Y A a a Y A
Llazﬂ131“§ﬁ18W3JWM’33J@ﬂ@uﬁlﬂﬁu']uﬂﬁ$ﬁ°ﬂ‘ﬁﬂ1wu@ﬂﬂﬁj@

4.2 wamsdsziiunmseaniumsldanuszuuaslsaevyanatiiaovlanly

(44

=

malulagyIng

lumsisgiiumseaniumsldanuszuuaseasuyanainaou Taeldina Tulad

a aa 9 o 9 v J o g
¥ Taglsuuuaauaudiviu 161 ¥a Llﬂwaam AN
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4.2.1 GOANITIUMN

A ) & v
AN1TNNN 4.3 LlﬁﬂﬁmﬂgﬁﬂﬂqﬂﬂlﬂﬁEj@]’t’)‘]JLL‘]J‘]Jﬁ’t’JiJﬂHJ

MoTLY U $oun
¥ 92 57.10

e —
Haja 69 42.90
18 107 66.50

1Y
19 54 33.50
U = =

FEAUNIANYI Ysaanes 161 100.00

11: Rukhiran et al., 2022
d‘ 9J 9 a o dy 9J a 9
A1 19N 4.3 memqu,aQmammua@umﬂmma%u Iﬂﬂﬂlﬁ]lﬂaﬂWﬂﬂWi‘ﬂigmuﬂ?ﬂ
o .- < < Y 9 1 ' vy
UUUFDUDINITUIU 161 FA WU E‘!@IE]‘LIL!,‘LI“Uﬁ@ﬂﬂ?hlﬂﬂlWﬁ“h’?ﬂlﬂuEjlﬁlﬂﬁ'ﬁJﬁ’Juiﬁiy (599

az 57.10) 019 19 1) (Fovag 33.50)

A3 190 4.4 uaaanamslszmuFasmudmsuteazdulsdnmadiing

JGERLERR YAFID 1N Mean | SD

mssuiiszTend | PUL: Mufams s lumduiedaeuiivseTond | 2.84 | 0.766

(PU) WINNINITMTUVVAN (URTUNIS o)
(Davis, 1989; PU2: ufanmsinlunihmansguudmsums | 3.19 | 0.818
Rukhiran, whaeuiilse Teminnhimsslundhgiuuui@es
. aAn aadn < o 1] =
Netinant, & Elrad, | PU3. 1w lagwiiaiyse leyidmisunsisou 2.85 |0.823

2020; Song, 2021) | YszT1IUVOINIU

pU4. maTuTagdniase Iimumnaszansanlu 2.94 |0.834

1 g’z =) Y
senIFuUiGould




AN 4.4 uaadnamslszuFasmurdmsutaazaulsaunsdisng (@)
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Taseads LAFID I Mean | SD
v 9 J a ' Yo Y A 9 g’/ ] [
MITVIANY PEUL: muaanmsgiluviuiemindeuiudieni 2.85 | 0.654
1 1 9 asy a o v A
QeREMS 1FU | IBMTHULAN (Tasiniou)
(PEU) PEU2: mudanmssslumiimanegduuudmsums | 3.1 | 0.714
. 9 ' Y ' Y o Y
(Acosta-Medina, | taeuaNudielumsleanunnanimsislumin
Torres-Barreto, | 3Uuuuife)
, A aal 1 9
& Cérdenas- PEU3: 1A Tu Tagaiadioaonis 1491u 2.80 |0.614
&£ A o o D) \
Parga, 2021; PEU4: miguantianszuniiiilse Tesiima iz 5aude | 2.87 | 0.603
v Y
Davis, 1989) PEUS: M3suiniiaeszuudilaveninizousiudenin | 2.92 | 0.642
y A
TumsasaeUITMTUUVAUAL
PEU6: m33tisema TuTag3da hidesldnaw 2.74 | 0.657
WeNeWNINUN TUNIT52YANDY
v YY 1 a 1 Yo Y A an I
MIsuiau TS1: MuAANNIINaema lulagyilaazilums 401 | 0.680
ANMFONUIAZ | FNTIUNNMYNIN
o ' A 4 ° 9
anutlasans | TS2: el luszuusadlunin 401 |0.652
v u A 9 Yoo and A a v
(TS) TS3: maszydinieu lagldnis Jdiatusenela | 4.04 | 0.660
(Hassanein & | TS4: maszymau Iagldmsihidnaannsnszya 3.99 | 0.707
Head, 2007; nn'laod1agnAng
o Y Yo A aad 1 o
Wang, 2021) TS5: mMyszyarau lagldmssndinananuuiudigs | 3.96 | 0.660
o A ' YR 1 g YN anm 1 Ao ]
Wauaalums | ATTL: mujannldmiaanninumal) 3.89 |0.707
Tdou ATT) | ATT2: anumandsaaulvgvesniulumsIdszuy 3.89 | 0.689
(Ajzen & sanlunihlasumstudunds
Fishbein, 1980) | ATT3: mujanldimaluladdmalumsiSouvewsiy | 3.74 | 0.712
I J ]
Huaulng
1 A 4 Yo 9 A
ATT4: muansaaeulumsinlaglymalulagyy | 3.77 | 0.700

TN RV PP ITRT X
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AN 4.4 uaadnamslszuFasmurdmsutaazaulsaunsdisng (@)

Tasead AN Mean | SD

Y a ' Yo Y A Aaa

AMUNDANT TN BIUT: Musoums3simiema Iuladhia 320 | 0593

2’, A o [ 9 1 A g’/ a

anuaslaiior | dmSumshaeuninniisaaa

U (BIU) BIU2: inazldms i lunihdremaluladd | 359 | 0586
. Aa A ~ 9

(Ajzen & ualelimsddoy

Fishbein, 1980; BIU3: mMundanezamnsouna lulagwiiaum | 3.52 0.571

Ngugi, Kamis, & | 3zgnd 15 lunminendsTaosn

Tremaine, 2011)

Foyadumsld | ASUL: nwazldszuvvasilumihlumsdhaen | 370 | 0.537

U39 (ASU) ASU2: Muognnaziuzinlduriimendsueaniu | 3.78 0.559
L] 9 1]

(Norfolk & I¥szvvans luniiiiedududninFeou luiun

O’Regan, 2021) | @398 UANTNINLA

1: Rukhiran et al., 2022

wanslsziiumidtavdvsutaazdulsaumsdrsrauanslumsien 4.4
Tunadu dnnlseumninznunmasgaga (@waan) ae Msszyaniniseulasldmsis

Aa A A 9 S 457 = = = ' A &
ﬁuulsﬁﬂﬂ@llﬂ (4.04) N133VINIYTINAVS NI TUNNNIYN TN Hae Vl1u%$LGIf63JuGlu’i$mJ

=

o ¥ aa A 1 [ [} (% [ d’d d‘ :>
1991920321A Haznuwadsgumnu (4.01) lunendunu daudsnlinzuumndsdiga
A
Y )
AuAN (2.74), ma TuTadBladieasnis 15au (2.80) tag Muaamsiiluniuierdoy

= 4 1 A a o =
N1z Teninnn I smsuuudy insiniseu) (2.84)
4.2.2 MINATOUANNH YD (Reliability Test)

1#1mAliA Confirmatory Factor Analysis (CFA) tA3539@08UANNIH0DD 19
YININATOVAIINUNYDDD 1A8 Hair, Black, Babin, and Anderson (2013) 1atie1un1u

° v o o .. ] [ (% 4
ﬂﬂﬁ@ﬁm@ﬁllﬂﬂﬂ']a'l’)\?ﬂ']'i'lﬂﬂ?']llﬁllwu‘ﬁ (Construct Validity) MumsIaanuduNus

U

1 (2

A o v o 9 1 9 aA o 9 L:y [ a
igﬁQTQﬁ'JLﬁJTVIﬁllWUﬁﬂuvl,ﬂ@fnﬂgﬂ@]@\?@’]ﬂﬂﬂ‘]&l@]ﬂﬂ’]ﬁuﬂl‘lj wonnHglsziuaw

9 1 o A o 9 a A o 9 g’/
ﬁﬂﬂﬂaﬂﬂllagﬂﬂ'lﬂllﬁfWI'NGIJﬂﬁ@?tlﬂﬁﬁTNlﬂm“ﬂﬂﬂTﬂuﬂqﬂ Namiamiwﬁﬂuwvlﬂmmm
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24 579M73 uaz lulisems lagnaueen 1184910A1 Standardized Item Loading IA1M10NT1 0.5
9
IFUIAINVAWULUI1UDY Bagozzi and Yi (1964) UONI1NU Factor Loadings HA141NNI1 0.50
] 1 =< = Yy I X oA A Y L:gll FY a
nazeglurae 0.622 74 0.959 Faudasldmudennuinyede Idge wenvinil ladszidiuany
A A A A v Y [ A o 9 Y o o
UFODVDUATBINDIAAIINITANNNAFRNY ANNADANGDY HAZANUYNABY ANA LI
A1NMUUNFOD035IU (Composite Reliability: CR) HAIMINNI 0.70 41AZDYTLTHIN 0.823 D
0.937 1Az A1 Average Extracted Variance (AVE) 1110131 0.50 4a£0g321319 0.520 D9
: < 4 Lo 1
0.881 Fauaaldiiudinuieno 1dge uenainiin1 Alpha Coefficient Y99 Cronbach Hifin
11NNT1 0.70 1A BYILHI1 0.801 D9 0.934 AN Cronbach (1951) uuii duruinaasly
a ? 1 { 0 < o
M1319 4.5 wanms A zinauanazaunusinuuziiaaslfiauioniseeniunaw

ADANADIN U (Convergent Validity Acceptance) (CR > 0.70 tag AVE > 0.50)

{ v d J Jd
A1519% 4.5 LLﬁﬂx‘lNﬁﬁ‘W‘ﬁﬂTﬁJQﬂﬁ@\iﬂ’)"lh@]iﬁ@ﬁﬂﬂvim (Convergent validity)

v Factor loadings CR AVE Cronbach’s Alpha
JGEERGERN 519015
>0.50 > (.70 > 0.50 >0.70
Perceived PU1 0.799
Usefulness PU2 0.915
0.850 0.589 0.846
(PU) PU3 0.818
PU4 0.759
Perceived Ease PEU1 0.622
of Use (PEU) PEU2 0.750
PEU3 0.856
0.864 0.520 0.859
PEU4 0.781
PEUS 0.800
PEU6 0.789
Trust & TS1 0.790
Security (TS) TS2 0.869
TS3 0.959 0.932 0.735 0.932
TS4 0.913

TS5 0.861
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{ v 7 v o J
M0 4.5 HAAINAANTANINYNABIANUATIFANYIB (Convergent validity) (AD)

v Factor loadings CR AVE Cronbach’s Alpha
JGERGERN SRLORE
>0.50 >0.70 >0.50 >0.70
Attitude (ATT)  ATTI 0.853
ATT2 0.888
0.902 0.699 0.903
ATT3 0.892
ATT4 0.828
Behavioral BIUI 0.679
Intention to BIU2 0.900 0.823 0.623 0.801
Use (BIU) BIU3 0.925
Actual System ASU1 0.954
0.937 0.881 0.934
Use (ASU) ASU2 0.946

1: Rukhiran et al., 2022

Y
fﬂﬁ@]3’J‘ﬂﬁ"t]‘Uﬂ"lﬁLLEJﬂLLEJZﬂ’NZJQﬂé]j’(’N (Discriminant Validity) ﬁmmsmwﬂ”lﬁ’

] 4 1 { 1 1 o o w A o 4
@EJNE]ﬂ&gleN Lﬁ’fN%”Iﬂﬂ"li"lﬂ‘ﬁﬁﬁ]ﬂﬂlﬂﬂlma$Iﬂiﬂﬁ%}1ﬂﬁﬂ1uﬂﬁ?ﬂﬂgﬂ”lﬂﬂ’ﬂﬂ?ﬁﬁﬁuwu‘ﬁ

1 s
IS v W

1 Y A = Y R Y
szmwﬂmmﬁnau ) %QllﬁﬂﬂiuﬁﬁNﬂ 4.6 ANUU nﬂjﬂiﬂﬁﬂ\ifl)ﬂllﬂﬁ‘]Jﬂ"liVIﬂﬁﬂ‘Uﬂinll

v A o

WouuazaNugndowaznuNNszauTied

@

2

{ o £
A1519%N 4.6 Llﬁﬂ\?ﬂaaW‘ﬁﬂ’lﬁllﬂﬂlLﬂgﬂjwmgﬂﬁﬂﬂmﬂﬁiﬂﬁﬂﬁ%ﬁﬁ (Discriminant Validity)

IGYRGERE PU PEU TS AT BIU ASU
PU 0.767

PEU -0.269%* 0.721

TS 0.280%* -0.059 0.858

ATT 0.160% -0.108 0.480%** 0.836

BIU 0.224% -0.165% 0.175* 0.114 0.789

ASU 0.042 -0.008 0.051 0.108 0.220% 0.939

+p <0100, *p < 0.050, ** p < 0.010, *** p < 0.001

7137; Rukhiran et al., 2022
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a d o (Y]
4.2.3 HamsInzHitUUIaedumsia (Measurement Model Testing)

~ o v A o 1 g’/ 9 4 '
131N 4.8 nuuT1aeInIsTTaduGUIING 6 Taseai e laun PU, PEU, TS,
I @ [ @ = Ay Yo Y I3
ATT, BIU uag ASU UJu@’lﬂﬁ]ﬂﬂﬁﬁﬂcluﬂ']ﬁﬁﬂ‘]%l']ﬂu],ﬂﬁ‘ﬂﬂ'ﬁﬂi'ﬁ]ﬁﬂﬂﬂ?ﬂllﬂﬂﬁnaﬂﬁ EFA
Y ] d' A d' %’ [ = | 1 1 I'd
E!']fl]lel‘JJﬁ‘Uﬁ']flﬂ']ﬁalﬂf’]'ﬂﬂ%']ﬂ!ﬂﬁ't’]ﬂll'l’)l,u@\‘iﬂ']ﬂll'ﬁ‘iuﬂsll@\‘iﬂ?ﬁﬂﬂﬂﬂﬂuﬂ’]ﬂ’]ﬂﬂ?’]ﬂ’]l,ﬂm"'Iflﬂ']ﬁ
o & % 4 I Y o @ A o .
g VYU 0.60 1o unIsEuEULLVTIanINIT A Iﬁl?i]ﬂclclgf} Confirmatory Factor Analysis
v '
Tagnaaeun1 Model-Fit 91NAIBFIAAIVIH IS TNYDILVUI1a0INUULU (x/df, GFI,
y v o g}./ v J 1
RMSEA, RMR, NFL, CFL IFL, (1ag TLI) {1915 dUIUASUANUHINZ TUNINUA HAaaNFNUN
1 gﬂ 1 1 1 s A Y] .': o o o .
ﬂ'WNT‘iNﬂﬁﬂ']ﬂJﬁlﬂﬂ'Jﬂlﬂ']Lﬂﬂlm‘ﬁLﬂﬂ'Jelgljﬂﬂ (ﬂ']ﬁflﬂﬂiﬂ@”lﬁﬂﬂ'lhlﬂ) ANUAULUSUIVUD Hair et al.

aQ

(2013) fanuaadlunsg 4.7

v Y
AN 4.7 LAAIHAGNT MITAAILNANUHINEFUE S VLU U809 TR

Model X Df x/df GFI RMSEA RMR NFI CFI IFI TLI
Standards 1<xdf<3 22090 <0.08<.1 <0.08<.1 =090 =090 =090 =0.90
Acquired  437.90 237 1.848 0.907 0.073 0.028 0938 0917 0918  0.903

31: Rukhiran et al., 2022



92

@ Ea i
@
@ N
@ i Y
@ s
@ \
@
@ &
a
[ Trust 3 Jt—s; @
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T
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B, LD
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a9
€23

I v o 9 v A 1 Y o A aa
qﬁ;‘]J‘I/] 4.8 uamgﬂam‘umimmiiugmmumiﬂuﬂamigmmwam

137; Rukhiran et al., 2022

ti' o (% =t td'd 1 9 Yo

31N 4.8 uAAWDUTIADINTIAVDIYNNBIVOIUNANYINTADNT 1FNUTLVUNTFT

Taeldinalulad®ia Taeldlalsunsy AMOS #41951nT3 AMOS @011910 Analysis of

< a <Y AaAq Y a o 4 o 4

Moment Structures 111 11/5unsuansizivoyanadanlslumsinizv lunuadasamos
2 A a 7 9 . .

Fudumauans sz luaaauni1s 1as9e319(Structural Equation Modeling: SEM) 1ag

Tdsunsy AMOS l¥aelumsadauuiiaoananatazmslszuianadeyaninim

EY

Fudoua1d q lumsadranudiass
a d:
4.2.4 MIINTHAAANMIIATIAI (Structural Model Estimation: SEM)
a 2 9 . . N
MIAATICH LUAANNIST IATIA519 (Structural Equation Modeling; SEM) 11)u

a a 79 aadq y 9 ° A Y
Wlﬂuﬂ')lﬂ3']3WGUf]Ha‘ﬂ'Nﬁﬂ@]‘ﬂGlclfﬁluﬂ'ﬁ@ﬁ?’ﬂﬁﬂﬂl!agﬁﬁ'NLL‘U'U%’Iﬁ@QﬂUJuUlﬂ‘lﬂGUﬂQ

o o o ' ) A s A vy
ﬂ'N?JﬁilWH‘ﬁi%ﬂTl\‘]ﬁ?Ll“]Ji@lN‘] Iﬂﬂcl‘]fﬁllﬂ"liﬂ'lﬂﬂm@]ﬁ'lﬁ@]ilﬂuwu@lu Tae SEM HUUU



93

a d Y Y ~ (% 9 A 1 % [ (% [ @ 1 dy
Myunzvtaz InveyaneIny Inseaiantegueadinilsans o Tasmstanguadusmaiil
9 9 = o a d v v daa 1 o 1 v A
Wt Inseaieniaazims i e naNuauius szl sivais SEM galaiie
Usziiuuudiasamsdisnsierueveusunuaadlugii 4.9 Tay Hair et al. (2013) 85118

' a a 4 [ ) 9 v 9
Junaiianisiasiziiatenisdrsrunudisranazmstuduainisaldlunisdisie
1] v Ja 9 o o @ g’/ 1 A = I 4 A 9
ANnudiusIvaInnatenseuiu ludduTuaeiies Fuiluils Teminnie Insaaineves

Y
o a a 1 o Y v
nuusiaesudasdninanenulagasuaz lagdou vuaouusnlun1sinuradns SEM
o yw o y a J [ o {
AonTvde U Ian NNz auveILUTIae U NgiNeyaminz aufuLUTIaeen

v =
mualla ﬁ?ﬂﬂllﬁﬂﬂﬂ@ﬁﬁ 4.8

A v J [ Idy o [ v A | 1
M3 1N 4.8 mewaaWﬁmﬁmmuwmmmmzﬁummugﬂuuummﬂ‘wﬂsuﬂ;ﬂﬁm

Model X df X /df GFI RMSEA RMR NFI CFI IFI TLI
Criteria 1<x/df<3 22090  <0.08<.1 <0.08<.1 =090 =090 =090 =>0.90
Obtained 7776 6 1.296 0.984 0.043 0.008 0.940 0.996 0.996 0.996

11: Rukhiran et al., 2022
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4.2.5 wamsmaeuauuﬁgm (Hypotheses Test Results)
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AUUATIUNNATD A3 HAAIIUAITIN 4.9

M137199 4.9 taaradglmssziuauuagiu

Relationship
Hypotheses value p-value Results
(Positive)
HI PEU = PU -0.228 0.002%* Accepted
H2 TS = ATT 0.469 0.000%%* Accepted
H3 PU = BIU 0.169 0.036+* Accepted
H4 PEU =2 BIU -0.117 0.137 Rejected
H5 ATT =2 BIU -0.024 0.780 Rejected
H6 TS =2 BIU 0.115 0.194 Rejected
H7 BIU =2 ASU 0.938 0.000%%x Accepted
HS TS 2 PU 0.230 0.002+* Accepted

®Hp< 0,001, *5p < 0.05

1: Rukhiran et al., 2022
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A o

tivdnyaeanuaslalumsldau BI10) (B =0.169, P <0.036)
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Abstract

Nowadays the Examiner Personal Verification in most universities uses comparison
methodology to match a physical appearance of examiner to a student ID card. This
methodology is simple by it is easily lead to an examination cheating. For instances,
some students’ faces have been changed during study but their student ID cards are
not up to date. Some students might hire another person to impersonate them for the
examination. While some students may lost their student ID cards or student ID cards
get damaged. By these, it is inevitable for the proctors to face the above problems.
This paper proposes the applied Biometric Technology to the Examiner Personal
Verification by using fingerprint to verify an identity. This paper tends to create a
software model to solve the problem not specific to any university for general.
Therefore, the software model is supposed to design to be the framework for a
developer to develop software to suit each university standard in the future. To
develop good and acceptable software, the software model should be designed based
on a software design standard to ensure that our model shall follow and meet a quality
standard. This paper is designed a software model based on IEEE standard for
Information Technology-System Design-Software Design Descriptions (IEEE Std
1016TM-2009).

Keywords: Examiner Personal Verification System, Software Design, Biometric
Technology.
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1. Introduction

Software model design for personal verification examiner of an examination using a
biometric is a very important and essential process to every school, university, even
institute or organization where there is a process to personal assessment. The only
objective of examination is to assess competency of examiners or students. There are
many processes in examination, for instances a preparing basic information, room,
examiner list, proctors, data and time, etc. Besides, the one important process is an
examiner personal verification that emphasizes on accuracy, clarity, convenience and
speed.

Some academic institutes give a priority to an examiner personal verification, of
which there are some problems and challenges. Raising up two problems are
intentional cheating i.e. hiring another person to impersonate for the examination or
forgery and unintentional cheating i.e. lost and damaged a student ID card, un-
matching of a personal to a photo on card due to no update. The challenge in
examiner personal verification is in case that there are such many examiners. Thus, it
is a time consuming in a verification and may cause to some errors.

An examiner personal verification system (EPVS) is to cope with these problems and
challenges, there is an idea to use IT to verify examiner personal identifications. The
issue of problem can be divided into four levels: The infrastructure, managing,
identifying, and reliability and by two points of view: non-IT, without information
technology and IT views, with information technology as illustrates in figure 1.
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Figure 1: EPVS Problem issues

In an infrastructure level, this level concern about the infrastructure of Examiner
Personal Verification System and basic information to verify examiners, the data
preparation format are cared for. By the non-IT view, information is prepared in a
paper base for an instance, a signed paper for examination participation while the IT
view, a database is applicable. To transform non-IT view to IT view for this issue,
have to prepare Information from every paper into computer base.
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In a managing level, it is concern about how to control and manage the process in an
examiner personal verification. By the non-IT view, proctors would verify a student
ID card and a signed paper while the IT view can be verified in two ways: an active or
a passive. Regarding of an active verification, an examiner has to react some activities
to the system i.e. a finger scanning, a pressing, or any other activities depending on a
specific IT system while a passive one, an examiner has no interaction with the
system but the system itself will automatically verify, for instances, taking CCTVs to
scan examiners’ faces while queuing to enter the room. To transform non-IT view to
IT view for this issue, have to analysis the non-IT process and reengineering it on
term of computer process. This issue is very important because if the software
designer understands every process of non-IT clearly they can design new system
without mistake.

In an identifying level, it is concern about a methodology to verify examiners. By the
non- IT view, proctors make decision by comparing a person with a photo affixed on
a student ID card while in the IT view, various algorithms are applied for a decision
making to verify the real examiner, and however it depends on a methodology in
managing level. For non-IT identify examiner by human decision might have human
error. Sometime the real examiner have the old student card, make the proctor
confuse. To transform non-IT view to IT view for this issue will reduce the human
error by using machine to make decision instead. Using machine for examiner
verification have many methodologies such as: apply user and password, Smart card
and biometric technology. Biometric technology is the good solutions to use what
people have, the most biometric that used in many applications include: retina,
fingerprint, palm, face, speech, iris, motion and others to the identified the real
examiner (Uddin, N., et al., 2011).

In a reliability level, the accuracy and reliability of system are focused, as both non-IT
and IT have to specify what index to be used and how reliable the index is. For
biometric technology uses biometric error to measure the efficiency.

Figure 1 show the issues that we could concern about in EPVS. Nowadays many
University and school try to apply IT Solution into their work.IT Solution in the
university have many system such as registration system, human resource system,
account system, asset management system, class management system and the others.
EPVS is sub-system of the University System but it more complicate than the other
system.

2. Biometric Technology

An idea to bring Biometric Technology in verification and specifying identity is
widespread used in many patterns and various organizations, for instances, security
system, and people searching. BT is to use personal identity i.e. a fingerprint, a face, a
hand geometry, an iris and a voice of which using BT in an examiner verifying can
solve the problems such as a student ID card lost, a forgery, having an impersonate
and verifying simultaneous of examiners.

Biometric technology can divide into 3 issues (Choudhary, J., 2012) include: physical
biometric, behavior biometric and chemical biometric. Physical biometric is concern
about physical measurement and include modalities such as face, fingerprints, iris-
scans, hand geometry. Behavior biometric is concern about the way in which a user
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performs such as speech, signature, gait, keystroke dynamics and other. Chemical
biometric is concern about chemical cue measurement such as perspiration and smell.

An important question of a biometric technology is how the best we can use the
biometric technology, regarding of a research (Prabhakar, S., Pankanti, S., & Anil J,
2003), there are a biometric technology in a comparison by five identities: a
fingerprint, a face, a hand geometry, an iris and a voice as well as by seven indexes:
barriers to an universality, a distinctiveness, a permanence, a collectability, a
performance, an acceptability and a potential for a circumvention.

In figure 2, each biometric technology has different advantages and disadvantages. It
is also stated that there is no a perfect biometric technology. The most efficiency to
use a biometric technology depends on the methodology and the system
characteristics, for instances, it is indicated that using a fingerprint and an iris can
more identify a personal than using a voice. However, in tele-banking, the biometric
technology by a voice is considered to use because a communication methodology is
using a voice, for instance.

BIOMETRIC FINGERPRINT FACE HAND GEOMETRY IRIS VOICE

= E ! Ve -

\\\\ N J iz
Barriers to Worn ridges; hand No: Hand Visual Speech
universality orfinger impairment impairment impairment mpairment
Distinctivaness High Low Medium High Low
Permanence High Medium Medium High Low
Collectibility Medium High High Medium Medium
Performance High Low Medium High Law
Acceptability Medium [ High Medium Low High
F‘.olr Low High Medium Low | High
Grcumvention

Figure 2: Biometric Technology Comparison

The methodology to measure the biometric etticiency 1s biometric system error
indicators that have 2 types of errors: False Match Rate (FMR), mistaking biometric
measurements from two different persons to be from the same and False Non Match
Rate (FMNR), mistaking two biometric measurements from the same person to be
from two different persons. Both FMR and FMNR is less is more. Using FMR or
FMNR to be the indicator is depending on what kind of application. For example the
criminal Identified System use FMNR to identify the criminal, the security system
might use FMR to identified person who have right to access.

To develop EPVS, with high quality, we have to develop software base on the
standard. Software Development has life cycle call Software Development Life Cycle
(SDLC) include: requirement collect, analysis, design, coding, testing, implement and
evaluate. Each step has own standard and some standard is propose on different issue.
The software development has many standards such as: European Space Agency
(ESA), Institute of Electrical and Electronic Engineers (IEEE), and International
Organization for Standardization (ISO), Capability Maturity Model Integration
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(CMMI) by Software Engineering Institute Carnegie Mellon University USA, is focus
on the document in software development process. ISO/IEC JTC 1/SC 7 Software
and systems engineering have many standards and projects under the direct
responsibility of ISO/IEC JTC 1/SC 7 such as: ISO 3535:1977 forms design sheet and
layout chart, ISO 5806:1984 Information processing. ISO Standard has focus on the
standard of international operator (Al-Qutaish, R., & Al-Sarayreh ,K., 2008). Institute
of Electrical and Electronics Engineers (IEEE) set the software development stand
into many issue such as Standard of Software Requirement, Standard of Software
Design, Standard of Software Testing, Standard of Software Quality Assurance and
others. IEEE Software Standard is focus on the definition and concept of
methodologies in software development. This paper is focus on software design
methodology so we use Software & Systems Engineering Standards Committee to be
standard.

Software design is very important, software designer have to create design model
form user requirements. If the software design model have good quality it’s easy to
build software for the other rules in software development team. To develop the
process view, the designer partitions the software into separate tasks (Kruchtenr, B.,
1995).

Software design technique can divide into 3 techniques: process-oriented design
technique, data-oriented design technique and object-oriented design technique (Yau,
S., & JEFFERY, P.,1986).

The software design standard is to get an effective EPVS. It is necessary to develop a
quality software. Nowadays the biggest problem in software development is what not
developed to meet user‘s requirement. The cause of this problem is that there are
various processes in software development which are information gathering, problem
analysis, designing, coding, testing, installing, training including document making. It
means to develop software, there need various personnel and roles whom possess
different point of views in software development which sometime it is misinterpreted
in communication and might cause the final results not meet users’ requirement.
Moreover, different roles may have their own views and might not be aware of the
effect of other views which can cause to an error in software development.

Software Design by IEEE standard (Software & Systems Engineering Standards
Committee, 2009) has specified view of software development as shown in figure 3
and indicated in different views in software development, a message conveying and
giving an example of different charts.
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Figure 3 : Software Design Viewpoint Standard by IEEE

From figure 3, there are many views in software development and current charts are
unable to cover all views causing to the problems mentioned earlier. The research
presents an idea to compile different views in software development to be closest to
one chart by presenting with Information Flow Diagram (IFD). By IFD, it can present
in view of Context Logical Dependency Information Interface State Dynamic
Resource in one chart of which the advantages are: all roles can see an overview of
software development, operation between modules or processes, and effect in
changing some point in one chart. Example of IFD is indicated in figure 4.
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Figure 4: Example of IFD Figure

From figure 4, three diagrams include information flow diagram, interface flow
diagram and infrastructure flow diagram show in one picture. The Information flow
diagram show the information that use in each interface and show its flow to the next
interface. It’s also show the interactive between user and process. Interface flow
diagram show the graphic user interface flow that can make user more understand
how to use software than user manual in term of document. Interface flow diagram
can reduce the gap of understand between user and software developer because user
can see the final result of software development. The old school traditional software
development uses the software prototype to show to the user. Software Prototype can
make user see the final design of software but if user want to change something it’s
difficult to change in Prototype. Figure 4 also show the infrastructure flow diagram to
make the implementer understand how to install the software into server and
configuration the system and network. Three diagrams are the sample of multi-
viewpoint in software design that can reduce the complex ability and gap of
understand.

3.EPVS Framework

In order to develop the EPVS with the quality we not only focus on the software
design but also concern on the whole picture of the examination system.

Framework in developing EPVS software system is comprised of 6 main issues and
shown in figure 5 as horizontal axel stands for Physical Device while vertical axel
stands for Methodology.
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Issue 1: Examiner Information — considers information of examiner, method and
process in data collection and storage. This issue is concern about what the examiner
information is and how to gather them in to the system. Sometime the huge number of
the examiner spent process time too much if we have not prepared the good
methodology for gathering the data.

Issue 2: Examination Information System (EIS) — considers on an examination
management system of which EPVS is part of this huge system. This system has to
prepare exam room, exam schedule management and management in other issues. EIS
also manage the examination both the examination room assignments and the
examination proctor assignments in each room (Vasupongayya, S., Noodam, W.,
Kongyong, P., 2013),. This issue concern about how to connect the EPVS with the
legacy system in each university. Sometime the legacy system in the university is very
old and closes system; sometime have non-IT system.

Issue 3: The Result/ Output — consider an outcome from EPVS system i.e. outcome
format, quality and reliability. This issue concern about the output that sent out from
the EPVS, Some university concentrates on the accuracy to be the first priority and
processing time is the second. Some university focuses on the ease of use.

Issue 4: Biometric Technology — considers about format and algorithm. This issues
concern about which algorithm applied in EVPS. It’s depends on what type of
biometric that EPVS use. In the same biometric technology also have many algorithm
such as: Face recognition use neural network, Eigenfaces, Independent Component
Analysis and the others, fingerprint use the correlation-based techniques and minutiae
for alignment (Mir, A. ,H. , Rubab, S., Jhat, Z. 2011).

Issue 5: EPVS — consider how to connect BT with EIS and how it works together in
each process. This issue concern about how to connect the biometric device with the
examination information system. Each type of biometric has many devices and many
vendors.

Issue 6: Intelligence System — considers applying intelligence system using high
technology equipment. This issue concerns about how to make the EPVS to be the
intelligence system or expert system by make it more automatic and passive system.
For example, apply new model of CCTV with facial recognition function while the
examiner walk into the examination room CCTV will verify each examiner
automatically, apply mobile with fingerprint scan function to be the device instead
signing name on paper. The Intelligence System issue can applied into remote access
for online testing (Rodchua, S., Yiadom-Boakye, G., Woolsey, R. ,2011) for online
learning student.
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Figure 5: Framework in developing EPVS software system

4.Biometric Technology

physical device

Conclusion

In conclusion, solution to solve the problem in identifying the examiner by using
Biometric, need a model framework in development. To develop good software to
meet users’ requirement, it is necessary to meet the standard, in which here is referred
to IEEE Software Design Standard that be specified many points of view in design.
Efficient Software Design may lead to an efficient System Development. Therefore,
to make the Design more efficient, this research presents a way in software design by
using Information Flow Diagram which presenting many points of view to make the
relevant personnel to see the same view in order to reduce any misunderstanding in
software design.

IFD in this paper is just the example of using multi-viewpoint for software model
design. It still has to complete the notations and rules in the future. The IFD has the
concept of using diagrams based on the interoperate information between modules,
user and anything in term of information.
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ABSTRACT

Nowadays educational institutes use information technology in
administration and management in various ways. One of
activities is to verify examiners. The current verification of
examiner identity is to check documents for instances:
identification cards, student cards, and signatures. Concepts to
apply biometric technology are more efficient options. It is
necessary to design the software comprehensively and evidently
for an efficient system. Our conceptual framework of the
examiner personal verification system is to adapt biometric
technology for Biometric Examiner Personal Verification System
(BEPVS). Our system design is divided into six components.
This paper presents deeply of these six components to be used as
a software design model for BEPVS software design and
development. The revised software model design for BEPVS can
also be divided into thirteen sub-component. This paper also
presents the semantic and workflow of each revised BEPVS
component.

CCS Concepts

* Software and its engineering — Software system models
* Software and its engineering — Software system structures
* Software and its engineering — Abstraction, modeling and
modularity.

Keywords
Examiner Personal Verification System, Biometric Technology,
Software Model Design, IEEE Systems Design.

1. INTRODUCTION

Even though information technology systems is applied to use in
many activities in educational institutes such as financial
systems or back-end systems, verifying examiners of each class
in university still has some challenges to concern about. The
examiner verification problems can be divided into three main
issues: how to check examiners identification, how to manage
the verification processes, and how to cope with appropriated
technology. The first issue concerns about the precision of
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verification, for example, how can proctors ensure whether the
examiner is the right person for each student identification.
Especially in case of the proctors are third party, they can’t be
able to identified examiners. The second issue is to manage
verification process. There are many tasks in the verification
processes. Some educational institutes verify examiners by
checking their documents such as student card, personal card,
sometime driven license card and passports. In some case, when
some examiners lose their documents or their documents are
unclear, it might take time to use an optional plan to verify. It
can cause to make queuing problem. Moreover having many
verification steps are time consuming. The last issue is no
appropriated technology applied in an examiner verification at
present. There is some technology to applied in the verification
such as RFID and smart card to reduce the processing time but
the precision issue still has questionable.

This paper presents concept to apply biometric technology to
verify examiners by developing the software design of Biometric
Examiner Personal Verification System (BEPVS). The output is
the BEPVS design model that can be used in general education
institute to verify examiners. The BEPVS developing is based on
IEEE Standard for Information Technology—Systems Design--
Software Design Descriptions (SDD) to make sure that our
model is based on standard and meet an efficiency system.

The remainder issues are shown as follows. In section 2, IEEE
Standard for Information Technology - Systems Design--
Software Design Descriptions [1], explains the software design
standard to use as a design framework in this paper. The
examiner verification methodology in education institute
explains-the methodology of examiner personal verification in
education institutes. A biometric technology explains the
biometric technology use in the examiner personal verification.
Section 3 introduces the biometric examiner personal verification
system conceptual framework (BEPVS Conceptual framework).
Section 4 describes the revised BEPVS framework in two issues
include the semantic and workflow of BEPVS. Section 5
presents the conclusions and future work.

2. RELATED WORK
2.1 Software Model Design

To develop good quality software developers must have a good
design model. At present, Bhuvaneswari [2] survey the software
development life cycle model and present many SDLC models
such as waterfall model, incremental model, object-orient model
and etc. Sarker [3] ’s papers surveys the SLDC models and
describes the advantages and disadvantages of each model
however it’s difficult to decision which model is the best. The
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methodology to measure the quality of software is complicated
and hard to measure. Lee [4] presents the software measurement
and software metrics in software quality to be the methodology
in order to measure the quality of software.

This paper concentrates on software model designing for BEPVS.

The output is the BEPVS model to be used in general education
institute.

Valiallah [5] presents the software architecture viewpoint
surveys and explain the meaning of each viewpoint for software
design. Using the right viewpoint is very important in software
design thus this paper uses the design viewpoint in IEEE to
standard. IEEE Standard for Information Technology--Systems
Design--Software Design Descriptions (IEEE SDD) has been
developed to be a framework of the software designer to use as a
standard for design the efficiency software that meets the
requirements. IEEE SDD presents twelve design viewpoints,
each viewpoint indicates each semantic in software design as
shown in Table 1. Each design viewpoint has own a design
concern to describe the semantic of the viewpoint. The Table 1
also presents the example of the designed tools use to show each
viewpoint. The BEPVS software design model uses IEEE SDD
as a framework to the design in each viewpoint in order to ensure
the model is efficient.

2.2 Examiner Verification Methodology in

Education Institute

In the most education institutes use an information system in a
term of personal management or a back-end system management
such as e-SMS (electronics School Management System) in
Macedonia [6]. It uses e-SMS to manage subject, schedule,
inventory, library, and personal management but not have any
function for any examiner verification. The Examination
scheduling system in school in Malaysia, Danlami [7], is
developed for arranging examination for student. E-School, the
school management system in Malaysia [8], also uses them to
help many tasks in school. However, it can’t verify the examiner.
Most school management software in the market also has the
similar functions but none of them has any function to verify
examiners. In Thailand, the methodology in verifying the
examiner is still non-IT and semi-IT function. Semi-IT means
institutes have information - system to manage examiners
information but have no function for examiners verification. The
system will provide the proctor the examiner information such as
the examination schedule and the examiner list. On the other
hand, non-IT means institutes have no information system.

2.3 Rapid Applications Development

RAD is the software development life cycle that faster than the
others and gives a high-quality software. Naz [9] compare RAD
with the other software development method, such as CBD
mode, RepoGuard, Dynamic addition in agile, Framework for
agile SOA development, and others models. According to Naz ’s
work, even though RAD uses less time and less requirement but
the quality of software form RAD is a high quality. The BEPVS
model design use a RAD as a framework to save time and still
keep a good quality.

2.4 Biometric Technology

Nowadays, many tasks use biometric technology for many
purposes to authenticate, to verify, and to classify by using
individual identity such as facial, palm, voice, retina, iris, and
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motion. The most advantage of biometric technology is hard to
counterfeit and to fail. The popular question for using biometric
technology is which one be the best biometric. Sruthy [10]
mentioned in his paper that no a single biometric can effectively
meet the requirements of all applications. That means each
biometric technology has its strength and weakness. In Table 2,
show the comparison of the biometric technologies efficiency in
three issues including: security level, user acceptance and

hardware.

Table 1. IEEE systems design--software design
descriptions(SDD) viewpoint.

Design viewpoint

Design concerns

Example design
languages

Context

Systems services and
users

IDEF0, UML use case
diagram, Structured
Analysis context diagram

|Composition

Can be refined into
new viewpoints, such
‘as: functional (logical)
decomposition, and
run- time (physical)
decomposition.

Composition and
modular assembly of
systems in terms of
subsystems and
(pluggable)
components, buy vs.
build, reuse of

Logical: UML package
diagram, UML
component diagram,
Architecture Description
Languages, IDEF0,
Structure chart, HIPO
Physical: UML

components \deployment diagram
‘Logical Static structure UML class diagram,
(classes, interfaces, and UML object diagram
their relationships)
Reuse of types and
implementations
(classes, data types)
Dependency Interconnection, UML package diagram
sharing, and and component diagram

parameterization

imfonnation with data
distribution overlay
and physical
volumetric overlay

Persistent information

IDEF1X, entity-relation
diagram, UML class
diagram

Patterns Reuse of patterns and [UML composite structure
available Framework |diagram
template
Interface Service definition, Interface definition
service access languages (IDL), UML
component diagram
.Structure Internal constituents  [UML structure diagram,
and organization of |class diagram
design subjects,
components and
classes
Interaction Object communication,[UML sequence diagram,
messaging UML communication
diagram
State dynamics Dynamic state UML state machine

transformation

diagram, state chart
(Harel’s), state transition
table (matrix), automata,
Petri net

Algorithm

Procedural logic

Decision table, Warnier

diagram, JSP, PDL
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Resources Resource utilization ~ |UML Real-time Profile,
May be refined into UML class diagram,
resource based UML Object Constraint
viewpoints with Language (OCL)
possible overlays

Table 2. The comparison of the 3 issues of biometric
technology in a different method

Method Security level Accglslf;nce Hardware
Fingerprint High Medium Special, cheap
Facial Medium Medium | Common, cheap
Hand geometry | Medium Medium Specplfilc’emld'
Voice Medium Medium | Common, cheap
Iris scan High Medium eip]?:flls?te

. . . Special, mid- ‘
Signature Medium Medium f ‘
Keystroke Medium Medium Special, cheap
Machine vision . w Y\
bascd gait Medium ‘ Medium Special, cheap
Floor sensor ' \ ) ;
based gait High Medium Expensive

[
Wearable sensor . ; .
based gait High } Medium Special, cheap

According to Table 2, using biometric technology in the
examiner personal verification system for each educational
institute might be different methods depend on some criteria of
each institute. Hence the software design model of BEVPS
should be flexible to adapt biometric methods.

3. OUR APPROACH

The main propose of our approach is to create the software
design model for any educational institute in order to verify the
examiner with a biometric technology.

3.1 BEPVS Conceptual Framework

The conceptual framework of BEPVS by Sethapong [11] is
developed by showing general tasks in many education institutes
and focus on the task that concerns about the examination. Using
biometric technology to verify person is widely spread but not
famous in the examination system. Thus this framework is
present the brand new concept to use a biometric technology in
the examination information management system.

BEPVS conceptual framework can be divided into six important
components that show in Figure 1.

3.1.1 Examiner Information (EI component)

This component focuses on the information of examiner and the
methodology to acquire. EI component focuses on the definition
of examiner information. EI also concentrates how to collect the
examiner information.
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3.1.2 Examination Information System (EIS

component)

This component focuses on the system to manage information of
examination. In the semi-IT System institute is hard to define the
boundary of their system, some institute have only back-end
system without examiner manage system. EIS component
concentrates only the systems that manage the examiner
information.

3.1.3 Result/Output component

This component focuses on the output from verification system.
Sometime educational institutes want different result from
verification system, some institute want only final result while
others need to view the detail.

3.1.4 Biometric Technology (BT Component)

This component focuses on biometric technology that applies in
the system. BT component concerns about how to connect the
biometric device, what the type of information come from the
biometric device.

3.1.5 Biometric EVPS (BEPVS)

This component focuses on the methodology to apply the
biometric into the system. BEPVS component is the main
component which focuses on the examiner verification using
biometric technology. This component concerns about how to
verify the examiner with the biometric information from BT
component and which algorithm.

3.1.6 Intelligent System component

This component focuses on the future work that concentrates on
the way to apply new technology into the system such as new
smart device or new CCTV.

Below figure, Y and X axis are stand for methodology and
physical device respectively.

Meathodology

)
‘ % 2. Examination 3
\ * Information System !
D

E/ m’/ <
N N

| 1. Examines Information

5 Blometric EVS Gntelligent System

4.Biometric Technology

L

physical cevice

Figure 1. BEPVS conceptual framework.

3.2 Using Biometric for Examiner Personal

Verification System

The use of biometric technology to verify the person is a tool that
is extremely high performance and widely used in the current. To
apply the biometric technology to use in the system for the
examination task of educational institutions needs to be aware of
the elements of the task in the education institutions. The issue to
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apply the biometric technology is divided into two parts: Select
the biometric method and choose the right algorithm.

3.2.1 Select the Biometric Method

To select the biometric method, it can be used any part of the
body such as fingerprint, iris, facial, palm or human behavior
such as motion and keystroke. Hence selecting the biometric
method be related to biometric data stored in the system and the
connection of the devices to the computer system, it is important
to consider carefully.

3.2.2 Choose Biometric Algorithm

After selecting the biometric method, it is then needed to choose
right algorithm to verify the biometric information. Uddin [12]
explains how each biometric method works and also explain its
process which includes input process, feature extraction process,
and recognition process. As a process of each biometric method
has different algorithms, our model is designed to provide
various algorithms.

4. REVISED BEPVS MODEL

To revise BEPVS conceptual framework as shown in Figure 1
base on IEEE SDD, the revised framework of BEPVS presents
the design model in term of context design viewpoint. Our
concerns are the system services, structure design viewpoint,
internal constituents, and organization of design subjects of the
system. This revised framework also presents some piece of the
interaction design viewpoints that concern about the
communication between components. The revised BEPVS can
be divided into thirteen components as shown in Figure 2.

>
> M S
4 = \ Result
¥ moe Vv
il ﬁ = —
‘ oS
Bl { t_:
ess 4| o ‘
Inteliiges
ESD8 .

Figure 2. Revised BEPVS Diagram.

4.1 Revised Semantic

From figure 2 presents revised a BEPVS diagram divided into
thirteen components. The diagram shows the connection between
each component.

4.1.1 EI (Examiner Information)

This component explains the methodology of information
collection and identifies the detail and format of the basic of
examiner information. The basic examiner information includes
prefix, first name, last name, gender, examiner id and etc.

4.1.2 EMS (Examiner Management System)

This component is the System that manages the examiner’s
information. Main function of this component is to manipulate
information with examiner information database component
(EIDB). Normally education institutes have their own EMS but
some places still use manual system. For example,
Vasupongayya [13] presents the Examiner Management System
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(EMS) that provides examination schedule management services
using in Prince of Songkla University in Thailand.

4.1.3 EIDB (Examiner Information Database)
This component describes about database that contains the
examiner data.

4.1.4 BD (Biometric Device)

This component explains the biometric devices or tools to collect
biometric information from the examiner. For example, some
education institutes uses facial image for biometric information,
so they will identify which device will apply to the system.
Biometric device developments go very fast, Blasco [14] survey
report shows the several of wearable biometric device that mean
BD component have to follow the current biometric device
technology to work with BEPVS.

4.1.5 Bl (Biometric Information)

This component explains the format and biometric information
from the biometric device. For example if education institutes
decides to use facial image, they need to identify the format of
facial image such as the resolution and the dimension of the
facial image. BI and EI are needed to complete examiner
information for BEPVS.

4.1.6 EPVS (Examiner Personal Verify System)

This component explains functions of the verification system
such as information preparation before verification, verification
processing result and report summarizing of verification result.

4.1.7 EPV (Examiner Personal Verification)

This component explains how the biometric technology works in
BEPVS. It also explains which algorithm is used to verify
biometric information in the system.

4.1.8 ESS (Examiner Schedule System)
This component explains the functions of the examination
schedule system.

4.1.9 ESDB (Examiner Schedule Database)

This component describes - the database which contains
examination schedule information.

4.1.10 PMS (Proctor Management System)

This component explains functions of proctor management
system.

4.1.11 PMSDB (Proctor Management Database)

This component explains the proctor management database

4.1.12 Result
This component explains the format of verified-output from
EPVS.

4.1.13 Intelligent System
This component explains the future work and how to apply
intelligent technology into BEPVS.

4.2 Revised Work Flow

From the revised BEPVS diagram in Figure 2, it shows the
BEPVS revised framework can be divided into thirteen
components. This Revised framework begins with Examiner
Information (EI) component containing the examiner information
to use in the system and methodology to collect the examiner
information. There are two types of examiner’s information be
used in our model. The first type is basic information, i.e. prefix,
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first name, last name, gender, examiner id, etc., which will be
provided by Examiner Management System (EMS) component.
The second type is biometric information, i.e. fingerprint, facial
image, iris voice, palm, etc., can be collected via biometric
device which provide by Biometric Device (BD) component. BD
component describes the biometric device that be used in the
system such as fingerprint scanner for examiner fingerprint,
digital camera for examiners facial image, and etc. The
Biometric Information (BI) component from BD is similar to EI
which explains examiners information in term of basic
information while BI explains examiner information in term of
biometric information. If some education institutes have only
basic information of examiner they can develop only BD
component to collect complete examiner information for
BEPVS. Both EI and BI are stored in EIDB.

The essential information for examination is the examination
schedule that provides in Examiner Schedule System(ESS)
component. ESS focuses on how to manage the examination
schedule, such as examination room, and examination schedule.
Examination schedule Information will be stored in Examination
Schedule Database (ESDB) component. Proctor Management
System (PMS) component is the system that manages proctors.
Some education institutes hire external proctors, so PMS is
needed to manage their information and store proctors
information in Proctor Management Database (PMDB)
component. To verify examiner using BEPVS, Examiner
Personal Verification System (EPVS) component will prepare a
basic information including examination schedule from ESSDB
and examiner list from EIDB. Before the examiners access the
examination room, the proctor will use biometric device to verify
biometric information of each examiner and send it to Examiner
Personal Verification (EPV) component. EPV of each system
may have different methodology to extract biometric
information. However, it depends on the appropriateness of each
education institute. EPV will verify each examiner’s biometric
information and send back the result to EPVS component. Then
EPVS will collect the result, summarize and then send it to
Result component.

5. FUTURE WORK AND CONCLUSION
The revised BEPVS’s purpose is to develop the software model
design to use in BEPVS in general education institute. Our
model can be divided into thirteen components which are
explicitly and clearly explained how each component is about
and how it works. This model also indicates the workflows of
BEPVS showing the connection among components. For actual
implementation of BEPVS in any education institute based on
IEEE SDD standard, the developers can adapt components of the
model to optimize the BEPVS for their own system. For
example, some institutes want to use a facial recognition to
verify examiners, they can change only the EPV component
while the other components are remained the same. Our future
work is to compete the software model design by create the rest
of the design viewpoint such as user interface, and database
systems. Implement the BEPVS design model in various
educational institutes is still the challenge to prove that our
model meets a sufficiently efficiency.
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Abstract: Identity recognition is influenced at all educational levels by biometric technology. The
invention of facial recognition technology has added new efficiencies to the traditional method of
tracking student examination attendance. This study aims to determine whether biometric recognition
technologies could be utilized to enhance undergraduate examination attendance systems. The study
examined the perceptions of first-year college students regarding the system’s use of face recognition
technologies. Based on the proposed framework, experimental results were obtained by developing
and deploying unimodal and multimodal face recognition methods. Using a quasi-practical design
with sample groups, undergraduate students’ perceptions of traditional and biometric examination at-
tendance were compared. Adopting the Theory for Reasoned Action and the Technology Acceptance
Model, a questionnaire was distributed and analyzed to determine perception factors. The findings
reveal that perceived ease of use, and trust and security significantly impact perceived usefulness. It
was discovered that perceived usefulness significantly affects behavioral intention to use a system.
According to the research findings, multimodal biometric recognition receives significantly more
positive ratings than unimodal biometric recognition. This study proposes that universities utilize
biometric technology, particularly facial recognition, to assess users’ acceptance of the system.

Keywords: biometric; examination attendance; face recognition; user perception; framework

1. Introduction

Universities have a significant requirement that students participate in class examina-
tions. Student examinations are essential to students” academic success at all educational
levels [1,2]. Traditionally, students are required to present identification to proctors before
entering the examination room to verify their identities. The signature of each student is
required on an examination attendance list. The traditional method of identity verification
examines identification cards, driver’s licenses, and passports. This method is insufficient
in terms of accuracy and efficiency, which can lead to class discipline, monitoring, and
fraud [3], especially in a large examination classroom [4]. Student identification is sus-
ceptible to forgery, loss, obsolescence, and damage. Students could sign the examination
attendance list on behalf of classmates who could not attend. In large examination rooms,
proctors may take longer to verify students’ identities, which may negatively affect stu-
dents’ cognitive psychology [5]. Due to human error, proctors need technological tools
to ensure the accuracy of student verification [6]. A modern university uses information
technology extensively in a variety of areas, including admissions, registration, surround-
ing information, schedule management, learning, exams, and web-based exams [7-10].
The well-known online systems are made to handle important information and general
tasks [11], and students use a username and password to log in and verify their identity [12].

Utilizing biometric technology to verify students is a reasonable solution. A student
is not required to carry any identification with them. Numerous biometric techniques
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are being used at present in various applications, involving fingerprint authentication for
check-in and check-out [13] and face recognition for granting access to cloud services [14].
To ensure system accuracy and efficiency, some propose using unimodal and multimodal
biometric techniques [15-18]. At present, no proposed verification system utilizes multi-
modal biometrics to verify student attendance on examinations. The hard work of figuring
out how to use information technology to verify a student’s identity is crucial to helping
students with exam attendance verification.

Several identification and verification systems based on biometric recognition have
been proposed, such as fingerprint [19,20] and facial recognition [21-26]. The other pro-
posed verification system made use of barcodes [27], QR codes [28], Near-Field Communi-
cation (NFC) [29], and Radio Frequency Identification (RFID) [30-32]. Ahmed et al. [33]
used fingerprint recognition to establish a security framework for online examination. Em-
manuel and Okonkwo [34] also developed a biometric authentication system for Nigerian
students. The other reason an educational institution might use a biometric system [35] is
to create a biometric system that can use the iris to check if a student is in class.

Biometric technology’s advantages, made possible by the Internet of Things (IoT),
have resulted in its widespread use as a verification device in various applications. While
Awojide etal. [36], Jain et al. [37], and Zainal et al. [20] have proposed an IoT user attendance
system based on fingerprint recognition, the issue to date of a high number of users may
result in a long queue and require a significant amount of time to verify each student.
Facial recognition is an effective technique that requires a large amount of personal data.
Numerous studies on unimodal face recognition have been investigated to allow students
to verify a student’s classroom attendance automatically [26,38].

Our previous work designed and explained a framework and architecture for student
biometric recognition [39]. The authors developed an IoT-based student biometric recognition
system for examination attendance in this work. As such, this system examines students’ per-
ceptions of the examination attendance system using facial biometric technologies compared
to traditional and biometric approaches, particularly unimodal and multimodal biometric
recognition. There are several critical concerns to be addressed in this study to improve
student recognition and simplify the operational practice of facial recognition. The research
questions were developed to support the study’s objectives as follows:

Q1: What affects students’ perceptions of using biometric technology for identity
verification of examination attendance?

Q2: Which biometric technology, based on unimodal or multimodal face recognition,
do students desire to use for the purpose of attendance verification during examinations?

2. Literature Review
2.1. Biometric Technology

Biometric technology is widely used for two primary purposes: identification and
access control [40]. Numerous biometric technology studies are underway, at present, in
various recent areas, including algorithms, architectures, modalities, and empirical studies.
Three broad categories of biometric studies exist. Physical biometric verification entails the
examination of physical characteristics of the human body, including the face, fingerprints,
palm, hand geometry, retina, and iris. Behavioral biometrics studies human operations,
such as speech, signature, posture, keystroke dynamics, and other behavioral biometric
authentication activities on smartphones [41]. Chemical biometrics is the study of chemical
cues associated with humans, such as personal odor. The human face is the most important
biometric feature, as it is used in various applications, including felon recognition, security
systems, forensics, observation systems, and credit card verification.

Generally, biometric systems are classified into two types [42]: unimodal and mul-
timodal [43,44]. A unimodal system uses a single biometric source, such as the face, iris,
fingerprint, palm, or other human body parts. By enhancing the performance of a bio-
metric recognition system known as multimodal biometric recognition, multiple physical
characteristics of humans can be identified. Four subcategories of multimodal biometric

148



Sustainability 2023, 15, 3092

30f18

recognition systems exist, including (1) multiple modalities: the recognition of a sub-
ject using more than two types of biometric technologies, such as a face and fingerprint.
Ammour et al. [45] used facial and iris recognition to identify individuals in the system.
Gunasekaran et al. [46] identified individuals through face, fingerprint, and iris blending.
(2) Multiple sensors employ the same inspection pattern, for example, by combining images
from two cameras. Zhao et al. [47] detected objects using two cameras on a mobile phone.
(3) Multiple features: employ multiple algorithms to extract features from images or data,
for instance, fingerprint extraction is to be used in conjunction with the first and second
algorithms. (4) Multiple and repeated instances: using one or more biometric forms, such
as left- and right-iris images for iris recognition, or using the same biometrics in recognition
processes. Ye et al. [25] presented a concise overview of deep learning techniques for the
re-identification of individuals. Additionally, numerous recent research papers discussed
the multimodal biometric approach. Fenu et al. [21] described a multi-biometric recognition
system for continuous learner validation in e-learning systems. The system authenticates
and authorizes students’ entries using their faces and fingerprint. Traore et al. [24] proposed
a framework for an online examination that incorporates a multimodal biometric system
that utilizes the continuous capture of images via a web camera.

Numerous published articles on contemporary biometric research discuss multimodal
biometric technologies. Chen et al. [48] proposed a multimodal framework in their pio-
neering Variational Bayesian Extreme Learning Machine (VBELM). They created a block
using facial images and fingerprint templates generated from a feature-image matrix. The
proposed approach retrieved the core layer semantic aspects of local features, resulting
in increased characterization capabilities, element reduction, and improved correctness
for multimodal biometrics. In terms of generalization, testing accuracy, efficiency, and
stability, the VBELM outperforms traditional methods. Gomez-Barrero et al. [49] described
a technique for improving a multimodal biometric approach based on the homomorphic
encoding technique, which encrypts all database data. Multimodal biometric fusion is
a term that refers to the combination of features, scores, and decision levels. The exper-
iments were performed using an online signature and fingerprint recognition database.
The system complies with the ISO/IEC 24745. Biometric technology demonstrates that the
biometric approach is applicable in a wide variety of fields. As a result, this study focused
on the applications of unimodal and multimodal biometric recognitions that can be used to
determine a student’s examination attendance in place of the traditional method.

2.2. Related Face Recognition

Face recognition is the most widely used method for identifying and verifying indi-
viduals in person. A face recognition system'’s three critical processes are detection, feature
extraction, and facial similarity. Face recognition applies to a broad range of research fields.
For instance, Dass et al. [50] concentrated on face recognition techniques and real-time face
recognition on the Raspberry Pi. Yadav and Vishwakarma [51] proposed a novel, advanced,
efficient framework based on interval type-II fuzzy membership and a kernel-based sparse
method. They quantified the pixels in a participation image using type-II fuzzy logic
and a membership function for type-II extended intervals. When K-nearest neighbor and
Euclidean distance metrics were used for sparse representation, the experimental analysis
revealed a 10% increase in accuracy. According to Nguyen et al. [52], the human face is a
passive biometric. Face images work well when combined with the individual’s interaction,
including blinking, nodding, and turning the face. The facial recognition system is an
artificial intelligence system that identifies individuals through image patterns derived
from the textures and shapes of their faces. Temperatures and wrinkles do not affect the
visible imagery of facial biometrics. Yaddaden et al. [53] demonstrated the effectiveness
of a facial recognition system built on a convolutional neural network architecture and
equipped with an error detection module. The experiment used five benchmark facial
expression datasets with promising results. For example, the accuracy was higher than
95%, and the number of false positives was cut by 20%.
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2.3. User Perception Model

The Technology Acceptance Model (TAM) was adopted and developed to examine the
use of system acceptance [54]. The principal keys of TAM influenced users’ intention to use
technology by assembling perceived usefulness and perceived ease of use. BioTAM was a
new resolution for a biometric authentication system’s technology acceptance model [55].
BioTAM proposed that factors, such as user interfaces, biometric enrollment or verification
procedures, devices, and other auxiliary tools, were used to study the end-behavioral user’s
intention toward using a biometric system. The questionnaire was statistically evaluated
based on confounding variables. Wang [56] extended a modified TAM to investigate
financial biometric identification applications. The study suggested that perceived privacy
and perceived trust were added as modified TAM variables for biometric identification,
which includes the face, fingerprint, iris, and voice.

Additionally, TAM is not limited to the study of user perception. Ajzen and Fish-
bein [57] proposed the Theory for Reasoned Action (TRA) as a framework for forecasting
and describing actions across a range of domains, including attitude, intention [58], and
motivation. TRA is a very broad concept intended to describe essentially any aspect of
human actions. To summarize, the proper determination of user perception is contingent
upon the users’ intention to use technology. Buabeng-Andoh [59] proposed a model for
predicting students’ intentions regarding mobile learning adaptation. A combination of
TAM and TRA was used to ascertain students’ intentions regarding m-learning usage
in the classroom. Banga and Pillai [60] discussed the factors that should be considered.
Biometric systems for mobile payments should include accuracy, capability, acceptability,
cost-effectiveness, and hygiene factors. Behavioral biometrics measure how an activity
was carried out rather than the outcome of the activity. For example, the login system is
responsive to the speed with which a user enters a username and password. TAM and
TRA were used in this study to establish a practical biometric relationship between six
significant factors: perceived usefulness and ease of use, as well as users’ trust and security,
attitudes, intention to use, and actual system use.

3. Materials and Methods

This research employed the Internet of Things (IoT) and facial recognition to propose
a student biometric recognition system for exam attendance. Comparing biometric technol-
ogy to the conventional method enables the replacement of student identification cards with
face recognition technology in examination rooms. Creating a fake student identification
card is simple. Each semester, students are subject to traditional verification using student
identification cards. During the midterm exam for the spring semester of 2020, a sampling
group of 161 first-year students was subjected to the biometric examination attendance
system. Students were separated into four classes for digital intelligence and software
science. The unimodal biometric recognition system was used in a single examination
session to examine student perception. The multimodal biometric recognition system was
also tested on the same test subjects during a later examination session.

3.1. Proposed Face Recognition Framework

In order to develop a prototype software system for exam attendance, our framework
outlined the specifics of biometric student recognition. The extension of the previous
framework in this study made possible the deployment and investigation of a student
examination attendance system based on the Internet of Things (IoT) in its present state for
unimodal biometric recognition with a single camera and multimodal biometric recognition
with two cameras, as illustrated in Figure 1. The student examination attendance system ran
on a Raspberry Pi 4 with 8GB of RAM and was linked to cameras and a monitor displayed
in front of the exam room. Our experiment utilized OpenCV and Python 3.9 to train and
test data. There were two primary system users (proctors and students). Teachers and other
staff members were assigned as proctors to monitor student examination attendance. A
proctor must authenticate with the system and enter the examination session to gain access.
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Figure 2a shows the home page of our examination attendance system. As depicted in
Figure 2b, each examination session includes information about the examination, including
the date, subject, time, student list, and proctors. Before entering the examination session,
students must register their faces and personal information in the system. The real-time
database system contained the facial templates of students from which the OpenCV face
recognition technology-trained system. Prior to entering the examination room, when
a student approaches, the proctor uses the verification mode to identify the student’s
face. The student examination attendance system can detect students’ faces, validate their
identity accuracy, and report on a student’s rate of accurate face recognition.

Login to Access to the
the system o § verification result
e SRl P € e B S S e b o
l Link to an Database System =
N exam session P " - S | e —
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Figure 1. Proposed student biometric recognition framework for examination attendance system.

In addition, as shown in Figure 2c, a single camera was used to identify and verify
the student’s face, a technique known as unimodal biometric recognition. Multimodal
biometric recognition requires two cameras to identify and verify the student’s face; the
system then calculates the average matching score, as shown in Figure 2d. Students
gain practical experience with a cutting-edge face recognition system. The educational
repercussion of biometric technology is the most challenging to implement. Therefore, in
this study, the authors compared how people planned to make decisions based on how
they used and satisfied biometric technologies in education.

3.2. Instrument

The questionnaire was separated into two major sections. The primary section exam-
ined the respondents’ demographic characteristics (age and gender) in our experimental
study. The secondary section of the study examined student perceptions using the Tech-
nology Acceptance Modal (TAM) and Theory for Reasoned Action (TRA). The following
five components were assigned to students: perceived usefulness (4 items), perceived ease
of use (6 items), trust and security (5 items), attitude (4 items), behavioral intention to use
(3 items), and actual system use (2 items). The survey respondents evaluated every item on
a 5-point Likert scale, varying from 1 (strongly disagree) to 5 (strongly agree). This study
included a total of twenty-three items. After the multimodal biometric verification was
completed and the students completed their examinations, the participants were surveyed.
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Figure 2. Samples of biometric recognition interfaces for examination attendance system: (a) the home
page of the system; (b) examination information sessions; (c) the screen of a unimodal recognition
result; (d) the screen of a multimodal recognition results.

3.3. Instrument Validation and Analysis

This study’s methodology was quantitative. A questionnaire was initially developed to
elicit student perceptions and test hypotheses. Perceptions and hypotheses were developed
in accordance with DeVellis and Thorpe’s guidelines [61]. The proposed method generated
a list of components to evaluate, defined the items within each element, specified the
measurement scale, and validated the model’s reliability and validity. Cronbach’s alpha [62],
compound reliability (CR), convergent validity (AVE), and item analysis were used as
indicators in the final step. SPSS was used to perform Exploratory Factor Analysis (EFA)
and construct validity checks on the biometric recognition processes. Additionally, using
the constructs’ covariance matrix, the Confirmatory Factor Analysis (CFA) designed on
Structural Equation Modeling (SEM) was assessed. Following that, one hundred and sixty-
one students were asked to assess the end-user perception of facial biometric recognition
with a 100% of response rate.

In addition, all study participants were given informed consent to ensure their contri-
bution was anonymized and voluntary. The information presented was especially for the
purpose of research. Justice, respect, autonomy, compassion, and confidentiality were all
guaranteed as ethical values.

3.4. Hypotheses

Figure 3 depicts the proposed hypothesis model based on TAM and TRA. The authors
labeled the following hypothesis about student perceptions of biometric recognition for
examination attendance: Perceived ease of use has a positive effect on perceived usefulness
(H1); trust and security have a positive effect on attitude (H2); perceived usefulness has a
positive effect on behavioral intention to use (H3); perceived ease of use has a positive effect
on behavioral intention to use (H4); attitude has a positive effect on behavioral intention to
use (H5); trust and security have a positive effect on behavioral intention to use (H6); and
behavioral intention to use has a positive effect on actual system use (H8).
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Figure 3. Proposed hypothesis model.

3.5. Evaluation Design and Data Collection

Using the extended TAM model, this study investigated the factors influencing the
acceptance of face recognition technologies. The SEM model validated and verified the
proposed hypothesis [63]. According to [64-66], at least 200 participants were required for
an acceptable SEM analysis or at least 5 cases per parameter for a simple SEM model. Since
this study contained 24 observable variables, the minimum sample size was 24 x 5 = 120.
Students were used to selecting 161 user samples voluntarily. This research did not involve
hazardous chemicals, equipment, procedures, animal or human testing, or the use of
animals. However, this study obtained informed consent from individuals before collecting
biometric data using and handling their facial biometric data. A consent form for facial
biometric collection outlined the introduction, purpose, use, handling, rights, and contact
information. As a part of the ethical research, the authors respected the participants’
voluntariness, anonymity, freedom, and confidentiality. Students could make an informed
decision about providing consent and then accept an individual’s consent signature for
collecting and using their facial biometric data.

3.6. Biometric Data Management

The management of collected biometric data is a crucial aspect of protecting the privacy
and safety of individuals. Biometric data must be stored securely, using encryption and
other security measures to prevent unauthorized access or data breaches. Administrators
and authorized personnel must be the only ones with access to biometric data. Biometric
information should be kept only as long as necessary for the purpose for which it was
collected and should not be shared with third parties. When the data are no longer required,
they should be deleted or anonymized to protect the privacy of individuals in accordance
with all applicable laws and regulations, data protection and privacy laws, and to ensure
that individuals have the right to access, correct, or delete their personal information.
This study was conducted in accordance with all the applicable data protection laws and
regulations, including the General Data Protection Regulation (GDPR) in the European
Union, the California Consumer Privacy Act (CCPA) in the United States, and Thailand’s
Personal Data Protection Act BE 2562. (PDPA).

4. Result and Discussion

Experiments were used to determine student perceptions of facial recognition for the
examination attendance system, followed by a survey of 161 students to collect the data.
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Students were exposed to the conventional method of identifying students with a student
card, unimodal face recognition with a single camera, and multimodal face recognition
with two cameras. Each participant completed a survey questionnaire at the conclusion
of the three examination sessions. This section provides a summary of the study of the
perceptions performed.

4.1. Desctiptive Statistic

Males were the majority of participants (57.10%). The ages were 19 years old (33.50%).
Table 1 shows the student demographic information in this research. The numerical
assessment results for each aspect variable in the survey are shown in Table 2. In all the
aspects, the three variables with the highest mean score (in order) were “The student
identification using biometric recognition is reliable” (4.04). “The biometric recognition
would be physically invasive” and “I would trust the face recognition system” had the
same high mean score (4.01). On the other hand, the variables with the lowest mean score
(in order) were “The biometric recognition does not require much effort to identify me.”
(2.74), “The biometric recognition is easy to use” (2.80), and “I think the face recognition for
examination attendance is more useful than the traditional method (student card)” (2.84).

Table 1. Student demographic information.

Item Description Sample %
Mal 92 7.1
Gender v 5710
Female 69 42.90
Age 18 107 66.50
19 54 33.50
Education level Freshman student 161 100.00

Table 2. Mean and SD of constructs and items.

Construct

Perceived Usefulness (PU)
[54,67,68]

Description Mean SD
PUT1: I think face recognition for examination attendance is more useful 284 0.766
than the traditional method (student card). : :
PU2: 1 think multimodal face recognition for examination attendance is 319 0818

more useful than unimodal face recognition.
PU3. The biometric technology is useful for my daily studies. 2.85 0.823
PU4. The biometric technology helps me increase my productivity during

2.94 0.834
my class.
PEU1: 1 think face recognition for examination attendance is easier than 285 0.654
the traditional method (student card). : :
PEU2: I think multimodal face recognition for examination attendance is
. p ) 312 0.714
easier than the unimodal face recognition.
Perceived Ease of Use (PEU) ~ PEU3: The biometric recognition is easy to use. 2.80 0.614
[54,69] PEU4: One of the reasons this system is useful is because of its ease of use. 2.87 0.603
PEUS: The student recognition is simpler to identify than the
" 2.92 0.642
traditional method.
'PEU6': Biometric recognition does not require much effort to 274 0.657
identify myself.
TS1: The biometric recognition would be physically invasive. 4.01 0.680
TS2: I would trust the face recognition system. 4.01 0.652
Trust and Security (TS) [56,70] ~ TS3: Student identification using biometric recognition is reliable. 4.04 0.660
TS4: The system can identify me correctly. 3.99 0.707

TS5: The system has high recognition accuracy. 3.96 0.660
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Table 2. Cont.
Construct Description Mean SD
ATT1: I feel that using biometric technology better than I expect. 3.89 0.707
ATT2: Most of my expectations of using face recognition system 389 0.689
Attitude (ATT) [57] were confirmed. : :
ATT3: I feel pretty much use biometric technology in my study. 3.74 0.712
ATT4: I can trust the biometric recognition system because of high security. 3.77 0.700
BIUT: I prefer biometric recognition for examination attendance than the
L 3.20 0.593
traditional method.
Behavioral Intention to Use ~ BIU2: I will use facial biometric recognition when I'have an 359 0,58
(BIU) [57,71] examination attendance. ’ ’
BIU3: T hope that biometric technology can be applied in university as
. 352 0.571
soon as possible.
ASUT: ITwould use a face recognition system for examination attendance. 3.70 0.537
Actual System Use (ASU) [72] ~ ASU2: I would recommend my university use a face recognition system for 378 0.559

student identification in all authentication areas.

4.2. Reliability Test

Confirmatory Factor Analysis (CFA) was utilized to validate the reliability test. Hair et al. [73]
defined construct validity so that the degree to which a collection of observed variables
correctly signified the theoretically quantifiable latent variables. Additionally, they assessed
the convergent and discriminant validity of postulated criteria. The findings confirm a
total of 23 items. As Bagozzi and Yi [74] suggested, no items were removed because
the standardized item loading exceeded 0.5. The factor loadings were more significant
than 0.50 and ranged from 0.606 to 0.992, indicating their high reliability. Additionally,
the instrument’s reliability, consistency, and validity were evaluated. As suggested, the
composite reliability (CR) value was greater than 0.70 and fell between 0.773 and 1.000 [75].
The average extracted variance (AVE) was greater than 0.50 and ranged between 0.533
and 0.999, indicating that the data are highly reliable. Cronbach'’s alpha coefficient values
were greater than 0.70 and ranged between 0.774 and 0.932, as Cronbach [62] suggested.
As shown in Table 3, all achieved and recommended measures and values demonstrate
convergent validity acceptance (CR > 0.70 and AVE > 0.50).

Table 3. Convergent validity and reliability of constructs.

Factor Loadings CR AVE  Cronbach’s Alpha

Cassug Ttery >0.50 >0.70  >0.50 >0.70

PU1 0.799

Perceived Usefulness PU2 0.915
(PU) PU3 0818 0.850 0.589 0.846

PU4 0.759

PEU1 0.622

PEU2 0.750

Perceived Ease of Use PEU3 0.856
(PEU) PEU4 0.781 0.864 0.520 0.859

PEU5 0.800

PEU6 0.789

TS1 0.790

TS2 0.869
Trust and Security (TS) TS3 0.959 0.932 0.735 0.932

TS4 0.913

TS5 0.861
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Table 3. Cont.

Construct Item Factor Loadings CR AVE  Cronbach’s Alpha

5050 5070 >0.50 >0.70
ATTI 0.853
. ATT2 0.888
Attitude (ATT) N 0597 0902  0.699 0.903
ATT4 0.828
‘ ‘ BIUL 0.679
Beha"‘gral(lgltg;h"“ o B 0.900 0823 0623 0.801
e BIU3 0.925
Actual System Use ASU1 0.954
st Koo bose 0937 0881 0.934

The discriminant’s validity was established because the square root of each construct
was more significant than their corresponding inter-construct correlation estimates, as
illustrated in Table 4. Therefore, all of the constructs were tested for their reliability and
validity, which also showed a significant level.

Table 4. Discriminant validity.

Construct PU PEU TS AT BIU ASU
PU 0.767
PEU —0.269 ** 0.721
TS 0.280 ** —0.059 0.858
ATT 0.160 + —0.108 0.480 *** 0.836
BIU 0.224* —0.165 + 0.175* 0.114 0.789
ASU 0.042 —0.008 0.051 0.108 0.220* 0.939

1p <0.100, * p <0.050, ** p < 0.010, *** p < 0.001.

4.3. Measurement Model Testing

According to Figure 4, the measurement model confirms that all six constructs (PU,
PEU, TS, ATT, BIU, and ASU) are the primary factors in the study that were examined using
the EFA model. The authors removed no items from the instrument to achieve the best
fit for the measurement model because their regression weights were larger than the bare
minimum acceptance measure of 0.60. To validate the measurement model, confirmatory
factor analysis was used. The authors tested the model-fit determines against the model’s
advised fit indicators (xz/df, GFI, RMSEA, RMR, NFI, CFI, IFI, and TLI) to validate the
overall goodness of the fit index. The results show that all values are significantly greater
than their relevant measures’ (conventional least acceptance) quantities [73]. The model
measurement of suitability indicators is shown in Table 5.

Table 5. Measurement of suitability indicators for the measurement model.

Model x? df 2ldf GFI RMSEA RMR NFI CFI IFI TLI
Standards 1<x?/df <3 >0.90 <0.08<0.1  <0.08<0.1 >0.90 >0.90 >0.90 >0.90
Acquired  437.90 237 1.848 0.907 0.073 0.028 0.938 0917 0918 0.903
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Figure 4. Measurement model of student perception toward biometric recognition.

4.4. Structural Model Estimation

As shown in Figure 5, our proposed exploration model was evaluated using SEM. Hair
et al. [73] explained how exploratory and confirmatory factor analysis techniques could
simultaneously examine multiple dependence relations. When the model’s constructs

have direct and indirect effects on one another, this analysis method is particularly useful.

The initial step in interpreting SEM results is to examine the model-fit indicator, which
demonstrates that the data perfectly fit the proposed model.

As shown in Table 6, the SEM model demonstrates that all fit indicators meet the bare
minimum acceptable standards. Figure 5 depicts the path significances, coefficients, and
variances justified for each affected variable.
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Table 6. Measurement of suitability indicators for the revised measurement model.

Model x? df ledf GHI RMSEA RMR NFI CFI IFI TLI
Criteria 1< xz/df <3 >0.90 <0.08 <0.1 <0.08 <0.1 >0.90 >0.90 >0.90 >0.90
Obtained  7.776 6 1.296 0.984 0.043 0.008 0.940 0.996 0.996 0.996

049
PU
A
2,
024 003
PEU S
091
o BIU ASU

Figure 5. Revised measurement model of student perception toward biometric recognition.

4.5. Hypoteses Test Results

Overall, the results support five of the eight hypotheses tested. As shown in Table 7,
the findings account for the following positive relationships: TS (8 = 0.469, p < 0.000) has
a highly significant positive impact on ATT, supporting hypothesis H2; PEU (8 = —0.288,
p <0.002) and TS (B = 0.230, p < 0.002) have a highly significant positive impact on PU, sup-
porting hypothesis H1 and H8; PU (8 = 0.169, p < 0.036) has a significantly positive impact
on BIU, supporting hypothesis H3, while PEU ( = —0.117, p < 0.137), ATT (8 = —0.024,
p <0.780), and TS (B = 0.115, p < 0.194) do not have a positive result for BIU; and BIU
(B =0.938, p < 0.000) has a positive influence on ASU, supporting hypothesis H7. How-
ever, TS exerts the greatest influence on PU’s decision to use facial recognition for the
examination attendance system, confirming hypothesis H3.

4.6. Discussion

According to our findings from the first research question, perceived usefulness is
significantly predicted by trust and security (H8) and perceived ease of use (H1). Our
accuracy factor was indicated in our item questions under the trust and security construct.
This study is consistent with Sidharta’s, Priadana’s, and Affandi’s [76], and Norfolk’s and
O'Regan’s [72] findings on trust and security based on biometric technology. They asserted
that a strong correlation existed between accuracy and perceived usefulness. Kanak and
Sogukpinar [55] discovered that perceived ease of use of biometric authentication systems
had a significant relationship with perceived usefulness in a situational relationship. Our
findings support the notion that students’ experiences with biometric technology have a
strong correlation with perceived ease of use and usefulness for identifying and verifying
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examination attendance. Students expressed a concern that using a face recognition system
would be more convenient than the traditional approach.

Table 7. Summary of results for hypotheses assessment.

Relationship

Hypotheses (Positive) Value p-Value Results
H1 PEU — PU —0.228 0.002 ** Accepted
H2 TS — ATT 0.469 0.000 *** Accepted
H3 PU — BIU 0.169 0.036 ** Accepted
H4 PEU — BIU —0.117 0.137 Rejected
H5 ATT — BIU —0.024 0.780 Rejected
Heé TS — BIU 0.115 0.194 Rejected
H7 BIU — ASU 0.938 0.000 *** Accepted
H8 TSehPU 0.230 0.002 ** Accepted

) <0001, ™ p < 0.05.

In this study, a construct of trust and security (H2) had a positive effect on attitude.
However, Norfolk and O’Regan [72] discovered an unexpected relationship between ac-
curacy and attitude toward use. On the other hand, this study discovered that trust and
security (H6) had no positive effect on behavioral intention to use. Our findings imply
that students involved in biometric technology can be trusted to maintain a high level
of security while minimizing identity fraud. For various reasons, students consider the
employment of biometric technology as an intelligent tool for examination attendance.

The findings indicate that perceived usefulness (H3) positively affects behavioral
intention to use. Additionally, behavioral intention (H7) was associated with a beneficial
effect on actual system use, as previously mentioned [77,78]. This evidence demonstrates
the numerous benefits of biometric technology for actual biometric recognition systems
in universities. Surprisingly, the results show that students” perceptions of perceived ease
of use (H4) and attitude (H5) have no positive effect on their behavioral intention to use,
which is supported by Norfolk and O’'Regan [72].

The results of the second research question indicate that multimodal biometric recog-
nition receives significantly more favorable ratings than unimodal biometric recognition.
Student perceptions of perceived usefulness and perceived ease of use received the highest
scores compared to other factors in the same constructs. According to Labayen et al. [79],
students are positively affected by multimodal biometric recognition.

5. Conclusions
5.1. Theoretical Contributions

Biometric technology has several potential applications, including K-12 education,
higher education, teacher education, and training. The empirical findings of this study
demonstrate that the application of biometric technology can transform traditional exami-
nation approaches, challenge established approaches to biometric examination attendance,
and enable exam aspects to improve security, reliability, and efficiency. Additionally, this
study discovered that when conservative and biometric identifications were compared,
they resulted in significantly different experience outcomes. Students preferred the face
recognition system over the conservative approach for examination attendance, which is
attributed to concerns about trust and security. Biometric recognition enables students to
easily and accurately identify and verify themselves. The results produced the following
conclusions as the study’s primary contribution:

o The framework for biometric examination attendance recognition was proposed and
a prototype application was developed. The study demonstrates the educational
biometric recognition framework’s practical outcomes, emphasizing unimodal and
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multimodal face recognition for first-year undergraduate students. Additionally, the
proposed architecture and system provide real-time face recognition of students for
examination attendance, information, and accuracy rates of face recognition.

o Toinvestigate students” actual system use, this research adopted a Model of Technology
Acceptance (TAM) and a Theory of Reasoned Action (TRA). The educational biometric
recognition factors considered student perceptions of ease of use, usefulness, attitude,
trust, and security.

o Trust and security are significantly related to IoT-based face recognition for class
attendance because they are essential to protect individuals’ rights and privacy, ensure
compliance with laws and regulations, maintain the integrity and security of the
system, and build trust with individuals.

e In comparison to traditional and biometric recognition for examination attendance,
multimodal face recognition is significantly more useful than unimodal face recognition.

5.2. Practical Implications

The biometric recognition framework of the examination attendance system can be
used to enhance the proctoring approach for student identification and verification in
elementary, secondary, and higher education. This study can provide new perspectives and
techniques for administrators, educators, and instructors with perception into an innovative
biometric recognition system for educational examinations and enhance security, reliability,
and efficiency.

At present, users increasingly accept biometric technologies in their daily lives, owing
to the convenience and speed with which they can be identified and verified. The authors
exclusively focused on face recognition for examination attendance in this study. Biometric
recognition can track students” movement between areas and eliminate the need for identi-
fication in various other ways, such as no student cards. Since 2019, due to the spread of
coronavirus disease, universities worldwide have adopted distance education, considered
the best solution for social isolation, less contact, and disease prevention.

Several steps can be taken to prevent errors in recognizing a specific image of a student
and any significant changes to their appearance in facial recognition systems used for class
attendance. One potential solution is to periodically update the stored images of students
in the system to reflect any changes in their appearance. This approach could involve
regularly scheduled re-enrollments or updates to the system, where students would be
required to provide updated images of their current appearance. Another solution is to
use more robust multimodal facial recognition systems that use multiple modalities, such
as thermal, depth, and 3D images, to improve the system’s accuracy and make it more
resistant to changes in appearance. Another approach could be to use a combination of
facial recognition technology with other forms of identification, such as a student ID card,
a password, or a PIN. To ensure that even if the facial recognition system cannot recognize
a student due to changes in their appearance, they will still be able to prove their identity
and access the class. It is also important to communicate with students about the potential
impact of changes in their appearance on the system’s accuracy and to provide guidance
on how they can update their data in the system in case of significant changes.

5.3. Limitations and Future Work

The limited use of facial recognition technology raises ethical concerns from different
perspectives, such as privacy, bias, transparency, surveillance, discrimination, misuse of
data, and lack of proper regulations. These ethical concerns must be carefully consid-
ered and addressed to ensure that the technology is used responsibly and ethically that
respects individuals’ rights and dignity. It is important to have clear guidelines, regulations,
and oversight mechanisms in place to govern the use of facial recognition technology to
minimize any negative impacts.

Future research on IoT-based face recognition for class attendance systems should
detail potential areas that can be undertaken to improve accuracy and performance. These
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include using multimodal systems, deep learning algorithms, data privacy and security,
addressing biases in the system, integration with other technologies, and real-time monitor-
ing. Researchers and educators could elucidate additional factors influencing individuals’
preferences for biometric recognition in their examination approaches. The university may
announce biometric recognition for student examination attendance without obtaining
permission. However, university administrators would be sensible to obtain consent from
students and research their perceptions before biometric recognition is used to replace
traditional processes. Thus, researchers and educators could further elucidate the factors in-
fluencing individuals’ preference for biometric recognition in their examination approaches.
Moreover, student biometric recognition can integrate online learning and assessment
systems, ensuring that students remain focused during their study sessions. These trends
are likely to persist in subsequent research.
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ABSTRACT Traditional identity verification of students based on the human proctoring approach can
cause a scam identity verification and ineffective processing time, particularly among vast groups of
students. Most student identification cards outdated personal information. Several biometric recognition
approaches have been proposed to strengthen students’ identity verification. Most educational adoption
technologies struggle with evaluation and validation techniques to ensure that biometric recognition systems
are unsuitable for utilization and implementation for student identity verification. This study presents
the internet of things to develop flexible biometric recognition systems and an approach to assess the
quality of biometric systems for educational use by investigating the effectiveness of identity verification of
various biometric recognition technologies compared to the traditional verification method. The unimodal,
multimodal, and semi-multimodal biometric technologies were tested using the developed internet of
things-base biometric recognition systems examined by applying the proposed quality metrics of scoring
factors based on-accuracy, error rate, processing time, and cost. Hundreds of undergraduate exam takers
were a sample group. Key findings indicate that the designed and presented systems suitably attain identity
verification of exam students using a unimodal biometric. The unimodal facial biometric system promises
excellent support. A unimodal fingerprint biometric system ensures second excellent aid for student identity
verification. However, multimodal and semi-multimodal biometric systems provide better accuracy with
fewer handling times and higher costs. This study contributes significantly to the knowledge of utilizing
biometric recognition for identity verification in smart educational applications.

INDEX TERMS Biometrics, recognition, identity, verification, Internet of Things, quality assessment.

I. INTRODUCTION

The internet of things (IoT) has ushered in a new era
of connectedness, allowing numerous objects and systems
to communicate and share data effortlessly [1]. This has
resulted in various applications, including biometrics [2].
In recent years, considerable advances have been in the
IoT research. Incorporating IoT technology into biometric
recognition systems enables real-time monitoring and remote
system access [3], thereby increasing system accessibility
and flexibility. Moreover, IoT technology can improve the
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approving it for publication was Rebecca Strachan
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accuracy and efficiency [4] of biometric recognition systems
by enabling the integration of several biometric modalities,
such as facial recognition and fingerprint identification [5].
These systems can leverage physiological or behavioral
characteristics to identify individuals uniquely, lower the
chance of cheating, and enhance educational security [6].
IoT-based biometric recognition systems can provide a more
secure and convenient method of identifying and confirming
students during classes and exams in the educational setting.
However, these studies also identify key implementation
issues, such as assuring the accuracy and dependability of
the identification process, protecting students’ privacy, and
controlling implementation costs.

NonCommercial-NoDerivatives 4.0 License.
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FIGURE 1. Traditional approach of examination takers’ identification
verification.

Moreover, information technology is a widely used in a
variety of educational tasks. To become a smart school digital
framework [7], numerous schools implement systems such
as registration systems, and schedule management systems
in their institutions [8]. However, the examination system
is one of the most important factors in determining each
student’s academic achievement. Although many educational
institutions have incorporated an electronic system into
examination tasks, such as web-based examinations [9],
online testing [10], and online examination systems [11],
previous research has focused primarily on how to manage
basic information and general tasks [12]. Student verification
is the examination’s most important and primary procedure
for identifying the correct candidate for school, class, and
examination authentications. Numerous educational insti-
tutions continue to use the conventional method, which
includes personal documentation (e.g., student card and ID
card), to verify exam takers. One of the most prominent
issues with the conventional examination approach is that
the proctor must be confident, and the student is the actual
exam taker. No technological tools are available to the proctor
to verify student identity. Even if a student’s photograph
appears on a personal document, it may not be possible
to identify the actual exam taker using the photo. The
student’s personal document is also susceptible to lose or
damage.

Checking a student’s identification documents, such as
a personal identification card, a student identification card,
and a driver’s license card is the standard procedure for
confirming a student’s eligibility to take an exam. Numerous
complexities associated with this approach. At Valaya Rajab-
hat University in Thailand, for instance, the conventional
approach to verifying student identity documents prior to
entering an examination room is depicted in Fig. 1.

As shown in Fig. 1, verifying the identity of each
exam candidate involves multiple steps and considerations.
A student must present his/her document to a proctor prior
to taking an exam. The proctor must then verify and match
the information as well as the photo on the identification
document to the specific student. There are multiple potential
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causes for student verification, the first of which is how the
proctor determines that the student is the actual exam taker.
The student is granted access to the examination room if the
student and the identification document match. The second
scenario addresses the proctor’s actions in the absence of
an identification document. The proctor must contact the
administrator of the registrar office at the university. The
administrator must then provide the students with a one-day
temporary identification card. In the third scenario, if the
proctor suspects an exam taker, the student may request
additional documentation or leave the examination room.
Typically, proctors walk around the examination room to
collect each student’s signature. Consequently, this action
may disturb the concentration of other test-takers during the
exam.

An automated verification system is a contemporary
method of identifying the correct individual. Several auto-
mated verification systems that employ biometric technolo-
gies have been proposed. The use of biometric technology
in identity verification systems has several advantages over
traditional identity verification. Access control using finger-
print recognition [13], face recognition to grant access [14],
healthcare [15], citizen identification [16], [17], security
systems [18], finance [19], airport [20], canteen management
systems [21], visitor management systems [22] and parking
management systems [23], [24], [25] have addressed the
advantages of implementing biometric technologies. Bio-
metric technology is a practical and useful alternative for
verifying exam takers. Students were not required to provide
or present identification during the examination. However,
automated student verification requires extensive research
into personal information technology verification design and
development. Certain researchers have implemented a uni-
modal biometric technique as a face or voice-only biometric
technology. Multiple biometric modalities are utilized in
multimodal biometrics to ensure system quality and prevent
biometric systems from having a single point of failure
[26]. The biometric protocol gaps between unimodal and
multimodal biometrics for identity verification in education
are primarily concerned with the cost and accuracy of
identity verification [27], [28]. The system evaluation is
a crucial stage when standard objectives are evaluated to
compare the new system’s performance to those of the
existing system [29]. There has never been a system that uses
multimodal biometrics to verify the identity of students taking
exams. Therefore, this research proposes an education-based
biometric recognition system for identity verification services
that focuses on a quality assessment metric.

This study makes three contributions to the scientific
community as follows:

e The authors propose a system design and software
development for examination management and biometric
recognition systems using the [oT technology named bio-
metric examinee personal verification system (BEPVS). The
proposed system can support face and fingerprint recognition
using many verification protocols.
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o The authors compare the system quality of unimodal,
semi-multimodal, and multimodal biometric examination
verification systems. The quality measurement metrics for the
proposed system are a pioneer investigation. The practical
application’s quality measurement metrics of biometric
verification systems consisted of accuracy rate, error rate,
response time, and cost.

o A relevant evaluation result for measuring the quality of
each biometric verification protocol is analyzed to summarize
the optimal biometric technology of IoT-based development.

The rest of the paper is organized as follows: Section II
presents the literature review and theoretical background. The
methodology used in this paper is deliberated in Section IIL.
The experimental evaluation is described in Section IV.
Section V reports the results and presents the discussion.
Finally, Section VI summarizes the conclusions of this
research.

1. LITERATURE REVIEW

This section summarizes the biometric technology principles,
unimodal and multimodal biometric technologies, biomet-
ric verification systems in education, Internet of Things
platforms for biometrics, and open-source computer vision
(OpenCV) image processing for application development.
The following section describes the works mentioned in this
article.

A. BIOMETRIC TECHNOLOGY

Surveillance, identification, and access control are the three
most prevalent biometric technology uses [30]. Numerous
types of biometric technology-related research include algo-
rithms, architecture, modalities, and applications. Physical
biometrics focuses on human physical measurements such
as the face, fingerprints, palm, retina, iris scans, and hand
geometry. Behavior biometrics focuses on human operations,
including voice, signature, gait, keystroke dynamics, and
other activities (for instance, behavioral biometric authen-
tication on smartphones [31]). Chemical biometrics are
concerned with chemical identifiers, such as a person’s scent.
The biometric system can be classified as either unimodal or
multimodal [32].

B. UNIMODAL BIOMETRIC TECHNOLOGY

The unimodal system uses a single biometric verification
source, such as the face, iris, fingerprint, palm, or other
distinctive human body parts.

Face recognition - The unimodal system employs a
single biometric verification source, such as the face, iris,
fingerprint, palm, or other distinctive human body parts. The
human face is a well-known biometric characteristic utilized
in various applications, including criminal identification,
security systems, forensics, surveillance systems, credit
card verification, etc. According to [33], the face is a
passive biometric, and face images are used for effective
development regardless of the individual’s participation. The
facial recognition system is a biometric artificial intelligence

VOLUME 11, 2023

system that identifies individuals by analyzing patterns of
facial texture and shape patterns. Face biometrics primarily
rely on visible imagery because temperature and eyewear
have no effect on face verification.

Face recognition is a commonly used method for iden-
tifying or validating a person, and it is utilized in a
variety of scientific disciplines. The three primary aspects
of face biometrics are face recognition, feature extraction,
and face matching. Recent studies [34], [35] focused on
face recognition techniques and implemented real-time face
recognition systems using Raspberry Pi, internet of things
device. Yadav and Vishwakarma [36] proposed a novel,
sophisticated, and efficient framework based on the interval
type-1I fuzzy membership with the kernel-based sparse
method. The percentage of pixels contributing to the image
was determined using interval type-II fuzzy logic, specifically
an extended interval type-II membership function. Using
the K nearest neighbor and Euclidean distance metric for
sparse representation, the experimental analysis revealed a
two to ten percent increase in accuracy over the current
standard.

Kas et al. [37] presented a novel method for developing a
feature descriptor called mixed neighborhood topology cross
decoded patterns (MNTCDP) that can be combined across
platforms to produce robust, computationally affordable, and
simple solutions. MNTCDP depends on the pattern encoding
scheme and neighborhood topology to produce a stable
and discriminative face representation. Face alignment and
detection supervised image classification, and the K-Nearest
Neighbor classifier can improve precision rates. Experiments
were conducted on the YALE, ORL, FERET, and AR
datasets under various illumination conditions, and it was
determined that the proposed MNTCDP descriptor exhibits
outstanding performance. Yaddaden et al. [38] presented
an efficient facial recognition system based on a Convo-
lutional Neural Network architecture and radio-frequency
identification (RFID) tags equipped with an error detection
module. The experiment was conducted on five benchmark
facial expression datasets and yielded promising results
above 95 percent, with a false positive detection rate that
was decreased by 20 percent and consistently improved
results.

Fingerprint recognition - Fingerprint recognition is a well-
established biometric technique. Hardware is used to collect
and scan fingerprint data by the development system. Each
fingerprint recognition technique utilizes a unique fingerprint
data format. Awojide et al. [39] developed a biometric
fingerprint system for candidate authentication in Nigeria
Institution Examinations using online-based pattern recogni-
tion. Taileb [40] provided fingerprint recognition and RFID
technology to verify students. Tatar [41] presented a novel
algorithm for fingerprint recognition to illustrate research
employing a novel algorithm. A finger vein recognition
system has two primary phases: enrollment and verification,
according to Wencheng et al. [42]. First, finger vein images
are captured and enhanced for quality.
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The extracted features are then saved as templates. In the
second authentication phase, a vein sample is extracted
from the user’s finger for testing, followed by preprocessing
and feature extraction techniques. The testing features were
compared to the stored templates to display the verification
result. In their study, Xi et al. [43] proposed a framework
for a biometric system based on the finger vein modality,
employing the discriminative binary code method and the
PolyU and MLA databases. Moreover, they use supervised
information and support vector machines (SVM) to make
discriminative binary codes (DBC) more discriminatory
and shorter. Various biometric systems, including Noma-
Osaghae et al. [44], have granted door access using an iris
and fingerprint verification.

C. MULTIMODAL BIOMETRIC TECHNOLOGY

Numerous researchers have examined multimodal biometric
verification to improve the performance of the biometric
recognition systems used to verify exam takers. Emmanuel
and Ogadimma [45] created a multimodal cloud-based bio-
metric service for online examinations. The proposed system
uses face and voice recognition to access cloud services so
students can access web-based examinations. Mir et al. [46]
designed a novel framework for multimodal systems. The
system utilized face and fingerprint images with block-based
and feature-image matrices. The proposed method retrieved
the semantic features of the middle layer of local biometric
features, resulting in improved characterization capabilities,
reduced dimension, and high accuracy rates for multimodal
biometrics. They achieved highly stable and generalizable
outcomes using the variational bayesian extreme learning
machine (VBELM). The experimental results demonstrated
greater precision, efficiency, and consistency in testing than
conventional techniques.

Gomez-Barrero et al. [47] presented a method for devel-
oping a multibiometric system based on the homomorphic
encryption method, with all encrypted database information.
Multibiometric fusion utilized the characteristics, scores, and
decision levels. On Biosecurity identification’s online signa-
ture and fingerprint database, experiments were conducted.
The system complied with the ISO/IEC 24744 requirements.
Walia et al. [48] proposed a robust biometric system based on
the optimal score-level fusion model and multiple identifiers.
The system considered iris, finger vein, and fingerprint
biometric modalities. The backtracking search optimization
technique and proportional conflict redistribution rules were
utilized in this study. Using multiple traits and a fusion
approach to biometric scores produced better results than a
single biometric. The multimodal system can be divided into
the following four subcategories:

o Multiple modalities: the examination uses more than
two types of biometric technology, such as face image and
fingerprint verification. For instance, Ammour et al. [49]
utilized the face and iris to identify a system user.
Gunasekaran et al. [50] fused the face, fingerprint, and iris
for the purpose of identifying individuals.
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o Multiple sensors: the same inspection pattern is utilized
with multiple sensors, such as images from two cameras. For
instance, Zhao et al. [35] utilized two mobile phone cameras
to detect the objects.

o Multiple features: multiple algorithms are used to extract
images or data from the source [51], such as extracting
fingerprint images using the first and second methods.

o Multiple and repeated occurrences: multiple biometric
forms are used, such as left and right iris images for iris recog-
nition, or the same biometrics are used multiple times. A brief
overview of deep learning techniques for the re-identification
of individuals. Fenu et al. [52] and various publications on
multimodal biometrics presented a multibiometric system for
continuous student authentication in e-learning platforms that
uses face, voice, touch, mouse, and keystroke verification
to authenticate students for e-learning. Traore et al. [53]
designed a framework for a multimodal biometric system
for online examinations via continuous image capture with
a webcam.

D. BIOMETRIC EXAM TAKER VERIFICATION SYSTEM
Many obstacles are involved in the biometric verification
of test-takers in higher learning. To support the biometric
verification technology, a number of factors, including the
integration of an existing system, the developers™ skills,
and the technology’s maturity, must be considered. Using
fingerprint recognition [54] provided a safety infrastructure
for the online examination. The biometric system developed
to authenticate examinees in Nigeria was created by [45].
Another reason for utilizing biometric technology in edu-
cational institutions, such as those researched by [46]. The
objective of Okokpujie et al. [55] was to develop an iris-
based biometric system for verifying the student’s attendant.
A smart door using biometric development enhanced a
security system [22]. The BEPVS [56] was presented with
the conceptual design model for verifying exam takers, which
included components for developing a biometric system.
The six components of an examinee biometric information
system are illustrated in Fig. 2 of the BEPVS conceptual
model. The purpose of this framework is to demonstrate
the creation and implementation of the biometric exam-taker
verification system. Examiner information, the examination
information system, the result and output, biometric technol-
ogy, the biometric examinee personal verification system, and
the intelligence system are the six principal components of
the system development framework.

The BEPVS conceptual framework also presented the
specifics of a revised software design model created software
for use in an educational institution. Fig. 3 depicts the
BEPVS architecture, consisting of thirteen system com-
ponents demonstrating the design and development of a
biometric exam-taker verification system.

Exam taker information is provided by examiner informa-
tion (EI) component. The examination information system
(EMS) component provides an examination information

VOLUME 11, 2023
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FIGURE 3. Biometric recognition framework in education.

management system. A component of the examination
information database (EIDB) manages the student database
by communicating with a component of biometric informa-
tion (BI) stored on a component of the biometric device
(BD). Exam taker verification system (ETVS) component
responds to detect and identify students using exam taker
verification (ETV), examination schedule database (ESSDB),
and examination schedule system (ESS). A Personal Man-
agement System (PMS) and personal management database
(PMDB) components oversee student data creation, retrieval,
modification, and deletion. A personal management system
(PMS) is an administration system of faculty in the educa-
tional institute. A result component provides feedback on a
student’s system identification. An intelligent component of
the system prepares for a future support system for artificial
intelligence.

E. BIOMETRIC TECHNOLOGY ON INTERNET OF THINGS
PLATFORM

The IoT is currently the most popular platform for human
life support, particularly in education [1], [7], [8]. Utilizing
biometric technology on IoT platforms has the advantages
of being economical, compact, and mobile. Recent studies
have demonstrated various biometric applications utilizing
the Internet of Things to create systems and applications.
Emerging internet of things services in smart cities, industry,
smart homes, and personal assistants, among others, require
security at multiple stages. Intruders may inject fabricated
data into the communications of the internet of things.
Applying security to IoT devices makes it possible to realize
mobility, portability, and multiple services. These issues are

VOLUME 11, 2023

FIGURE 4. (a) Eigenfaces, (b) Fisherfaces, and (c) LBPH in OpenCV.

circumvented by utilizing biometric security, which does
not require action or memory. Biometric authentications are
popular, more reliable, and user-friendly than conventional
methods. The previous research has discussed IoT issues
and challenges regarding biometric security and application,
including where biometrics can be integrated into IoT
infrastructure [26], [51], [57].

F. OPENCV FACE RECOGNITION DEVELOPMENT

OpenCV is a well-known artificial intelligence library for
image processing founded in 1999 by Intel. The cross-
stage library emphasizes continuous image processing and
includes non-patent-protected implementations of the latest
computer vision calculations. OpenCV now includes a
programming interface for the C, C++-, Python, and Android
programming languages. OpenCV is distributed under the
BSD license, which is used for academic projects and
commercial products. Fig. 4 illustrates OpenCV’s three
primary algorithms.

Eigenfaces - The image depiction is rendered with a
high degree of dimension. Two-dimensional PQ grayscale
images span PQ-dimensional vector space, so a 100 x
100 pixel image resides in a 10,000-dimensional image space.
A developer can settle on any variation in relevant data
and search for information. Pearson [58] and Hotelling [59]
independently proposed the Principal Component Analysis
(PCA) to transform a large number of possibly related factors
into a more compact arrangement of uncorrelated factors.
Frequently, associated factors represent a high-dimensional
dataset. The majority of the data is comprised of a handful
of significant aspects. The PCA technique tracks down the
bearings with the best difference in information called the
head parts. Fig. 4 (a) illustrates the Eigenfaces of OpenCV
image processing.

Fisherfaces - Principal component analysis (PCA), the
core of the Eigenfaces method, identifies a direct mixture of
components. The method accentuates the extreme fluctuation
in data. Although this is an unquestionably excellent method
for addressing data, it does not consider classes. As a result,
many discriminative data could be lost when discarding parts.
Imagine a scenario in which an external source modifies
the information of a user. Let there be no darkness. The
components distinguished by a PCA lack discriminative data,
so the projected examples are dispersed, making it impossible
to characterize the population. The fisherfaces of OpenCV
image processing are depicted in Fig. 4 (b).
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Local binary pattern histogram (LBPH) - Eigenfaces
and fisherfaces are adaptable to support a comprehen-
sive acknowledgment strategy. Information is represented
as a vector in high-dimensional image space. High-
dimensionality is awful, so a lower-dimensional subspace
is distinguished and (presumably) utilized to store useful
information. The Eigenfaces strategy expands the total
dissipate, which can cause issues if an external source
fluctuates since parts with the greatest difference in overall
classes are not useful for arrangement. The authors have
utilized a linear discriminant analysis to safeguard some
discriminative data, which was enhanced according to the
fisherfaces method.

Numerous types and techniques have been investigated
by analyzing the development performance of biometric
systems. Under various weather conditions, Ahsan et al. [60]
compared the performance of three facial recognition algo-
rithms in OpenCYV, including eigenface, fisherface, and local
binary pattern histogram-based methods. In their research,
the evaluation criteria were the accuracy, precision, recall,
F1 score, and execution time. According to the findings of
their study, LBPH had better outcomes than other treatments.
Fig. 4(c) depicts the LBPH of the OpenCV image processing.
The factors used to assess biometric efficiency in the various
domains are presented in Table 1.

Ill. RESEARCH MIODEL AND HYPOTHESES

This primary objective of this study was to experimentally
investigate a biometric recognition system for education.
This investigation commences with a framework design
for IoT-based biometric technologies, which consists of
designing and developing a biometric exam-taker manage-
ment system and biometric verification architecture. The
authors developed an IoT-based biometric verification system
that supports various biometric technologies, including face
and fingerprint-based unimodal, multimodal, and semi-
multimodal biometrics. The developed system’s effectiveness
and efficiency have been evaluated. The accuracy rate,
error rate, response time, and cost are used to compare the
effectiveness and efficiency of using a biometric verification
system for exam takers. Four biometric approaches involve
the experimental study of the system’s evaluation: zero-
biometric (Z), unimodal biometric system (U), multimodal
biometric system (M), and semi-multimodal biometric
system (S). Using face and fingerprint experiments, the
authors implement a biometric verification system for each
testing group. Identifying the sampling group, testing the
system, and collecting data for each testing group are the
three aspects of each experiment. This study has compared
each experimental outcome by determining which biometric
protocol best suits the biometric verification system for
educational applications.

A. RESEARCH OBJECTIVES AND HYPOTHESES
The authors have adopted the BEPVS conceptual frame-
work [56] depicted in Fig. 3. To investigate the research
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TABLE 1. Survey of perf e eval criteria in bi ic system
usages.
References Evaluation Criteria Factors
Dube et al. A framework for - Performance
[61] evaluation of biometric - Privacy
based authentication - Security
system
Kanak and BioTAM: A technology TAM + Trust
Sogukpinar acceptance model for - Public willingness
[62] biometric authentication - Confident
systems - Estimate Privacy
- Estimated Security
Zhou [63] Evaluation of biometric Universality,
recognition in the Covid- Permanency,

10 period

Uniqueness, Accuracy,
Acquisition, Usability,

Safety
Oheral [64]  Usability evaluation model - Technical aspect
for biometric system (Effectiveness,
considering privacy Efficiency)
concern based on MCDM - Ergonomic aspect
model (Anthropometry-fit,
Accessibility,
Affordance
Psychological aspect)

- Psychological aspect
(privacy concern,
Satisfaction)

Malatji etal.  Acceptance of biometric Performance, User
[65] authentication security Acceptance,
technology on mobile Acquisition Device
devices
Ammour Multimodal biometric Accuracy (FAR, FRR)
etal. [48] identification system based
on the face and iris
Siddique Reliability and acceptance  Reliability, Ease of
et al. [66] of biometric system in use, Security, Cost
Bangladesh: Users
perspective
El-Abed et Evaluation of biometric Universality,
al. [67] systems Uniqueness,
Permanency,
Collectability,
Acceptability

Ahsan et al.
[60]

Evaluating the
performance of eigenface,
fisherface, and local binary
pattern histogram-based
facial recognition methods
under various weather
conditions

Accuracy, Precision,
Recall, F1 Score,
Execution Time

objectives, the practical implementation of an IoT-based
biometric system for exam taker verification is also created.
This section describes the design and development of the
experimental system in accordance with the IEEE systems
design—software design descriptions (SDD) standard [68]
and systems and software engineering - Systems and
software quality requirements and evaluation (SQuaRE) [69].
Use-case diagrams represent the context viewpoint, class
diagrams represent the information viewpoint, deployment
diagrams show the composition viewpoint, and graphi-
cal user interface (GUI) diagrams represent the interface
viewpoint, and sequence diagrams represent the interaction
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FIGURE 5. Biometric verification processing framework.

viewpoint. Using this study’s quality assessment metric
approach, the following are the primary concerns for
confirming and evaluating the practical use of the IoT-
based biometric recognition system for identity verification
services.

Using IoT technology, the first objective is to propose soft-
ware design and development for examination management
and biometric recognition systems with face and fingerprint.
IoT-based biometric examination verification systems can
utilize unimodal, semi-multimodal, or multimodal biomet-
rics. Consequently, the feasibility and promise of biometric
technologies used for student identity verification can be
evaluated by effectiveness and efficiency to determine if the
IoT-based biometric system for verifying exam takers could
adequately replace traditional proctoring for student identity
verification.

The secondary objective is to examine quality mea-
surement metrics for the biometric verification system
by analyzing biometric effectiveness in an actual exam
environment. The proposed quality metric for biometric ver-
ification of students in actual examination classrooms could
evaluate and ensure biometric quality assurance of accuracy
rate [49], error rate [23], [70], response time [46], and
cost [66].

The hypotheses of this study are identified as contributing
to biometric assessment quality assurances for educational
applications. The following are the answers to the questions
posed by the hypothesis:

Hypothesis 1 (H1): The quality of the unimodal biometric
system for verifying exam candidates is superior to that of a
conventional system.
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Hypothesis 2 (H2): The quality of the multimodal biomet-
ric system for verifying exam takers is superior to that of a
conventional system.

Hypothesis 3 (H3): The multimodal biometric system for
verifying exam takers is of a higher quality than the unimodal
biometric system.

B. BIOMETRIC DATA ENROLLMENT

Fig. 5 depicts the system architecture derived from the
revised design model of a biometric examinee personal
verification system as illustrated in Fig. 3. Examinee registra-
tion, biometric collection, biometric verification, biometric
databases, and verification results are components of the
biometric verification processing framework. The framework
comprises two major components: exam taker enrollment and
authentication.

The data enrollment or training phase involves collect-
ing test-takers biometric information into a database. The
information about the exam taker is typically personal
information, including biometric data. The system can collect
personal information from existing data by accessing student
identification numbers. However, biometrics collection is
contingent on the biometric trait and devices used. This
study employs the face and fingerprint as biometric system
characteristics. Face and fingerprint biometrics share similar
data collection procedures. By implementing an IoT-based
biometric verification system in front of the examination
room, the biometric registration device must install drivers,
set the verification environments, and configure parameters
to function correctly. After acquiring a student’s face and
fingerprint, the feature extraction processes commence, and
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FIGURE 6. General use-case diagram of g
system.

the system registers students’ biometrics and information
as a training set in a database. Face and fingerprint-based
multimodal biometric systems have been investigated in
this study. Therefore, two biometric scanners are config-
ured to support dynamic manners. Each scanner device
can seamlessly switch between unimodal and multimodal
modes. The IoT-based biometric verification system box
is developed as a biometric system controller. The smart
box can scan facial and fingerprint biometrics and manage
biometric recognition algorithms for experimental data
enrollment.

The testing phase of biometric recognition is a verification
procedure utilizing an, loT-based biometric verification
system for exam takers. The verification of an exam taker’s
identity relies on biometric datasets. A smart box permits
flexible examination verification protocols. If a test taker
uses face-only biometric verification, the system verifies
only the test taker’s face. The verification result can be
determined by accuracy and error rates by comparing recent
biometric datasets from training sources in the database
system. The results of the detection is then reported as
the verification value. Educational administrators can utilize
face and fingerprint biometric systems to match a test-
biometric taker’s data with the biometric data stored in a
database.

C. EXAMINATION MANAGEMENT SYSTEM DESIGN

Fig. 6 depicts a use-case diagram that describes the system’s
actors and their respective responsibilities. Beginning with
a user needs survey, the authors analyzed and designed the
exam taker biometric verification system using a use-case
diagram containing three actors: the exam taker, the admin-
istrator, and proctor. The test-taker biometric verification
system consists of twenty-two key processes. Administrators

22774

are responsible for managing all data, including exam
subjects, exam information, biometric information, proc-
tors, exam lists, exam locations, and student information.
The examinees use the system to register their biometric
data and review the exam details. Proctors utilize the
biometric verification system to verify the identity of
examination candidates and monitor the functionality of
the system. Fig. 7 depicts a database system with a class
diagram format, a data format, and a relationship for the
biometric exam-taker verification system. The developer
team can create the database system. Seven classes make
up the database collection (verified-result, examsched-
ule, examinerbiometricinfo, examiner, subject, place, and
proctor).

D. INFRASTRUCTURE DEVICES

The loT-based biometric verification system consists of
the hardware of the system, face images and fingerprint
template-based biometric technologies. This research uses
two biometric devices: an 8-megapixel Raspberry Pi camera
for face recognition and a fingerprint scanner (Arduino
compatible). Raspberry Pi cameras can capture 1080p images
with a high resolution and can be completely programmed.
A Raspberry Pi 4 8GB is connected to a camera, fingerprint
scanner, and monitor in front of an exam room. This research
uses two Raspberry Pi Camera (8-megapixel) biometric
devices for face recognition. The Raspberry Pi camera can
capture high-resolution images, 1080p video in full HD, and
programmable code. Fingerprint scanners compatible with
Arduino are used for fingerprint recognition. In Table 2, the
specifics of each device are listed.

E. IOT-BASED BIOMETRIC VERIFICATION SYSTEM DESIGN
AND DEVELOPMENT.

Fig. 8 represents an overview of the experiment’s IoT-based
biometric verification system architecture. EDIB, ESSDB,
and PMDB were developed using MySQL server as a cen-
tralized biometric database to support web-based application
programs for exam taker verification systems. Students face
images, and fingerprint templates were collected and stored in
a centralized database. Each training dataset for an IoT-based
biometric verification system must be used to train the two
biometrics listed below:

o Face recognition training: The system is developed using
the OpenCV library with Python and the LBPH model as a
face recognition algorithm to recognize a student’s face.

o Fingerprint recognition training: The OpenCV library
and Python programming language, in conjunction with the
scale-invariant feature transform (SIFT) algorithm, are used
to extract key points and detect descriptors for the best-
retained features.

After receiving the examination room’s student roster, the
proctor logs into the system during the verification phase.
The students formed a single line in front of the examination
room, awaiting verification. Each student requires to use face

VOLUME 11, 2023



M. Rukhiran et al.: loT-Based Biometric Recognition Systems in Education for Identity Verification Services

IEEE Access

ResutiD

Examiner N has.
ExamSchedule

Resut

memo

getReport(|
getSumenReport)

has . ExamioedD
T ExameName
EurinssCender
ErxaminerDOB
EssmirmeBometncr

FIGURE 7. Class diagram of exam taker biometric verification system.

[/ rssnn
| EIDB _ PMDBY\

(8

2, Face = —
2 1 6. Two
3. Fingerprint \r[nl’-hmd W\I‘.'mt\ — Fingerprints
4 4
7. Face then 8. Fingerprint
Fingerprint thea Face.

FIGURE 8. Overview of experimental scenarios of loT-based biometric
identity recognitions system.

and fingerprint biometric verification to identify the identity
phase as follows:

o Face recognition matching algorithm: The system
matches biometric data utilizing the LBPH model within the
OpenCV framework.

o Fingerprint recognition matching algorithm: The authors
used feature matching with the fast library for approximate
nearest neighbors (FLANN) algorithm to match the finger-
print image of the exam taker with the pattern from the
database.

The quality scores and scanning times for student recog-
nition were recorded in a database log and displayed on an
LCD screen after biometric verification.
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This study categorizes the potential biometric verification
case studies into eight identity verification approaches. The
first method employs identification cards. Other approaches
rely on biometrics for identification. The second method
employs facial biometrics, while the third method employs
fingerprint biometrics. The fourth method employs face and
fingerprints. The fifth method uses a face captured by two
cameras, while the sixth method uses fingerprints captured
by two scanners. The seventh method uses the face, then the
fingerprint, while the eighth method uses the fingerprint, then
the face. Each biometric protocol’s configuration is handled
by a single-board computer (Raspberry Pi 4). Over a wireless
network, the Raspberry Pi 4 connected to biometric devices
captures a student’s identity and retrieves the student’s
biometric from the database system to determine whether the
student is authentic or fraudulent.

IV. METHODOLOGY

The experimental methodology includes collecting and
analyzing datasets, training and testing datasets, comparing
various biometric verification approaches, and evaluating
biometric quality criteria for effectiveness and efficiency.

A. DATA COLLECTION AND ANALYSIS

The preparation and conduct of this study occurred between
January and October of 2022. This research meeting was open
to sixty undergraduates from three examination classrooms
at the Valaya Alongkorn Rajabhat University, Thailand. The
authors explained the research’s objectives, contents, and
methodology to the students. When students had questions,
the authors provided online contact information to the
researcher and research assistant. The authors informed the
students through consent that they would provide facial and
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TABLE 2. Biometric device specification in development.

Biometric
Device

&

Specification Cost

Raspberry Pi Camera (8mp) $40
- Sensor: Sony IMX219
- Sensor Resolution: 32480 x 2464 (8
megapixels)
- Sensor Image Area: 3.69 x 2.81 mm
- Pixel Size: 1.12um x 1.12um
- Optical Size: 1/4”
- Video: Dimension: 25mm x 23mm x
9mm /0.98” x 0.90” x 0.35”

1920 x 1080 (1080p), 30 fps

1280 x 720 (720p), 60 fps

640 x 480 (480p), 90 fps
- Weight: (Camera board + attached

cable): 3.4¢g
- Fingerprint reader Adafruit R305 $55
A - Fingerprint Imaging Time: less than 1
second
- Match Mode: Compare Mode 1:1

- Search Mode: 1: N

- Window Area: 14 mm. x 18 mm.

- Signature File Size: 256 bytes

- Template File Size: 512 bytes

- Storage Capacity: 162 templates

- Safety Ratings: 1 (low) to 5 (high)

- False Acceptance Rate: less than 0.001%
- False Reject Rate: less than 1%

- Interface: Serial UART TTL

- Baud Rate: 57600 by default (9600,
19200, 28800, 38400, 57600 configurable)
- Working Temperature Rating: -20 to +50
Degree Celsius

- Working Humidity: 40 to 85 %RH

- Full Dimension: 56 mm. x 20mm x
21.5mm (Hx W x L)

Raspberry Pi 4 Model B $335
7 -BCM2711 SoC
3 - 8GB. DDR4 RAM

-USB3.0

- PoE Enabled

LG 50 inches UQ8000PSC UHD 4K Smart ~ $315
. ™v

Raspberry Pi Black $20
- - Grey QWERTY (UK) Raspberry Pi

Keyboard

256 GB MICRO SD Card $40

Pair wires $10

- GPIO Extender cable male female 40 Pin
- Jumper wire male to female

Stk
Frorce 690

R

fingerprint biometric data voluntarily. Students’ information
confidentiality and biometric information were safeguarded
and only used to verify their identity in front of examination
rooms on scheduled examination dates. All the students
consented to participate in the research project. To ensure
the accuracy of the biometric data, each student’s face and
fingerprint recognition during the training and testing phases
must reach an accuracy score of 85 percent. The study
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recruited thirty students by dividing each sample group into
two types of exam takers: five fake exam takers and twenty-
five real exam takers. The first sample group confirmed each
student’s identity using an IoT-based biometric verification
system. A second sample group was subjected to traditional
examination proctoring in which an identification document
verified each student’s identity.

By comparing zero-biometric, unimodal, multimodal, and
semi-multimodal biometrics, the data analysis measured
the quality of an IoT-based biometric verification system.
As depicted in Fig. 9, the metric performance of the quality
measurement could be assessed using a combination of
conventional and biometric verification techniques. The pro-
tocols for detecting student identification consisted of 1) stu-
dent identification for a traditional method of verification as
a zero-biometric. 2) The facial unimodal biometric system
recognizes only the face. 3) Only fingerprint recognition is
supported for the unimodal biometric system. 4) Face and
fingerprint verifications for a multimodal biometric system.
5) Face recognition through two cameras for a multimodal
facial biometric system. 6) Fingerprint examinations utilizing
two scanners for the multimodal fingerprint biometric
system. 7) Face and then fingerprint verification for the semi-
multimodal biometric system. 8) For the semi-multimodal
biometric system, fingerprint verification is followed by face
verification. Comparing traditional and biometric verification
methods, the system then calculates the exam-identity taker’s
recognition results for quality scoring.

B. TRAINING AND TESTING DATASET

This experiment’s dataset preparation consisted of two
distinct phases: preparation for facial recognition and prepa-
ration for fingerprint recognition. The development of the
biometric recognition system utilized OpenCV and Python
to train and test a portion of the training and testing datasets.
According to the findings of Ahsan et al. [60], the LBPH
algorithm is the simplest and most effective face recognition
method. In this experiment, system development utilized
the LBPH algorithm. To optimize the environment for face
recognition with the camera, experimentation was conducted
by [51] to determine the optimal distance between the camera
and the subject for a 640 x 480 resolution. This experiment
replicates their findings by limiting the camera-to-subject
distance to 1.12 meters and employing the Python face
recognition package to calculate the bounding box around
each face, facial embedding, and face comparisons in the
encoding dataset.

The authors took ten photos of each exam taker’s face
without eyeglasses from various angles for the training
dataset and then used the LBPH method to train and store the
biometric pattern of each exam taker in the database. Each
participant collected their faces in a single round. Ten images
were captured by the IoT camera for each student using the
same camera angle and distance.

The training and testing datasets of students’ faces
were collected under the same environmental conditions of
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ambient daylight with two fluorescence in open areas from
8:00 a.m. to 9:00 a.m. A digital multimeter measured the lux
level of illumination for a light meter as 197.

The authors captured two images of each finger as part
of the biometric fingerprint training and testing dataset.
Using cloud computing, one exam candidate enrolled and
remained in the database using two fingers. Proctors
applied alcohol every time fingerprints were collected.
A fingerprint reader’s glass must be wiped clean for each
student scanned. This study configured the fingerprint
reader Adafruit R305 and Arduino libraries using the
solution from [71] to match the fingerprint image to the
examinee.

C. COMPAIRISON OF DIFFERENT VERIFICATION
SCENARIOS

This experiment compared four testing technologies of
biometric approaches to evaluate the quality of an IoT-based
biometric verification system for the identity verification
of exam takers in a higher education institution: Zero-
Biometric System (Z), Unimodal Biometric System (U),
Multimodal Biometric System (M), and Semi-Multimodal
Biometric System (S). Therefore, the experimental results can
be divided into eight protocols.

1) ZERO BIOMETRIC (2)

The zero-biometric system is a conventional method of
identity verification that employs human proctors. A proctor
verifies the students’ identities by examining the photographs
on their identification documents, such as student ID cards,
personal ID cards, driver’s licenses, and passports. Consider
a student who appears to lack identification. In such a case,
a proctor will request that a student obtains a day temporary
identification card from the registrar’s office or contacts
the instructor of a specific examination subject to confirm
a student’s status. The instructor can verify the student’s
identity. As depicted in Fig. I, a proctor will then permit the
student to sign a temporary identification form for entry into
the examination room.

2) UNIMODAL BIOMETRIC (U)

A unimodal biometric system includes only a single biomet-
ric. This experimental protocol utilizes facial or fingerprint
biometrics. This study chose facial and fingerprint biometrics
because examination verification systems require speed and
convenience, and numerous exam candidates are available in
the exam room. The study utilizes biometrics with universally
high acceptance, reasonable costs, and experimentation
suitability.

Algorithm 1 depicts the verification procedure for exam
takers utilizing facial or fingerprint biometrics in conjunction
with an IoT-based verification system. The examination
results indicate that the examinee’s biometric information
does not match the biometric data in the database. In such
a circumstance, the examinee will be denied entry into the
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Algorithm 1 Pseudocode of Unimodal Biometric Verifica-
tion
Input A student’s face or fingerprint
Output The verification result of each student
Start Algorithm
A biometric verification system sets active
A biometric device is activated with configuration
A student walks into an examination room
Foreach data acquire on training dataset
For each biometric data captures, n data
Biometric area detection
Biometric preprocessing
Biometric feature extraction
Store a biometric feature as a biometric template
on the database
Display storing information
Display results
End
For each data acquire on testing dataset
Biometric area detection
Biometric preprocessing
Biometric feature extraction
Match a biometric feature to biometric templates on
the database
Return the verification result
If the accuracy matching result is more than 0.85
Accepted result of identity verification
Else
Unaccepted result of identity verification
Display results
End
End Algorithm

examination room. The rejected candidate must contact the
subject instructor or other instructors who can verify the
candidate’s eligibility to take the examination. A proctor will
then permit the student to sign a temporary identification
form for entry into the examination room.

3) MULTIMODAL BIOMETRICS (M)
A multimodal biometric system incorporates at least two bio-
metrics. This experiment requires two facial and fingerprint
biometrics to detect and verify the identity of students.
Algorithm 2 represents the identity verification workflow
of the multimodal biometric method. There are three possible
verification outcomes. The system accepts two biometric
protocols for the student to enter the exam room. The
system accepts either protocol but denies access to the
examination room if neither is presented. A proctor requests
that the student undergo verification multiple times until the
system can confirm his/her face and fingerprints. The system
rejects all biometric protocols, denies the student access
to the examination room, and flags him or her as a fraud
student.
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Algorithm 2 Pseudocode of Multimodal Biometric Verifica-
tion
InputA student’s faces and fingerprints
OutputThe verification result of each student
Start Algorithm
A biometric verification system sets active
First biometric devices are activated with configuration
Second biometric devices are activated with configuration
A student walks into an examination room
For each data acquire on training dataset
For each of the first biometric data captures, n data
First biometric area is detection
Second biometric area detection
Both biometric data preprocessing
Both biometric features extraction
Store biometric features as biometric templates
on the database
Display storing information
Display results
End
For each data acquire on testing dataset
First biometric area detection
Second biometric area preprocessing
Both biometric data extraction
Both biometric feature extraction
Match first biometric feature to biometric templates
on the database
Match second biometric feature to biometric
templates on the database
Return both verification results
Accuracy fusion calculation of first and second
biometric recognition
If the fusion biometric recognition of accuracy
matching result is more than (.70
Accepted result of identity verification
Elseif the accuracy matching of first result is
more than (.85
Accepted result of identity verification
Elseif the accuracy matching of second result is
more than 0.85
Accepted result of identity verification
Else
Unaccepted result of identity verification
Display results
End
End Algorithm

Face and fingerprint - Upon student entry into the examina-
tion room, the multimodal biometric method can simultane-
ously apply face and fingerprint recognition. A web camera
focuses on a test-taker as they enter a fingerprint-scanning
device and sends the data to a database. Only examination
candidates accepted by both biometric devices may enter the
examination room. If a candidate were accepted by only one
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biometric device, he or she would be denied access to the
examination room.

Face with two cameras - Using multiple sensors and two
cameras, this experimental group has verified exam takers.
The brand and quality of the first and second cameras are
identical, but their positions differ. Consequently, the images
captured by the two cameras have distinct perspectives.
The proctor admits only examination candidates who are
approved by both cameras. If only one camera accepts an
exam candidate, that individual will not be allowed into the
examination room.

Fingerprint with two scanners - This experimental group
has implemented a technique involving multiple sensors and
two fingerprint scanners to verify exam takers. The quality
and brand of the first and second fingerprint scanners are
identical. Examinees must scan their fingerprints simultane-
ously on two fingerprint scanners. The proctor admits only
exam candidates who both scanners have approved. If either
scanner permitted the examinee to enter the exam room, the
examinee would be denied entry.

4) SEMI-MULTIMODAL BIOMETRICS (S)

A single biometric system incorporates two biometrics. Face
biometrics and fingerprints are sequentially required by semi-
multimodal biometrics to detect and confirm student identity.

This experimental method sequentially verifies the face
and fingerprint biometric identifiers. In our research, face
recognition precedes or follows fingerprint recognition or
vice versa. For instance, a genuine student may walk past
a camera sensor or scan a fingerprint. Consider that the
first biometric recognition using the camera sensor, or the
fingerprint scanner captures the student’s biometrics, and
then the biometric database management system identifies
biometric extraction. In this instance, the student’s identifi-
cation is accepted for entry into the examination room if the
biometric templates captured match the biometric templates
contained in the biometric database. If the initial biomet-
ric recognition during biometric scanning fails, a proctor
asks the student to rescan the biometric until a result is
obtained.

Alternatively, if the student’s first biometric is rejected,
he or she must scan a second biometric device to confirm his
or her identity. If the student is scanned by a second biometric,
the scanned biometric template is located on the biometric
database management system. Then, the student is permitted
to enter the examination room after his or her identity has
been confirmed.

The biometric database management system cannot con-
firm the student’s identity if the second biometric scan fails.
A proctor will then be alerted by the system notification.
Suppose that the student continues to be rejected by both
types of biometrics. In such a scenario, a proctor requests
that the student contact an instructor of the exam subject,
who can verify the student’s identity to verify student
identity. If an instructor of the exam subject can verify the
student, a proctor will provide a temporary identification
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Algorithm 3 Pseudocode of Semi-Multimodal Biometric
Verification

Input A student’s faces then fingerprints, or vice versa
Output The verification result of each student
Start Algorithm
A biometric verification system sets active
First biometric devices are activated with configuration
Second biometric devices are activated with configuration
A student walks into an examination room
For each data acquire on training dataset
For each of the first biometric data captures, n data
First biometric area is detection
Second biometric area detection
Both biometric data preprocessing
Both biometric features extraction
Store biometric features as biometric templates
on the database
Display storing information
Display results
End
For each data acquire on testing dataset
First biometric area detection
First biometric data extraction
First biometric feature extraction
Match first biometric feature to biometric templates
on the database
Return verification results
If the accuracy matching result is more than 0.85
Accepted result of identity verification
Else
Second biometric area preprocessing
Second biometric data extraction
Second biometric feature extraction
Match second biometric feature to biometric
templates on the database
Return verification results
If the accuracy matching of second result is
more than 0.85
Accepted result of identity verification
Else
Unaccepted result of identity verification
Display results
End
End Algorithm

form with the student’s signature. This method’s workflow
is represented by Algorithm 3.

D. BIOMETRIC QUALITY METRIC OF EFFECTIVENESS
EVALUATION CRITERIA

Numerous researchers evaluate the biometric system and
determine its quality based on various factors [24], [71], [72].
The essential aspects of a biometric system’s quality
investigation involve measuring its performance, accuracy,
precision, recall, and execution time. Cost is also taken into
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account when assessing biometric quality. Using a set of eval-
uation criteria, the authors compare biometric approaches.
The biometric quality metric evaluates quantitative factors,
including accuracy, error rate, processing time, and cost,
as indicated by (1), the biometric quality metric.

Biometric quality metric

= {Accuracy, ErrorRate, Processing Time, Cost} (1)

The average classification accuracy (ACE) formula has been
utilized by Accuracy to evaluate and compare verification
performance. ACE can be calculated using (2).

ACE = IOOM )
The error rate is a numerical score that indicates the
proportion of potential genuine cases. False exam-takers
have been permitted to enter a room titled false accept rate
(FAR). Genuine exam candidates were denied entry to the
examination room named false reject rate (FRR). The error
rate indicator score should ideally be nearly zero, meaning
that FAR and FAR are equal to zero. FAR can be expressed
as (3).

FAR = FMR % (1 — FTA) 3)

In addition, False match rate (FMR) is the percentage at
which biometric processing incorrectly identifies biometric
signals from two distinct individuals originating from the
same individual. FMR is designated as (4).

EMR Number of false acceptance

)

" Number of impostor attempts

False reject rate (FRR) is the inverse of the false acceptance
rate (FAR), which is the error rate score when the system
denies the real examinee access to the examination room.
FRR can be computed using (5). In addition, False to acquire
(FTA) is the percentage of attempts in which the system
fails to acquire a sample of adequate quality. FNMR can be
computed using (6).

Time (T) is the duration of an exam-taker verification’s
execution. When the system cannot acquire an examinee
detection result, the exam taker must re-verify his or her
face or fingerprint until the system can acquire the biometric
information. As (7) summarizes that each examinee is subject
to multiple checks.

FRR = FTA + (FNMR) % (1 — FTA) )
Number of false rejection

FNMR = - *
Number of genuine exam taker attempts

(6)

T= ZTn M
1

where n is a number of verifications for a student

Cost (C) is the cost of equipment for the IoT-based
biometric system used to verify exam candidates. While
the multimodal biometric system is more efficient than the
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unimodal biometric system, the Internet of Things-based
multimodal biometric system has a higher budget.

V. RESULTS AND DISCUSSION

The experimental verification results of eight testing proto-
cols were as follows: first protocol (student identification card
detection), second protocol (face detection only), third pro-
tocol (fingerprint detection only), fourth protocol (face and
fingerprint detection), fifth protocol (face with two- cameras
detection), sixth protocol (fingerprints with two- scanners
detection), seventh protocol (face then fingerprint detection),
and eighth protocol (fingerprint then face detection). For each
testing protocol, the outcome is subdivided into five criteria
of verification result: the average accuracy rate, the average
error rate, the effective response times, the cost of biometric
devices, and the estimated cost of 500 hours of usage. The
verification results of eight testing protocols are summarized
in Table 3 in terms of average precision, average error rate,
average processing time, and the average cost of biometric
devices.

According to Table 3, the sixth testing protocol (two fin-
gerprints) has the highest average rate of identity recognition
accuracy at 96.67 percent. In contrast, the initial testing
protocol received the lowest score of 66.67 percent. The
sixth testing protocol has the lowest average error rate for
identity recognition at 1.82 percent, while the first testing
protocol has the highest average error rate at 21.29 percent.
The second testing protocol has the best average response
time for identity verification at 2.49 seconds, while the
first testing protocol has the worst average response time
at 14.01 seconds. The cost of the biometric device is the
subject of this study. Due to the absence of biometric devices
in the first testing protocol, the device cost is unavailable.
Therefore, the sixth testing protocol has the highest cost of
biometric devices, at $110, while the second testing protocol
has the lowest cost, at $40.

Valaya Alongkorn Rajabhat University proctor was esti-
mated to cost US$11.43 per hour. The estimated cost of
IoT usage is based on the mean time before the failure of
Raspberry Pi (MTBF). It has been estimated that Raspberry
Pi could operate reliably for five to seven years [73]. The
authors assume that the minimally functional hardware will
continue to operate reliably for 1.5 years (approximately
500 hours). The IoT-based biometric verification system
costs $720 (according to Table 2), and biometric sensors
are excluded. Using these formulas, the price of the IoT-
based biometric verification system with biometric sensors
was determined (8).

n
Total system cost = System cost + Z Sensor,  (8)
1
where n is the number of biometric sensors

For instance, a facial biometric verification system based
on [oT was estimated to cost a total of US$760 (US$720 +
US$40). Therefore, the cost per hour was calculated to be
$1.52 (US$760 / 500 hours).
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Therefore, the first testing protocol has the highest esti-
mated cost per examination class (three hours), at US$34.29.
In contrast, the second testing protocol costs the least at $4.56.

To rank-compare the scores of each testing protocol in
Table 3, the authors reformat the result using the triangular
law. Consider the maximum value of the average processing
time to be 14.01 seconds. In this instance, the value is
converted to 100 percent, and the new score is computed
using the triangular law, as shown in Table 4. The total score
for each of the eight testing protocols was determined by
using the category rankings. The values for each category
range from five to zero. The same proportion of ranks and
scores in each category are identical. The highest possible
score in each category is 5 for the category winner. In contrast,
the lowest position receives no points. Each group was
responsible for determining the sum of their scores. The
highest total scores are converted to 100 percent using the
triangular law, and a new score is calculated. Table 4 displays
the revised score.

Table 4 and Fig. 9 detail the biometric quality metric
scores for each testing protocol, excluding the traditional
proctoring system, also known as a zero biometric system,
which received no score. Fig. 9 demonstrates that the best
scoring system was the unimodal face biometric system.
The multimodal face and fingerprint biometric system, the
multimodal fingerprint biometric system with two scanners,
and the semi-multimodal face then fingerprint biometric
system received the second-highest scores. The two-camera,
multimodal face biometric system received the third-highest
score.

To prove the research hypotheses Hl and H2, it was
determined that the unimodal and multimodal biometric
approaches’ accuracy, error rate, and processing time are
superior to the conventional verification method.

HI: The quality of the unimodal biometric system is
superior to the quality of the conventional system for exam-
taker verification.

Fig. 10(A) displays the outcomes of the zero and unimodal
biometric approaches utilized in the experiment. The results
of the biometric quality metric were calculated and reported
to compare the biometric techniques. The biometric quality
metric employs identity verification factors to assess the
quality scores of biometric devices (1). The traditional
method yielded the highest scores for error rate, processing
time, and cost but the worst performance in terms of accuracy
rate for exam-taker identity verification.

However, the conventional approach’s biometric quality
metric is not calculated. On the other hand, the results indicate
that the unimodal face or fingerprint has greater accuracy,
processing speed, and effectiveness while maintaining a
lower error rate and cost. The biometric quality metric of the
unimodal face biometric system is the highest-ranked metric.
The unimodal fingerprint biometric verification system ranks
second. Therefore, the overall quality of unimodal biometric
verification systems is superior to that of a biometric
verification system with no biometric features.
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TABLE 3. Results of biometric quality metric for traditional and biometric verification approaches.

1. 2 4. 5 6 7. 8. Finge
Criteria Zero i 3. Finger Face + - . Face then - ringer
. . Face . Two Faces Two Fingers . then Face
Biometric Finger Finger
Accuracy 66.67% 86.78% 86.67% 93.33% 90.00% 96.67% 93.33% 93.33%
Error Rate 21.29% 11.28% 3.49% 2.76% 4.83% 1.82% 2.35% 1.94%
Time (sec.) 14.01 249 4.69 6.54 2.76 9.81 6.69 6.77
Sensor cost - $40 $55 $95 $80 $110 $95 $95
E:I)m pecost( - g349 $4.56 $4.65 $4.89 $4.80 $4.98 $4.89 $4.89
TABLE 4. Transformation scores for each testing group.
1. 4. 7. .
Criteria Zero 2 3. Finger Face + > 6‘. Face then 8. Finger
. . Face X Two Faces  Two Fingers - then Face
Biometric Finger Finger
Accuracy (%) 68.97 80.76 (2)  89.65(l) 96.54 (4) 93.10(3) 100.00 (5) 96.55 (4) 96.55 (4)
Error Rate (%) 100.00 52.97 16.39(1) 1297 (3) 32.09 8.55(5) 11.04 (4) 9.11(2)
Time (%) 100.00 17.75(5)  33.46(3) 46.67 (2) 19.70 (4) 70.04 47.76 (1) 4831
System cost (%) - 91.57(5)  9337(4) 98.19(2) 96.39 (3) 100 (1) 98.19(2) 98.19(2)
Total Score - 12.00 9.00 11.00 10.00 11.00 11.00 8.00
Biometric Quality - 10000 7500 9167 §3.33 9167 9167 6667
Metric
110.00
100.00
90.00
80.00
70.00
60.00
50.00
40.00
30.00
20.00 g
1404 24 _—
10.00 A . 432 469 6,54 638 - 6.69 6.77
] 465, 450 498 480 —
0.00 N 249 349 2.76 276 189 235 194
-10.00
1. Zero 2. Face 3. Finger 4, Face + Finger 5.Two Faces 6. Two Fingers 7. Face then 8. Finger then
Biometric Finger Face

“ACE =+~ERR “+TIME

Cost =a=Biometric Quality Metric

FIGURE 9. Comparison testing scores of biometric quality metric for different verification approaches.

H2: The multimodal biometric approach is supe-
rior to the conventional approach in terms of quality.
Fig. 10 (B) and (C) depict the experimental outcomes of the
conventional verification approach and multimodal biometric
approaches. The results of the biometric quality metric
calculation revealed that the traditional approach yields the
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highest scores for error rate, processing time, and cost but the
worst performance in terms of accuracy rate for exam taker
identity verification. However, the conventional approach’s
biometric quality metric is not calculated. The results of
multimodal verification systems indicate, however, that face
and fingerprint biometrics, face biometrics with two cameras,
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FIGURE 10. Each bi ic verification approaches ranking by bi

and fingerprint biometrics with two scanners are more
effective and efficient in terms of accuracy, processing time,
and cost while maintaining a lower error rate and expense.
In addition, the results of semi-multimodal verification
systems indicate that face verification followed by fingerprint
verification and fingerprint verification followed by face
verification is more effective and efficient in terms of
accuracy, processing time, and cost while maintaining a
lower error rate. Face and fingerprints are utilized in
the biometric quality metric of multimodal verification
systems. The two fingerprints and the semi-multimodal face
are ranked highest, followed by the fingerprint biometric
verification system. Consequently, the overall quality of
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ic quality metric.

multimodal and semi-multimodal biometric verification
systems surpasses that of the zero biometric verification
system.

H3: The multimodal biometric approach is superior to the
unimodal biometric system for exam-taker verification in
terms of quality. Fig. 10 (D), (E), and (F) illustrate that the
biometric quality scores of unimodal face biometrics are the
most effective and efficient overall. Multimodal biometric
recognition systems employing face and fingerprint biomet-
rics, face biometrics with two cameras or two fingerprints,
have improved accuracy and a lower error rate at the expense
of a significantly slower processing speed and a rising price.
Multimodal biometric verification systems produce identical
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TABLE 5. C

Criteria

Contributions

Limitations

Zero Biometric

Face

Finger

Face + Finger

Two Faces

Two Fingers

Face then Finger

Finger then Face

- Simple to use, as it only requires a physical card to be
presented and verified.

- Cost depends on the number of proctors and exam takers, as
no additional hardware or software is required.

- Non-intrusive and user-friendly, requiring only a camera to
capture the image.

- Can be used for real-time identification and verification with
the quickest response time and lowest cost for unimodal
recognition.

- Simply perform implementation and maintenance.

- Non-intrusive and user-friendly, requiring only a fingerprint
sensor to capture the image.

- Capable of real-time identification and verification with the
highest accuracy and lowest error rate for unimodal
recognition.

- Require fairly implementation and maintenance.

- Provides a higher level of security due to the use of multiple
forms of identification.

- Improve the accuracy of the identification and verification
process at the lowest cost for multimodal recognition.

- Adapt to unimodal recognition.

- Provides a higher level of security due to the use of multiple
forms of identification.

- Multimodal recognition can achieve the highest level of
identification and verification accuracy at the same cost as face
and fingerprint recognition.

- Support fault-tolerant cameras.

- Provides a higher level of security, as it employs multiple

forms of identification.

- Increase the accuracy of the identification and verification
process, as multimodal recognition has the lowest error rate.
- Support fault-tolerant scanners.

- Provides a higher level of security due to the use of multiple
forms of identification.

- Improve the accuracy of the identification and verification
process with the quickest response time for semi-multimodal
recognition.

- Offera quicker response time than multimodal recognition.
- Provides a higher level of security due to the use of multiple
forms of identification.

- Improve the accuracy of the identification and verification
process with the lowest error rate for semi-multimodal
recognition.

- Multimodal recognition is somewhat more expensive.

- Vulnerable to fraud and errors, as cards can be lost, stolen,
or duplicated, and there is no updated information on an exam
taker.

- Limited to one form of identification and a proctor-to-
examinee ratio.

- Is sensitive to focusing ranges, lighting conditions, facial
expressions, and aging.

- Requires capturing a clear image of the face, which is not
always possible.

- Face recognition with eyeglasses and face variations requires
complex algorithms.

- Finger and scanner can be affected by factors such as
dryness, moisture, and dirt.

- Requires capturing a clear fingerprint image, which is not
always possible.

- Fingerprint scanners for capturing and verifying must be
identical.

- More complex and costly than using a single form of
identification.

- Subject to the same limitations as the individual face and
fingerprint recognition methods.

- Require an additional complicated implementation,
recognition techniques, and maintenance.

- More complex and costly than using a single form of
identification.

- Subject to the same limitations as the individual face
recognition methods.

- Additional expenses for an additional camera,
implementation, recognition techniques, and maintenance are
necessary.

- More complicated and costly than using a single form of
identification.

- Subject to the same limitations as individual methods of
finger recognition.

- Require an additional scanner cost, implementation,
recognition techniques, and maintenance.

- More complex and costly than using a single form of
identification.

- Subject to the same limitations as face and fingerprint
recognition alone.

- Require complex implementation, recognition techniques,
and maintenance.

- More complicated and costly than using a single form of
identification.

- Subject to the same limitations as fingerprint and face
recognition methods.

- Require complex implementation, recognition techniques,
and maintenance.

results to semi-multimodal biometric verification systems.
Thus, out of eight testing protocols, unimodal face recogni-
tion is an excellent factor for verifying the identity of exam
candidates. These experimental results demonstrate that
unimodal biometric technologies are superior to multimodal
ones. However, the performance of the multimodal biometric
approach in the IoT-based biometric system used to verify
exam candidates is superior to that of the unimodal biometric
approach. Regarding cost and processing time, it was deter-
mined that the performance of the unimodal biometric system
was superior to that of the multimodal biometric method.
In contrast, the multimodal biometric system has superior
reliability.
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Therefore, hypotheses H1 and H2 are accepted. The
biometric quality scores of unimodal and multimodal face
recognition systems indicate that unimodal face recognition
is marginally superior to multimodal face recognition and
finger recognition systems. Numerous researchers [47], [74]
have confirmed the experimental findings that biometric
verification techniques are more accurate, efficient, and
stable than conventional methods.

Contrary to the results of this study, hypothesis H3 is
rejected. A multimodal biometric system is more expensive
than a unimodal system. Several studies have demon-
strated that multimodal protocols are superior to unimodal
protocols in terms of complex human verification and
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security [75], [76], regarding those studies showing that
multimodal protocols are superior to unimodal protocols. The
multimodal biometric system is superior to the unimodal
biometric system in terms of reliability criteria. Employing
the ToT-based biometric system to verify exam candidates
in educational institutions presents constructive challenges
depending on the institution’s existing systems. Some
higher education institutions have extensive information and
communication technology. Others, however, were unable
to afford IoT-based biometric systems to verify exam
candidates.

This research aims to not only compare the effectiveness
of various unimodal and multimodal biometric technologies
for identity verification systems of exam candidates but
also to provide a methodology for developing an IoT-based
biometric system used by higher education institutions to
verify exam candidates. The biometric quality metric may
employ a variety of criteria to implement the exam taker
verification system in accordance with institution-specific
requirements. Table 5 illustrates the comparative analysis of
proposed identity verification methods based on this practical
evaluation of loT-based biometric recognition systems. Face
+ Finger, Two Faces, Two Fingers, and Face then Finger or
Finger then Face approaches have the potential to increase
the security of the identification and verification process,
as indicated by the comparative results. However, they are
more complex and costly than a single form of identification.
In contrast, the single form of recognition is user-friendly,
inexpensive, and susceptible to a few errors.

Nevertheless, the biometric quality metrics have demon-
strated that unimodal, multimodal, and semi-multimodal bio-
metric verifications depend on numerous factors, including
accuracy, error rate, reliability, processing time, and cost.

Because the proposed factors are calculable, the unimodal
approach to face recognition has the highest overall score
compared with the alternatives. This study strongly suggests
that contemporary universities should at least offer the
unimodal biometric approach as an alternative to traditional
methods of verifying the identity of exam-taking students.

VI. CONCLUSION

The IoT hardware, system development, and evaluation of the
actual use of examination management and identity verifica-
tion for exam candidates in education were among the most
significant findings of this empirical study. Utilizing face and
fingerprint biometric devices, an IoT-based biometric verifi-
cation system has been developed to facilitate the collection,
storage, detection, and verification of student information,
including examination details, identification, identity, and
biometric data. The proposed system design and development
can recognize test-takers identities without identification
documents using multiple biometric recognition techniques.
In addition, this study describes different algorithms for
IoT-based biometric verification of exam takers. A novel
biometric quality metric is proposed for scoring biometric
exam taker verification systems based on ISO/IEC 25000
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and software quality models. By investigating and evaluating
the biometric quality metric in the IoT-based biometric
verification system, the findings of this study could have
a direct impact on whether biometric technologies are
used in education. Using the proposed architecture and
system, this study compared the biometric technologies
of unimodal, semi-multimodal, and multimodal approaches
for recognizing exam-takers identities. Using the biometric
quality metric to compare a combination of traditional
proctoring and several biometric verification protocols, the
effectiveness and efficiency criteria are defined as accuracy
rate, error rate, processing time, and cost.

The results revealed that the two-fingers multimodal
biometric system had the highest average accuracy of
96.67 percent and the lowest error rate of 1.9 percent. The
traditional proctoring system, known as a zero biometric
system, had the lowest average accuracy of 66.67 percent,
resulting in the highest average error rate of 21.29 percent.
With an average processing time of 2.49 seconds, the face
unimodal biometric system was the most responsive, while
the traditional proctoring system was the least responsive.
The face unimodal biometric system had the lowest estimated
cost for a 3-hour examination class at $4.56, while the
conventional proctoring system had the highest estimated
cost at $34.29.

To summarize the optimal IoT-based biometric systems,
the triangular law was used to reformat the results of all
system testing comparisons. The findings indicated that the
unimodal face biometric is the most effective scoring system.
The multimodal face and fingerprint biometric system, the
multimodal fingerprint biometric system with two scanners,
and the semi-multimodal face then fingerprint biometric
system received the second-highest scores. The two-camera,
multimodal face biometric system received the third-highest
score.

A biometric system based on the Internet of Things
promises to verify exam candidates accurately and could
replace the traditional proctoring method for student iden-
tity verification. In addressing the research hypothesis,
the evaluation results of the quality metrics demonstrate
that unimodal, multimodal, and semi-multimodal biometric
verification systems outperform the conventional proctoring
system in terms of reliability, validity, processing time, and
investment. In education, the unimodal face biometric system
exhibited the highest overall system quality for examiner
identity verification.

This study has several implications and applications. The
findings enable educational institutions to more effectively
use biometric technologies for the identity verification of
exam takers by selecting a biometric technology suited
to their objectives. Comparing the outcomes of various
biometric technologies aided organizations in determining
their preferred trade-offs between the number of resources
and the consideration factors of desired accuracy, error rate,
processing time, and cost to meet requirements. This research
not only conserves time, resources, risk, and investment
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but also demonstrates a greater understanding of biometric
recognition for identity verification to reduce application
failures. In addition, the results of this study can serve as
recommendations for implementing biometric technologies
in educational settings.

The study of an IoT-based biometric verification sys-
tem demonstrates the proposed design and development,
compares various biometric techniques, and determines
the efficacy and efficiency of each biometric technique.
This study has some limitations that can be addressed
in future studies, including system development (hardware
and software), user behavioral intentions (sociodemographic
factors), and biometric quality metrics for varying biometric
recognition. This study is based on Raspberry Pi 4, bio-
metric devices, OpenCV, and wireless networks, whereas
other researchers may use different hardware, software
libraries, implementation strategies, and networks. Thus,
future development systems should investigate the effects
of changes. In addition, it is necessary to validate and
analyze the impact of technology acceptance factors on user
perceptions of actual system use. In addition, the biometric
quality metric can be adapted to support additional biometric
recognition.
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