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6406099 . Kaveepon Chaichana
Thesis Title :  Development of Surveillance Systems with Camera and Motion Sensor

on Internet of Things Using Raspberry Pi

Program : Master of Science in Information Technology
Thesis Advisor - Assoc. Prof. Paniti Netinant, Ph.D.
Abstract

The Internet of Things (IoT) has emerged as an indispensable piece of technology in
contemporary life due to the numerous ways in which IoT affects our lives. IoT improves our
overall performance, helps us conserve resources, and creates a more comfortable living
environment. In addition, the [oT plays a crucial role in preserving our safety. Therefore,
this research recommends implementing Internet of Things (IoT) intrusion detection security
systems within a residence to prevent unauthorized access by unknown individuals, even when no
one is present to monitor the system. In order to accomplish this, the Raspberry Pi is proposed as
a suitable instrument for developing and constructing programs, given that the system cost is
small, inexpensive, and can be connected to a variety of sensors and devices. Consequently, this
approach is an expedient and cost-effective solution.

This research aims to develop an intrusion detection system by utilizing Raspberry Pi
along with various sensor devices and programming it with the languages Python and OpenCV.
With the assistance of the camera's face detection capability and the PIR sensor's (Passive
Infrared Sensor) motion detection capability, the system can identify potential hazards and send
an alert to the user using Line Notify, combining Internet of Things (IoT) technology. This
system was created to assist in the process of area surveillance, and its capabilities could be
expanded through further development.

(Total 78 pages)

Keywords: Internet of Thing, Face detection, Security, Passive Infrared Sensor, Computer Vision,

Raspberry pi, OpenCV
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2.6 TUABUITNMINTIVMMNIVHIN (Face Detection Algorithm)

2.6.1 Haar-cascade Classifier
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Preface

Welcome to the conference proceedings of the International Conference on E-Commerce, E-Business,
and E-Government (ICEEG 2023)! The conference took place at the University of Plymouth, Plymouth,
UK during April 27-29, 2023. Throughout the conference, participants engaged in stimulating
discussions, informative presentations, and enlightening keynote and invited speeches by distinguished
experts in the field. We believe that the participants have gained rich knowledge and experience through
this conference, and this knowledge and experience will have a positive impact on their work and
learning in their respective fields.

We are delighted to present this compilation of research papers that showcase the latest advancements
and discoveries in the field of E-Commerce, E-Business, and E-Government. ICEEG serves as a premier
platform for researchers, scientists, engineers, and industry professionals from around the globe to come
together and exchange ideas, insights, and experiences. This conference provides a unique opportunity
to discuss and make sense of the 'digital' world and modern technology-cnabled business and
government for value creation and service delivery.

The papers included in these proccedings represent the highest standards of academic excellence and
originality. Each submission underwent a rigorous peer-review process, ensuring that only the most
exceptional and innovative research finds its place in this esteemed collection. The contributions
featured in this volume span a wide spectrum of topics, including but not limited to E-Commerce,
E-Business Management, Digital Economy. Online Marketing, E-Government, and Information
Technology Applications.

Finally, we would also like to express our gratitude to the organizing committee, session chairs,
reviewers, and everyone involved in making this conference a resounding success. Your dedication and
hard work have been instrumental in creating an inclusive and enriching environment for the exchange
of ideas and the cultivation of new connections.

We hope that you find these conference proceedings insightful and inspiring. The research presented
here represents-the cutting-edge advancements in E-Commerce, E-Business, and E-Government, and we
believe it will contribute significantly to the further development of these fields. We extend our warmest
thanks to all the authors for their valuable contributions.

1 hope you enjoy the conference proceedings. and we cagerly anticipate your participation at ICEEG
2024.

Conference Chair

Prof. Shaofeng Liu 9—‘4\

University of Plymouth, UK

vil

67



Conference Committees

Conference Chairs
Shaofeng Liu, University of Plymouth, UK

Femi Olan, University of Essex, UK

Steering Committee Chair
Ezendu Ariwa, University of Bedfordshire, UK

Conference Program Chairs
Shan Wang, University of Saskatchewan, Canada

Angela Lee Siew Hoong, Sunway University, Malaysia

Paniti Netinant, Rangsit University, Thailand

Local Committee Members
Guoging Zhao, University of Plymouth, UK
Uchitha Javawickrama, Loughborough University, UK

Conference Promotion Chair
Bambang Leo Handoko, Bina Nusantara University, Indonesia

Technical Program Committee
Wei Xu, Shenyang University of Technology, China

Mitsunori Hirogaki, Kyushu University, Japan

Elizabeth Emperatriz Garcia Salirrosas, Universidad Nacional Tecnologica de Lima Sur, Peru
Cuifeng Wu, Xiamen University of Technology, China

Su-Kit Tang, Macao Polytechnic University, Macao

Yousef Farhaoui, Moulay Ismail University, Morocco

Sergei Zainullin. Peoples' Friendship University of Russia (RUDN University). Russia

Luisa Bosetti, University of Brescia, Italy

Aza Azlina Md Kassim, Management and Science University, Malaysia

Clara Herlina Karjo, Bina Nusantara University, Indonesia

viii



69

Bowei Chen,The University of Glasgow, UK

Ritesh Chugh, Central Queensland University, Australia

Anand Nayyar, Graduate School. Duy Tan University, Vietnam

Yusliza mohd yusoff, Universiti Malaysia Terengganu, Malaysia

Monica Thiel, University of International Business and Economics, China
Umi Kartini binti rashid, University Tun Hussein Onn Malaysia, Malaysia
Teresa maria leitao dieguez, University of Porto, Portugal

Meiryani, Bina Nusantara University, Indonesia

Zaber Moinul, UNU-EGOV, Portugal

Lameiras Mariana, UNU-EGOV, Portugal

Nurul Liyana Mohd Kamil, Universiti Malaya, Malaysia

Lixia Zeng, Xiamen University of Technology. China

Mecnnapa Rukhiran, Rangsit University, Thailand

Olawole Fawehinmi, Universiti Malaysia Terengganu, Malaysia
Andriyansah Andriyansah, Universitas Terbuka, Indonesia

Qi Wang, China National Institute of Standardization, China

Ang Swat Lin Lindawati, Bina Nusantara University, Indonesia

Shinta Amalina Hazrati Havidz, Bina Nusantara University. Indonesia
Tseng-Ping Chiu, National Cheng Kung University, Taiwan

Dimitris Sarantis, UNU-EGOV, Portugal

Delfina Soares, UNU-EGOV, Portugal

Meennapa Rukhiran, Rajamangala University of Technology Tawan-ok. Thailand
Afshan Younas, Arab Open University, Oman

Ting Shao, Xiamen University of Technology. China

Felicisimo E. Santiago, Southern Luzon State University, Philippines
Yan Li, China Agricultural University, China

Maruf Salimon, University of Southampton Malaysia, Malaysia

Hesham Magd, Modern College of Business and Science, Oman

Kamal Imran bin Mohd Sharif, Universiti Utara Malaysia, Malaysia
Saulius Masteika, Vilnius University, Lithuanian

Yitian Hong, Xiamen University of Technology, China



=

Design and Implementation of an loT-Based Surveillance System
using Raspberry Pi, Camera, and Motion Sensor

Kaveepon Chaichana Paniti Netinant Sorapak Pukdesree’
Caollege of Digital Innovation College of Digital Innovation Faculty of Information Technology
Technology, Rangsit University, Technology, Rangsit University, and Innovation, Bangkok University,

Thailand Thailand Thailand
kaveepon.céd@rsu.ac.th paniti.n@rsu.ac.th sorapuck.p@bu.ac.th

ABSTRACT

Integrating the internet of things (IeT) technology has played a
crucial role in developing smart devices such as smartphones, au-
tomobiles, smart homes, and artificial intelligence. As a result, re-
searchers have investigated loT-based home security system devel-
opment. This research aims to create a system that uses Ragpberry
Pi, a small computer hoard, and various sensors to detect intrud-
ers and notify users via the internet. The Python programming
language and OpenCV library were used to develop the system,
which uses a camera and PIR (Passive Infrared Sensor) to detect
faces and motion. respectively. The proposed system is designed
to monitor specific areas and can be implemented in fulure home
security innovations. In addition, the system sends notifications ta
users via Line Notify, enabling developers ta send messages to LINE
users via an AP, thereby enhaneing the security of homeowners.
Utilizing the capabilities of 1oT technology. the results of this study
are to develop a cost-effective and efficient home security solution.

CCS CONCEPTS

« Embedded and cyber-physical systems; « Embedded soft-
ware;

KEYWORDS
Internet of Things, Face detection, Security, Passive lnfrared Sensor,
Compulter Vision, Raspberry pi, OpenCV
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1 INTRODUCTION

The Internet of Things (TIoT) is a rapidly expanding field with the
potential to transform how we interact with technology. Home
security and aulomation are one of the most promising internet of
things applications [1, 2]. By connecting cameras and motion de-
tectors to the internet. it is possible to create a surveillance system
that is bath cost-effective and highly functional [3). Home secu-
rity and surveillanee are essential components of family protection
[4]. With the advancement of technology, numerous options for
securing one's home are now available, including installing security
cameras, motion sensors, and smart home systems. These security
systemns can monitor the residence and detect potential intrusions
or suspicious activity. IoT technology also enables remote mon-
itoring and control of the security system, making it easier for
homeowners to safeguard their homes [5]. A surveillance system
can be used for securily in restricted areas where no one is permit-
ted to enter or exit at a particular time, The Raspberry Piis a small,
inexpensive, single-board computer that has grown in popularity
over the past few years [6, 7). Tts small size and low power con-
sumption make it an ideal platform for constructing surveillance
systems hased on the Internet of Things. Several studies have doc-
umented the application of Raspberry Pi to surveillance systems.
When combined with a camera and a motion sensor, the Raspberry
Pi can preduce a highly functional and cost-effective surveillance
system [8] proposed surveillance system based on Raspberry Pi
and a camera, which was used to detect and track objects in each
area, A smart mirror based on the internet of things proposed a
Raspberry Pi-based surveillance system that can alert the owner
and others of an intruder intrusion by sending a notification to the
monitor. lmplementing 2 machine learning-based object detection
algorithm and proposing an optimization technique to enhance
the algorithm’s performance [9] demonstrated that the proposed
system could aceurately detect and track objects in real time.

In loT-based surveillance systems, cameras and motion sensors
are two of the most conmen sensors, In addition, the application
of motion sensors in loT-based surveillance systems has been the
subject of multiplestudies. Using a machine learning-based object
detection algarithm and a technique for reducing the computational
load by runping the algorithm on a digital platform, the propased
real-time object detection system was able to detect and track ob-
Jects m real-time accurately. An loT-based surveillance system that
uses a motion sensor to detect and track objects in each area was
proposed in a study [10], The real-time moving object detection
system could accurately deteet and track objects by implementing a
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maotion detection algorithm based on machine learning and propos-
ing a technique for reducing the false alarm rate by incorporating
other sensor data such as lemperature and light [11].

One of the major challenges of loT-based surveillance systems is
the ability to detect ohjects and motions in real time. This study in-
vestigated techniques for enhancing the performance of object and
motion d ion. The proposed system is intended to be simple,
economical, and user-friendly, making it an ideal solution for small
businesses and households. Security is a primary consideration for
home automation [12]. Home security is a crucial component of
home automation, if not the most important. Home security has
advanced significantly over the past few decades and will continue
to do so in the coming vears. For example, a home security sys-
tem can activate the alarm in the event of a break-in. However,
intelhgent notifications can be enhanced, Therefore, the primary
objective of our work is to develop a system that can notify the
awner and others of an intruder intrusion by sending a notifieation
to their smartphones via Line integration. This system aids home-
awners in securing their residences by allowing them to install
sensors on their doors and windows and monitor activity via their
smartphones [13].

This investigation employs Raspberry Pi, a PIR sensor, and a
weheam. By combining the product and camera, we can utilize this
framework for the face detection of intruders. When eonfusion
accurs with the provided information, the awner will reeeive a noti-
fication on their smartphone via the Line application. The following
section addresses the research questions. The design and implemen-
tation of the proposed system, i ling its hard: and software
components, were described. The results and discussions were then
presented and evaluated, Finally, evaluate the performance of the
proposed system and discuss possible areas for future research.

2 RESEARCH QUESTIONS

This system’s primary objeetive is to provide people with security
and a sense of safety. The energy consumption of cameras is signif-
icantly lower and more cost-effective, The importance of security
in modern times is undeniable, but the cost of maintaining it rises
as energy consumption increases, To avoid this issue, it is useful
to develop surveillance using cameras and mation sensors on the
internet of things with Raspherry Fi.

The objective of this research is to study the following:

» 1. What is the minimal design and development of an loT-
based surveillince system using Raspberry Pi, camera, and
motion sensor?

» 2 What is the effectiveness of the design and implement a
surveillance system that can detect and alert the owner of
an intruder break-in?

® 3. What are the performance and effectiveness of a surveil-
lance system in detecting and identifying intruders using
face detection technology?

4 What are the power consumption and cost efficiency of
the system compared to surveillance systems without a PIR
motion detector?

The propased system will be designed to detect intruders and
movements in real time and provide remote notification through
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the Line application interface. Additionally, this research investi-
gates techniques affecting the performance of intruders and motion
detection. The proposed system aims to be easy-to-implemented,
cost-effective, and user-friendly, making it an ideal solution for
small businesses and households.

3 METHODOLOGY

Hard and soft are included in the design and develop-
ment of the home security and surveillance system. The hardware
consists of a Raspberry i, a small computer board that serves as
the system's main controller, a eamera for eapturing images and
videos, and a PIR (Passive Infrared Sensor) for moton detection.

3.1 Hardware Components

The hardware consists of a Raspberry Pi, a small computer board
that serves as the system’s main controller, a eamera for capturing
images and videos, and a PIR (Passive Infrared Sensor) for mo-
tion detection. The hardware components of a home security and
surveillance system may include cameras, motion sensors, alarms,
and control panels, among other devices.

Cameras are an essential component of o home security system
because they enable live monitoring and recording of the protected
area. These can range from basic models with a fixed field of view
to more advanced madels with pan, tilt, and zoom capabilities and
include indoor and outdoor cameras. Some cameras are equipped
with night vision and infrared for enhanced monitoring in low-light
conditions,

3.1.1  Raspberry Pl 4. The Raspberry Pi 4 is a compaet, single-board
computer designed [6, 14], as shown in Figure 1. As the latest and
most advanced model in the Raspberry Pi series, it was released in
June 2019 and boasted a powerful Broadcom BCM2711, quad-core
Cortex=AT2 (ARM v8) 64-bit SoC @ 1.5GHz. This powerful pro-
cessor is accompanied by various memory options, including 2GB,
4GB, and 8GB LPDDRA-3200 SDRAM, making it suitable for various
projects and applications. The Raspberry Pi 4 also features an ar-
ray of conneetivity aptions, including Gigahit Ethernet, dual-band
502.11ac wireless, Bluetooth 5.0, BLE, USB 3.0, and I'oE capability
(with a separate PoE HAT add-on). Additionally, it has 2 USB 2.0
ports, two micro-HDMI ports (capable of supporting resolutions
up o 4kpe0), 2 3.5 mm audio-video jack, and a 40-pin GPIO header.
These features male the Raspberry Pi 4 ideal for a wide range of
projects, from building a media center and a retro gaming console
to creating a desktop computer The Raspberry Pi 4 offers several
advantages for building a surveillance system. such as:

* High Processing Power: The quad-core Cortex-AT2 proces-

sor provides powerful processing capabilities, making it ca-
pable of running complex algorithms for image and video
PrOCessing.

o Large Memory: The 2GB, 4GB, or 8GB LPDDR4-3200 SDRAM
opliens provide ample memory for running multiple appli-
cations and storing large amounts of data.

» Connectivity: The Gigabit Ethernet, dual-buand 802.11ac wire-
less, Bluetooth 5.0, and USB 3.0 ports provide a wide range
of connectivity options for integrating with other devices
and netwaorks.
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Figure 1: Raspberry Pi4 model

o Power aver Ethernet (PoE) capability: The PoE capability
allows the device to be powered via a separate PoE HAT
add-on, simplifying the deployment of the device in remote
locations.

* Low power consumption: The Raspberry Pi 4 is designed

to consume less power, making it suitable for long-term

surveillance applications

Cost-effective: The Raspberry Pi 4 is a cost-effective solu-

tion for building a surveillance system compared to other

commercial options.

Flexibility; The 40-pin GPIO header and the wide range of

available add-on boards and software libraries make the

Raspberry Pi 4 highly customizable and adaptable to different

surveillance applications

3.1.2  Passive Infrared sensors. Motion sensers are another impor-
tant component, as they can detect movement within the protected
area and tngger an alarm or other response. As depicted in Figure 2,
Passive Infrared (PIR) sensors are & common type of motion sensor
which detect changes in infrared radiation to detect movement. A
PIR motion detector is a type of sensor used to detect motion by
sensing changes innfrared radiation [15]. It consists of a pyroelec-
tric material that detects temperature changes caused by objects’
movement and converts it into an electrical signal. PIR sensors have
a field of view and can detect motion within a specific area, The
detection system works by detecting infrared radiation emitted by
abjects in their field of view, éomparing the level of infrared radi-
ation at two different points in time, and'generating an clectrical
signal if there is a difference between the two measurements, indi-
cating motion. PIR motion detectors are commonly used in security
systems, burglar alarms, and automatic lighting systems. among
other applications. PIR sensors can trigger a surveillance system
[5]. capturing images or videos when detecting motion.

3.1.3  Web Camera. Web cameras, also known as CCTV cameras,
are commonly used in surveillance systems to capture and record
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Figure 2: Passive infrared motion detector.

video footage. A web camera can be connected to a network or a
computer. allowing for remote monitoring and access to the footage.
One of the advantages of using web cameras in a surveillance
system is the ability to capture high-quality video footage. Many
modern web cameras are equipped with high-resolution sensors
and advanced imaging technology to capture clear and detailed
video even in low light conditions. This study can be particularly
useful for identifying individuals or objects in the footage. Web
cameras also offer a wide range of features such as motion detec-
tion, night vision, pan, tilt. and zoom functionality. These features
can trigger recording or send notifications when motion is detected
automatically, Additionally, web cameras can be integrated with
other technologies, such as facial recognition software, to provide
advanced security and surveillance capabilities {3, 16]. Another
advantage of web cameras is their ability to be accessed remotely.
The proposed system allows users to view live footage or recorded
videos from anywhere with an internet connection. The designed
and developed system can be especially useful for monitoring large
areas or multiple locations. However, web cameras also have some
disadvantages, such as needing a constant power source and an in-
ternet connection to access the feotage remotely. Additionally, web
cameras are vulnerable to hacking and privacy concerns. There-
fore, securing the cameras and the footage is important to prevent
unauthorized access and protect personal privacy.

3.2 Softwarec Components

This section describes the software.components necessary for de-
veloping surveillance using a camera and motion sensor on the
internet of things by raspberry pi.based on the Python program-
ming language’s development.

321 Raspbian OS5 (Operaling System). Raspbian is a free and open-
source operating system designed for the Raspberry Pi series of
single-board computers [4]. It is the official operating system for
Raspberry Pi, developed and maintained by the Raspberry Pi Foun-
dation. Raspbian Is optimized for the Raspberry Pi 4's hardware,
inchuding its 64-bit processor and 4Kp60 capable dual-display out-
pul. It is designed to be lightweight and fast, making it an ideal
choice for use on the Raspberry Pi 4. The operating system comes
pre-installed with various software and tools, such as the Chromium
weh hrowser, the Thonny Python Integrated Development Environ-
ment, and the Scratch visual programming language. The developed
system allows users to easily access a variety of functionalities and
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ions, making it a ile option for various projects and

tasks.

3.22 OpenCV. OpenCV is an open-source library of program-
ming functions widely used for real-time computer vision [17].
This software offers a wide range of capabilities, including image
and video processing, object detection and recognition, and 3D re-
construction. OpenCV's pre-built libraries and functions allow for
efficient image filtering, feature detection, and object recognition,
Furthermare, it is supported by machine learning and deep learning,
enabling developers to utilize pre-trained models or create their
own. OpenCV is ly used in o vision and image
processing applications such as object detection, facial recognition,
and image alignment. It is also used in other fields, such as robotics,
augmented reality, and medical imaging (8, 18].

3.23  Python Programming Language. Python is a powerful, high-
level programming language widely used in computer vision and
image processing [9]. It is known for its simple, easy-to-read syntax,
making it an ideal choice for developers of all skill levels. One of the
main advantages of using Python is its large and active community,
which provides developers with & wealth of resources and support
[17]. When eombined with OpenCV, Python's capabilities in com-
puter vision and image processing are greatly enhanced. OpenCV
is a library of programming functions that provides a wide range
of pre-built libraries and functions for image and video processing,
including image Gltering, feature d ton, and object recopniti
It also supports machine learning and deep learning, allowing devel-
apers to use pre-trained models or train their models. Python and
OpenCV can be used to develop advanced image processing and ob-
ject detection algorithms in the context of surveillance systems. The
developed system can include real-time object tracking [10, 11, 19],
facial recognition [13]. and motion detection [5, 16]. Additionally,
Python and OpenCV can be used to develop custom graphical user
interfaces (GUls) for monitoring and controlling the surveillance
system. Overall, the combination of Python and OpenCV makes it
ible ta build sophisticated and highly customizable surveillance
systems that meet various applications” specific needs.

3.24  Line Application. The LINE application can be integraled
with a surveillance system to provide real-time notifications and
alerts to users. The system notification can be done using the LINE
Natify AP, which allows developers to send messages to LINE
users via the APL For example, a motion detection system can
be tegrated with LINE to send notifications to users when the
surveillance camera defectsmotion, The notilying images can be
done using OpenCV and Python to process the video feed from
the surveillance camera anil then trigger a message to he sent ko
the user's LINE account when motian is detected. LINE's built-in
camera feature can also be usedfor remiote monitoring and surveil-
lance, Users can remotely access the surveillaneé camera and view
the live video feed on their LINE application. The system allows
users to check on their property even when not physically present.
Furthermore, LINE's group chat feature can also be utilized in a
surveillanee system, allowing multiple users to receive notifications
and view the live video feed simultaneously. The IeT-based surveil-
lance system can be helpful for businesses or organizations that
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need to P or have ip i re-
sponsible for monitoring a specific area [12, 16]. Overall, the LINE
application provides a convenient and easy-to-use interface for
users to receive real-time notifications, view live video feeds from
a surveillance system, and can enhance the security and overall
effectiveness of a surveillance system [14].

3.3 System Development

As illustrated in Figure 3, the development of a surveillance system
can be done by connecting the sensor to a camera module, such as
the Raspherry Pi Camera Module v2, and prog; ing the Rasp-
herry Pi 4 to take a photo or start recording a video when motion
is detected. The Raspberry Pi 4's powerful processing capabilities
and ability to connect to a wide range of peripherals make it an
ideal platform for building a surveillance system. Its low cost and
simall form factor make it a convenient and cost-effective option for
personal and commereial use. The Raspberry Pi 47s ability to mun
various operating systems, such as Raspbian, Ubuntu, and Windows
loT core. makes integrating with existing systems and technolo-
gies casy. Overall, the Raspberry Pi 4's power and versatility are

llent for building a sur system using PIR sensors, PIR
sensors can be inteprated into o surveillance system by connecting
them to the Raspherry Fi 4's GFIO pins and utilizing the sensar’s
maotion deteetion capabilities. When the PIR sensor detects motion,
it can trigger an event or signal to other devices, such as a camera
or alarm. The system allows for inmediate activation of the surveil-
lance system. capturing footage or sending notifications to the user.
PIR sensors can also be used with other sensors, such as cameras
or door/window sensors, to create a comprehensive surveillance
system. For example, a PIR sensor ean detect motion and trigger a
camera to begin recording, while a door/window sensor can be used
to determine if an intrusion has occurred. Additionally, PIR sensors
can be used for aulomation and energy efficiency by triggering
events such as turning on lights or adjusting the temperature when
motion is detected. With the capability of the Raspberry Pi 4, it
can process the data from the PIR sensor and send natifications
to the user via the internet (Line Notify, Email, ete.) or through a
local network. Using PIR sensors in a surveillance system provides
a cost-effective and efficient solution for detecting motion and acti-
vating the system in real time. Figure 3. At startup, the Raspberry
Pi connects to o mation sensor and.starts working when motion is
detected. The camera system detects faces from the image if faces
are detected. The system sends a notification message to the owner
via Line Notify.

Figure 4 The block diagram of this surveillance camera system
is simple and easy tounderstand for the user. The PIR sensor and
camers, which act as the hardware devices, are connected to the
Raspberry Pi. The WIFI module enables the system to connect to
the internet and send alerts.

The Haar-like features [20] and the Viola-Jones algorithm have
been widely used in object detection and recognition, particularly
face detection [21]. The algorithm utilizes simple Haar-like features
that are caleulated by convolving the image with a set of rectangular
filters designed to detect edges, lines, and other features charac-
teristic of a face. These features are then used to train a classifier,
known as a cascade classifier, to detect faces in new images. The
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Figure 4: Block flow diagram for surveillance system.

cascade classifier is trained using a dataset of positive and negative
images, where positive images contain faces and negative images
do not [22]. The classifier is trained to detect faces by iteratively
applying the Haar-like features to the images and adjusting the
classifier's parameters based on the results. Thisapproach is fast
and efficient and has been applied in various fields, such as face
recognition, vided surveillance, and human-computer interaction.
However, it is worth mentioning that the detection accuracy may
depend on image size, resolution, lighting ditions, and the type
of dataset used 1o train the elassifier. The Haar cascade face detec-
tion method [24] is fast and efficient, and it has been widely used
in many applications, such asface recognition, video surveillance,
and human-computer interaction,

Line Notify is a powerful communication toel that enables de-
velopers to send messages to LINE users through simple AP inte-
gration. The process of utilizing Line Notify-involves several steps.
First, the developer must create a Line Notify account and obtain
an access token, which is the key to accessing the Line Notify APL
Next, the developer must integrate the Line Notify APl into their ap-
plication or service by utilizing the access token and other relevant
ters. Once the ion is plete, the developer can

&r

¥

send a request to the Line Notify APl including the message and
other relevant parameters. Finally, the Line Notify API will deliver
the message to the specified LINE user(s) in real time, providing
a seamless and efficient communication experience. The Line No-
tify service can be used in varipus applications such as security
systems, customer service, and Socia! media platforms, providing a
convenient and effective way of communicating with users.

4 RESULTS AND DISCUSSION

The development of a surveillance system using cameras and mo-
tion sensors on the Internet of Things (IoT) using a Raspberry Pi
showed promising results in a one-day test, as represented in Table
1 and Figure 5, The system detected movement, recorded images,
and sent text and image alerts to the user’s Line account at a dis-
tance of 1-5 meters. The system's energy consumption results were
also analyzed and found to be relatively low, averaging 6.5 watts or
0.15 KW per day. The PIR sensor and 1080p (2MP) web camera were
connected to the Raspberry Pi. The system was able to accurately
detect movement and capture images at distances of 1-3 meters,
with an 80-100 percent accuracy rate. However, at distances greater
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Table 1: Results for PIR sensor and web camera
Distance (Meter) FIR Sensor Web Camera Send Alert
Dy i A Frame size Detection Accuracy
(Pixel)
1 v 100 % 110 v 100 % v
15 v 100 % 85 v 95 % v
2 v 100 % 66 v 95 % v
25 v 100 % 31 v 85 % v
3 v 100 % 49 v 80 % v
35 v 100 % 45 v 50% v
4 v 100 % 40 v 200 v
45 v 100 % 35 v 10% v
5 v 100 % 30 v 5% v

than 3 meters, the accuracy rate dropped to less than 50 percent.
The study suggests that the optimal distance for the system to fune-
tion effectively is within 1-3 meters. In terms of notifications, the
system could send text and image alerts to the user’s Line account
in real-time, allowing immediate response to any detected move-
ment. This feature is handy for surveillance systems in homes or
small busi where i di P is tial. One of
the main advantages of using a Raspberry Pi for this surveillance
system is its low cost and energy tion. The Raspberry Pi

is a small, low-power, single-board co_mp.um well-suited for 16T
applications. The average energy consumption of 6.5 watts or 0.15
KW per day is relatively low, making it a cost-effective option for
long-term use.

The system was tested with and without using a PIR sensor
in the study of a surveillance system using cameras and motion
sensors on the Internet of Things by Raspberry Pi. The results
show that using a PIR sensor greatly improves the accuracy and
efficiency of the system, When the system was tested without a PIR
sensor, the camera was used to detect motion alone, The camera was
able to detect movement, but detection accuracy was significantly
lower than when a PIR sensor was used. The camera alone had an
accuracy rate of only 50-60 f in d ing , while
the PIR sensor had an accuracy rate of 100 percent. In addition, the
system without the PIR sensor consumed more energy and had a
higher power consumption rate. The system without the PIR sensor
consumed an average of 8 watts per day, while the system with the
PIR sensor constimed an average of 6.5 watts per day, as illustrated
in Figure 6. Usinga PIR sensor also allowed for more accurate
detection of faces in the images captured by the camera. When the
PIR sensor was used, the fage detection module had an accuracy rate
of 80-100 percent in detecting faces, while without the PIR sensor,
the accuracy rate was only50-60 percent. Overall, the results show
that using a PIR sensor dramatically, improves the accuracy and
efficiency of the surveillance system. It is:worth noting that in
some cases, if the PIR sensor is not stitablé for the environment,
such as high humidity, dust, or temperature variations, the system
may not work properly. In conclusion, using a PIR sensor in a
surveillance system is highly ded for its ac y and
efficiency in detecting movement and faces. The system could be
improved in future work by incorporating additional sensars, such

as a microphone or a thermal camera, to increase the system’s
accuracy and capabilities.

A comparison of energy consumption between a surveillance

system with PIR and without PIR can be seen in Table 2. The system
with the PIR sensor consumed an average of 6.5 watts, or 0.15 kW
per day, while the system without a PIR sensor consumed an average
of 10 watts or 0.25 kW per day. The study shows that the system
with the PIR sensor had a lower energy consumption of 4.5 watts,
or 0.1 kW per day, which is 30 percent less than the system without
the PIR sensor.
This reduction in energy consumption can be attributed to the PIR
sensor’s ability to detect motion and activate the surveillance sys-
tem only, when necessary, as opposed to the system without a PIR
sensor which is continuously active. The designed and developed
surveillance system saves energy and increases the lifespan of the
surveillanee system components, making it a more cost-effective
solution in the long run. However. the PIR sensor’s accuracy also
influences energy savings. A system with a high-accuracy PIR sen-
sor will consume less energy than a system with low accuracy PIR
sensor. In conclusion, a surveillance system with a PIR sensor is
more energy-efficient than a system without a PIR sensor.

5 CONCLUSION

This study's system employs a Raspberry Pi as the central con-
troller, a PIR sensor for motion détection, and a 2MP (1080p) web
camera for image capture. Basedan the results of the one-day test,
the system can detect movement, record images. and send text and
image alerts to Line Nolify from a distance of 1 to 5 meters with
varying degrees of v. At a di of 1 to 3 meters, the
system's overall aceuragy is high, with 80 to 100 percent accuracy.
However, as the distance increases, so does the accuracy, with less
than 50%#t distarices beyond 3 meters. The average daily energy
consumption of the system was determined to be 6.5 watts or 0.15
kW, This is'relatively low and d the effecti of
using a Raspberry Pi as the system’s central controller. This study’s
system demonstrates the viability of using cameras and motion
sensors connected to the Internet of Things for home surveillance.
While the system detects movement and faces with high accuracy at
close range, additional h is required to imp the system’s
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Figure 6: Power usage reports of loT-based surveillance system in a day.

Table 2: Comparison of energy consumption between surveillance system with PIR and without PIR

Surveillance System Energy Consumption (Watts) Energy Consumphon (kW per day)
With PIR senser 6.5 0.15
Without PIR sensor 10 0.25

45 0.1

Saving energy (watt)

accuracy at greater distances. In addition, the system can be en-
hanced by adding features such.as real-tiaté video streaming, facial
recognition, and integration with othér smart hame devices. The
system can be a cost-effective, efficient security and surveillance
solution for homes

This surveillance system’s research and development have sev-
eral limitations that could be addressed in future work. The accu-
racy of the system at more significant distances is a limitation. As

demonstrated by the results, the accuracy decreases with increas-
ing distange; falling below 50% at distances greater than 3 meters,
The aceuracy-of the detection algorithms could be enhanced by
incarporating more advanced sensors, such as depth sensors, or by
employing machine learning techniques. Another li is the
system’s energy consumption. The system consumes an average
of 6.5 watts or 0.15 kW per day, which may not be suitable for
long-term use without an external power source. Future research
could concentrate on optimizing the system’s energy consumption,
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such as by implementing energy-saving techniques or utilizing
low-power sensors. In addition, the system only sends notifications
wvia Line Notily to the owner. Other types of notifications, such as
email or push notifications, and integration with other smart home
devices, such as door locks or lights, may be developed in the future,
Raspberry Pi’s Internet of Things-based surveillance system with
cameras and motion sensors has proven to be a viable sclution for
home security. However, there is still room for imp in
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